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BOOTP DHCP

1. interface vlan 1
Enter
2. 1
- DHCP IP ip address dhcp
Enter
- BOOTP IP ip address bootp
Enter
3. end Privileged Exec Enter

4. ip dhcp restart
Enter

5. show ip interface Enter
IP

6. copy running-config startup-config
(startup ) Enter

Console (config) #interface vlan 1

1fig-if)#ip address dhep

onfig-if)#end

nsole#ip dhcp restart

w ip interface

IP address and netmask: 152.168.1.54 255.255.255.0 on VLAN 1,
and address mode: User specified.
“onsole#c r running-config startup
£ rtup configuration file name []: startup
“Write te FLASH Programming.

“WWrite to FLASH finish.

Success.

2-3-4 SNMP
HP Openview SNMP

1)SNMP

18



2)SNMP

SNMP
SNMP
2-3-4-1
SNMP
SNMP
public MIB
private / MIB
SNMP
SNMP
SNMP
1. Privileged Exec snmp-server community
w
( / ) ro( ) Enter
2. no snmp-server community

Enter

2-3-4-2
SNMP

19



1. Privileged Exec snmp-server host

IP
Enter

2. SNMP 1 snmp-server

enable traps snmp-server enable traps

( authentication link-up-down) Enter

Console (config) #snmp-server enable traps link-up-down

Conscle(config) #
2-3-5

copy
(start-up configuration file) ”

1. Privileged Exec copy running-config startup-config

Enter
2. Start-up Enter

Consol v running-config startup-config

Startup configuration file name []: startup

\WWrite te FLASH Programming.

WWrit te FLASH finish.

Success.

Console#

CLI WEB SNMP
3
start-up

20



m Configuration ( )

start-up
Factory Default_Config.cfg
m Operation Code ( )
P.43
m Diagnostic Code ( )

Running-config
running-config

p.47

CLI WEB

POST(

1
start-up
start-up

(start-up)

TFTP
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3-1 WEB
HTTP WEB WEB
WEB
WEB (Internet Explorer 5.0 )
CLI( )
Telnet CLI
4 CLI
WEB
1. BOOTP DHCP
IP
p.16 IP

2.

WEB

P.16

3.

1 3 3

2. WEB Normal Exec

admin  Privileged Exec
3. STA(
fast forwarding Admin Edge Port
WEB

P.175
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3-2 WEB

WEB

3-2-1

admin

WEB WEB
Unit |! -I
@, PLANEX ¥ W Mode: [Active -]
L e B-unkup - Link Down

'm—“5°g‘:s1em SF-0224FS Layer2 Stackable Intelligent Switch Manager
BLSNTP
@ sNme System Name [
s0rer |Object ID [1.36.1.4.1.4537 66
@) Address Table Lotation |
B ing Tree =
B VLAN Contact I
@ Priority Eretoars Un Tenol) dave 0 haure 10 miutes and 72 41 sorandel
@03 1GMP Snooging |System Up Time 0 days, O hours, 10 minutes, and 24.41 seconds

- Connect to textual user interface

- Send mail 1o technical support

- Connect to PLANEX Web Page

Apphy | Revert ! Helpl

24




3-2-2

(Apply)

WEB

3-1

Revert ( ) (Apply)

Apply ()
Help ( ) WEBhelp

1. Internet Explorer 5.x

— - —

2. Internet Explorer 5.0

3-2-3
WEB Mode( )

Active ( / ) Duplex( half ( )/full
duplex ( )) Flow Control ( with ( )/ without ()
p.121 Port
Configuration ( )

Unit: |1 vI
Mode: m

B-Link Up  J- Link Down

25



3-2-4

WEB

3-2
System ( ) 32
System Information contact
32
( )
Switch Information / 35
( )
Bridge Extension 37
( )
IP Configuration IP
(1P ) 39
File ( ) 43
Copy
45
( )
Delete
46
()
Set Startup (startup) 50
(Startup )
Line ( ) 51
Console
51
( )
Telnet Telnet 54
Log( ) 56
Logs
56
()
System Logs 56
( )
Remote Logs 58
( )
SMTP Logs SMTP 61
(SMTP )

26




Reset

64
( )

SNTP 64
Configuration SNTP
« ) 65
Clock Time Zone 67
( )

SNMP 68
Configuration 69
()

Security ( ) 72
User Accounts 73
( )

Authentication Settings
75
( )
HTTPS Settings HTTP 80
(HTTPS )
SSH 83
Host-Key Settings 86
( )
Settings Secure Shell( 88
)
Port Security
( ) MAC 90
802.1X 93
Information 85
« )
Configuration 9%
()
Port Configuration 9
( )
Statistics 100
()
ACL 104
Configuration IP/MAC

()

105




Port Binding

ACL

115
( )
IP Filter WEB SNMP Telnet
(P ) P 102
Port ( ) 117

Port Information 117

( )

Trunk Information 117

( )

Port Configuration 121

( )

Trunk Configuration 121

( )

Trunk Membership 123

( )

LACP 123
Configuration 125
()

Aggregation Port 130
( )

Port Counters LACP 133
( )

Port Internal Information 135
( )

Port Neighbors Information 138
( )

Port Broadcast Control 140
(

Trunk Broadcast Control 140

( ) ( )

Mirror Port Configuration 143

( )

Rate Limit ( ) 145
Granularity ( ) / 145
Input Port Configuration 147
( )

Input Trunk Configuration 145

28




( )

Output Port Configuration

147
( )
Output Trunk Configuration 147
( )
Port Statistics RMON 149
( )
Address Table 156
( )
Static Addresses VLAN 156
( )
Dynamic Address 158
( )
Address Aging 160
( )
Spanning Tree 161
( )
STA
Information STA 163
« )
Configuration STA RSTP 166
)
Port Information STA 170
( )
Trunk Information STA 170
( )
Port Configuration STA 175
( )
Trunk Configuration STA 175
( )
VLAN 178
802.1Q VLAN 178
GVRP Status GVRP VLAN 182
(GVRP )
Basic Information VLAN 183
( )
E:urrent Table : VLAN , 184

29



Static List

VLAN

187
( )
Static Membership by Port
( ) 189
Port Configuration PVID VLAN
192
( )
Trunk Configuration VID VLAN
192
( )
Private VLAN
( VLAN) 197
Information VLAN 199
()
Configuration / VLAN / 201
()
Association VLAN VLAN 203
( )
Port Information VLAN 204
( ) / VLAN
Port Configuration VLAN
( ) 206
VLAN
Trunk Information VLAN 204
( ) / VLAN
Trunk Configuration VLAN
( ) 207
VLAN
Priority ( ) 208
Default Port Priority 208
( )
Default Trunk Priority 208
( )
Traffic Classes IEEE802.1p 210
( )
Traffic Classes Status /
( ) ( )
Queue Mode (strict
( ) priority) (Weighted 212

Round-Robin)

30




Queue Scheduling

213
IP Precedence/DSCP Priority IP DSCP
Status (IP /DSCP / 214
)
IP Precedence Priority IP ToS( )
(P ) CoS( ) 214
IP DSCP Priority IP DSCP( )
(IP DSCP ) DSCP CoS 216
IP Port Priority Status IP 214
(P )
IP Port Priority TCP/UDP 218
(1P ) CoS
ACL CoS Priority CoS ACL
(ACL CoS ) 220
IGMP Snooping
(IGMP ) 224
IGMP Configuration
(IGMP ) 226
Multicast Router Port VLAN ID
Information 229
(
Static Multicast Router Port
Configuration ( 230
)
IP Multicast Registration Table
(IP ) 231
P VLAN ID
IGMP Member Port Table 933

(IGMP )

31



3-3

3-3-1

3-3-1-1
System Name ( )

Object 1D( D) MIB II
ID

Location ( )
Contact( )
System Up Time( )

CLI

MAC Address (MAC )
WEB server (WEB ) HTTP

WEB server port (WEB ) WEB TCP
WEB secure server(WEB ) HTTPS
WEB secure server port (WEB ) HTTPS

TCP

Telnet server (Telnet ) Telnet

Telnet port (Telnet ) Telnet TCP
Jumbo Frame ( )

POST result (POST )

32



WEB
System ( ) - System Information ( )

Apply( )
Telnet CLI
Telnet

SF-0224FS Layer2 Stackable Intelligent Switch Manager

|System Name ||
Object ID 1.3.6.1.4.1.4537 66
Location |

Contact [

System Up Time |0 days, O hours, 10 minutes, and 24.41 seconds

il - Connect to textual user interface
PRI - Send mail to technical support
ilf - Connect to PLANEX Web Page

33




CLI

Console(config) #hostname R&D 5 4-25
Console(config) #snmp-server location WC 9 4-104
Console(config) #snmp-server contact Ted 4-104
Console(config) fexit

Consolefshow system 4-62

System description: SF-0224FS Layer? Stackable Intelligent Switch
System OID string: 1.3.6.1.4.1.4537.66
System information

System Up time: 0 days, 2 hours, 4 minutes, and 7.13 seconds
System Name: R&D 5

System Location: WC 9

System Contact Ted

MAC address 00-90-CC-12-34-56
Web server: enabled

Web server port: 80

Web secure server: enabled

Web secure server port: 443

Telnet server: enabled

Telnet port: 23

Jumbo Frame: Disabled

POST result
DUMMY Test l.....0ceivuvaivan EASS
UART LOOP BACK Test.......... PASS

DRAM Test..ioiieinnennannnnas PASS
Timer Test....cvviverevenrens PASS
RTC Initialization........... PASS
Switch Int Loopback test..... PASS

Done All Pass.
Console$
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3-3-2
Switch Information ( )
/

Serial Number ( )

Number of Ports ( )
RJ-45

Hardware Version (

Internal Power Status (

Loader Version (

Boot-ROM Version (Boot ROM
POST
Operation Code Version (

Role(M/S)
[
Expansion Slot 1/2 (
RJ-45/SFP
Unit ID ID

Redundant Power Status (

1/2)
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WEB

System - Switch Information(
Switch Information
Main Board:
Serial Number S416000937

Number of Ports 26

Hardware Version  |RO1

Intemal Power Status Active

Management Software:

Loader Version 2214
Boot-ROM Version 2218
Operation Code Version2.2.6.4
Role M

Expansion Slot:

Expansion Slot 1{1000BaseT
Expansion Slot 2|1000BaseT|

CLI

Consolefshow version
Unit 1

Serial number:

Service tag:

Hardware version:
Module A type:

Module B type:

Number of ports:

Main power status:
Redundant power status

Agent (master)
Unit ID:
Loader version:
Boot RCM version:

Consolef

Cperation code version:

5416000937

RO1
1000BaseT
1000BaseT

26

up

:not present
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3-3-3

MIB VLAN
Extended Multicast Filtering Services ( )
GMRP(GARP )
Traffic Classes ( )
p.208  CoS
Static Entry Individual Port ( )
(p-156 )
VLAN Learning (VLAN )
VLAN
(IVL)
Configurable PVID Tagging ( PVID )
1) VLAN ID ( PVID)
2) VLAN
p.178  VLAN
Local VLAN Capable ( VLAN )
802.1Q VLAN
GMRP
GARP (GMRP)

IGMP




WEB

System ( ) - Bridge Extension Configuration(

Bridge Extension Configuration

Bridge Capability

Extended Multicast Filtering Services |No

Trafiic Classes Enabled
Stalic Entry Indvidual Port Yes
VLAN Leaming VL
Configurable PVID Tagging Yes
Local VLAN Capable No
GMRP I Enable
CLI
Console#show bridge 165
Max support VLAN numbers: 255
Max support VLAN ID: 4094
Extended multicast filtering services: No
tatic entry individual port: Yes
VLAN learning: IVL
nfigurable PVID tagging: Yes
Local VLAN CH No
Traffic ¢ 51 Enabled
Global GVRFP status: Disabled
GMRP: Disabled
Console#
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3-3-4 IP
P
IP DHCP
(P
0.0.0.0 255.0.0.0)
P BOOTP DHCP
P 0 255 4
CLI
Management VLAN ( VLAN)
VLAN ID 1 4094 1D
VLAN 1
VLAN VLAN IP
IP Address Mode (IP )
(Staticy DHCP(DHCP) BOOTP(BOOTP) IP
DHCP/BOOTP
IP IP
(DHCP/BOOTP IP
)
IP Address (IP )
VLAN P
0 255 4 0.0.0.0
Subnet Mask ( )
255.0.0.0
Gateway IP address ( IP )
IP 0.0.0.0
MAC Address (MAC )
Restart DHCP (DHCP )
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DHCP IP

WEB
System ( ) - IP Configuration (IP )

VLAN IP Address Mode (IP ) Static(
1P Apply( )

)

IP Configuration

Management VLAN .|1 "|
IP Address Mode ISlatu: _:}

IP Address |192.168.1.5-1
Subnet Mask |255 255.255.0
Gateway IP Address |192.158.l 253

MAC Address 00-90-CC-12-34-56 |

Restan DHCP |

CLI
IP

Console$#config

Console(config) #interface vlan 1
Console(config-if) #ip address 10.1.0.254 255.255.255.0
Console{config-if) #exit

Console({config) #ip default-gateway 192.168.1.254
Console(config) #

4-108
4-190

4-191
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3-3-5 DHCP/BOOTP

DHCP/BOOTP

WEB
System ( ) - IP Configuration (IP )
VLAN IP Address Mode (IP
DHCP BOOTP Apply( )
Restart DHCP(DHCP )
IP

IP Configuration

Management VLAN [1 =]

_IF' Address Mode |Srat|r.' 'i

IP Address |l‘92168.1 54

Subnet Mask

MALC Address

Gatleway IP Address |192168.1.253

255.255.255.0

00-90-CC-12-34.56

Restart DHCP |

show ip interface
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CLI

IP DHCP BOOTP
ip dhcp restart

Consolefconfig
C le{conf
nsole{cont

255.255.255.0 on VLAN 1,
Renewing DHCP (DHCP )
DHCP
CLI DHCP
WEB
DHCP WEB
IP DHCP
WEB

CLI
DHCP

Console#ip dhep restart 4-192

Console#
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3-4

TFTP
TFTP

File Transfer Method ( )

- file tofile ( - )

- file to tftp ( - TFTP)

TFTP
- ftftp to file (TFTP - )
TFTP

- file to unit ( - )

- unit tofile ( - )
TFTP Server IP Address (TFTP IP )
TFTP P
File Type ( )
opcode ( )
File Name ( )

/
TFTP 127
31

0-9,-,-,)
Source/Destination Unit ( / )

(A-Z, a-z,

43



(startup)
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3-4-1
startup ( )
WEB
System ( ) - File Management ( ) - Copy Operation ( )
tftp to file (TFTP - ) TFTP P
opcode
Apply( )
(startup)
(operation) System(

)/Reset ( )

Copy

[ttp to file =l

TFTP Server IP Address |1 92.168.1.19

File Type |opcode ¥|

Source File Name [V2.2.6.4hix

(o ]V226[l 'I
Destination File Name
(o 246
System/File/Set
Start-Up ( / / ) startup( )
Apply ()
System/Reset ( / )
Set Start-Up
Name | Type Startup Size(bytes)

@ |Factory_Default_Corfig.cfg Config_File Y 5013

C V2260 Operation_Code|N 1751624

@ V2264-) Operation_Code|Y 1754316

45



System/File/Delete ( / / )

Apply( )
startup
Delete
Name Type Startup Size {bytes)

I~ |Factory_Default_Config.cfy|Config_File Y 5013

™ |v2260 Operation_Code N 1751624

I~ |v2264-) Operation_Code|Y 1754316

CLI
TFTP TFTP 1P
opcode (source)
(destination)
startup
reload

Console#copy tftp file 4-65

TFTF server ip address: 192.168.1.23

Choose file type:

1. config: 2. opcode: <1-2>: 2

Source file name: V2.2.6.4.bix

Destination file name: V2264

\Write to FLASH Programming.

-Write to FLASH finish.

Success.

Console#config

Console (config) #boot system opcode:V2264 4-70

Console (config) #exit

Console#reload 4-22
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3-5

TFTP

TFTP

File Transfer Method ( )

file to file ( - )

file to running-config ( > )

file to startup-config ( - (startup) )
startup

file to tftp ( - TFTP)
TFTP

running-config to file ( - )

running-config to startup-config ( - (startup)
startup
running-config to tftp ( - TFTP)
TFTP
startup-config to file ( (startup) - )
startup
startup-config to running-config ( (startup) -
startup
startup-config to tftp ( (startup) - TFTP)
startup TFTP

tftp to file (TFTP )
TFTP

tftp to running-config (TFTP - )
TFTP

tftp to startup-config (TFTP - (startup) )
TFTP startup

a7



- file to unit ( - )
- unit tofile ( - )

TFTP Server IP Address (TFTP IP )
TFTP P
File Type ( )

config( )

File Name ( )

TFTP 127

31 (A-Z, a-z,
0-9,-,-,)
Source/Destination Unit ( / )
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3-5-1
startup
startup
Factory_Default_Config.cfg TFTP
destination
WEB
System - File ( ) - Copy ( ) tftp to startup-config
tftp to file TFTP 1P
Apply ()
Copy
Ilﬁp to startup-config ;]

TFTP Server IP Address |192.1BE.1 23

Source File Name

|conﬁg-stﬁr1up

Startup File Name

¢ |Factory_Default_Config.cfg *|

& |starup
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tftp to startup-config tftp to file
startup
System/Reset( / )

/
(startup)

System/File/Set Start-Up (

/Start-Up )

Set Start-Up

Name | Type Startup

Size{bytes)

Factory_Default_Config.cfg|Config_File

5013

V2260 Operation_Code

1751624

V2264-)

3

Operation_Code

1754316

CLI

TFTP P

startup

(source)

Console#copy tftp startup-config
TETP server ip address: 192.168.1.19

Startup configuration file name
\Write to FLASH Programming.
-Write to FLASH finish.
Success.

(1

Consolefreload

4-65

Source configuration file name: config-startup
startup

startup

boot system

Consolefconfig

Console{config) #boot system config:
Console{config) fexit

Consolefreload

startup
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3-6

VT100

Login Timeout (
CLI

0 300 0
Exec Timeout (Exec

0 65535
Password Threshold (

Time
0 120
Silent Time ( )
0 65535
Data Bits ( )
Parity ( )
None( )
Speed ( )
115200

9600bps

WEB

CLI

Even

Silent

odd( )

9600 19200 38400 57600
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Stop Bits ( )

1
Password ( )
No password (
Login ( )
Password
Local( )
WEB
System( ) — Line( ) - Console( )
Apply( )
Console
Login Timeout (0-300) '|l] secs (0 Disabled,\.
Exec Timeout (0-65535) |IJ secs (0 Disabled)
Password Threshold (0-120)[3 {0 Disabled)
Silent Time (0-65535) [o secs (0 Disabled)
Data Bits [a=] -
Parity |None 'I
Speed [9600  ~]
Stop Bits [1=]
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CLI

Line Configuration(

show line

Normal Exec

Conscle#show line
Console configuration:
Password threshold:
Interactive timeout:

Login timecut:

Silent time:
Baudrate:
Databits:
Parity:
Stopbits:

VTY configuration:
Password threshold:
Interactive timeout:
Login timecut:

Console#

Conscle(config)#line console
Conscle(config=-1line) #login local
Console (config-line) #password 0 secret
Conscle(config-line)#timeout login response 0
Console(config-line) fexec-timecut 0

Console (config-line) #password-thresh 3
Conscle(config=-line) #silent-time 60
Conscle(config-line) #databits 8
Conscle(config-1line) #parity none
Conscle(config=-1line) #speed 115200
Conscle(config-line) #stopbits 1
Console(config-line) fend

3 times
Disabled
Disabled
60
115200

8

none

1

3 times
600 sec
300 sec

4-10
4-11
4-12
4-13
4-13
4-14
4-15
4-15
4-16
4-17
4-17
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3-7 Telnet

Telnet
Telnet /
TCP
WEB CLI

Telnet Status (Telnet )
Telnet /
Telnet Port Number(Telnet )
Telnet TCP 23
Login Timeout( )
CLlI

300 300
Exec Timeout(Exec )

0 65535 600
Password Threshold( )

Silent
Time
0 120 3
Password ( )

No password ( )
Login ( )
Password

Local( )
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WEB

System - Line( ) - Telnet Telnet
Apply( )
Telnet
Telnet Status ¥ Enabled

Telnet Port Number |23

Login Timeout (0-300) |300 secs (0 : Disabled)
Exec Timeout (0-65535)  ([600 secs (0 - Disabled)

Password Threshold (0-120) |3 (0 : Disabled)

CLI
Line Configuration( )
Normal
Exec show line
Conscle(config)#line vty 4-10
Conscle(config=-1line) #login local 4-11
Console(config-line) #password 0 secret 4-12
Conscle(config-line)#timeout login response 300 4-13
Conscle(config-1line) fexec-timeout 600 4-13
Console (config-line) #password-thresh 3 4-14
Console (config-line) f#end
Conscle#show line 4-18

Console configuration:
Password threshold: 3 times
Interactive timecut: Disabled

Login timeout: Disabled
Silent time: Disabled
Baudrate: 9600
Databits: 8
Parity: none
Stopbits: 1

VTY configuration:
Password threshold: 3 times
Interactive timeocut: 600 sec
Login timeocut: 3200 sec
Console$
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3-8

Log(syslog)
3-8-1
/
4096
(256KB)
System Logs ( )
0 3
System Log Status (
/
Enabled( )
Flash Level ( )
3 0 3
07

RAM

RAM

0 7 RAM

System
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3-3

7 Debug( )
6 Informational( )
5 Notice( )
4 Warning( ) return false(
) unexpected return( )
3 Error( )
2 Critical( )
1 Alert ( )
0 Emergency( )
25

6

RAM Level (RAM )
RAM 7 0 7

RAM 0 7 6
RAM
WEB
System ( )->Log( )- System Log( ) System Log Status (
) RAM
Apply ()

System Logs

Systemn Log Status F Enabled

Flash Level (0-7) |1}

Ram Level (0-7) [o
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CLlI

show logging
1 emergencies
3-8-2
Remote Logs ( ) syslog
Remote Log Status (
/
Enabled(
Logging Facility (
syslog remote logging
8 syslog
syslog (RFC 3164
) (type)
syslog
16 23 23
Logging Trap ( )
syslog
3 0 3
0 6

Host IP List( P )
syslog
5
Host IP Address ( IP
IP
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WEB

System ( )-Log( )-Remote Log( )
IP IP Host IP Address( IP
IP Add( ) IP
IP Remove ( )

Remote Logs

|Remete Log Status ® Enabled
Lagging Facility (16-23) |23
Logging Trap (0-7) ia

Host IP Address:

Current: New:

Host IP List

(none) << Add

= [Host IP Address |

CLI
syslog IP (facility type) logging trap
Console (config) #logging host 192.168.1.,15 4-45
Console (config) #logging facility 23 4-45
Console (config) #logging trap 4 4-46
Console (config) #end
Consolefshow logging trap 4-46

Syslog logging: Enabled

REMOTELOG status: Enabled

REMOTELOG facility type: local use 7
REMOTELOG level type: Warning conditions

REMOTELOG server ip address: 192.168.1.15
REMOTELOG server ip address: 0.0.0.0
REMOTELOG server ip address: 0.0.0.0
REMOTELOG server ip addres o]
REMOTELOG server ip address: 0.0.
Consoled

w w
(=}
oo
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3-8-3

WEB
System (

)

RAM(

2048

) - Log(

4096

) - Logs( )

Logs

Log Messages
Log Messages:
Log Messages
Log Messages
Log Messages
Log Messages

CLI

: Level 5, Modules, functions:1, emor number.1 Information VLAN 1 link-up nofification

: Level 6, Module:§. functions 1, enor number.] Informabion STF topology chenge notification

: Level 6. Module®, functions:1. eror number] Information Unit 1, redundant power change to good.
: Level 6. Module®, functions 1. enmor number. InformakionUnit 1. main power change 1o not exast

: Level 6. Module:®, functions:1, emor number Information:Unit 1, Port 3 link-up notification,

: Lewvel 6. Module®. functions™1. emar number Information System coldStarn nofification

RAM

level:

level:
Console#

4y

6y

Console#show log ram
[1] 00:01:37 2001-01-01
"DHCP request failed - will retry later.”™

module:

module:

9, function: 0, and event no.: 10

[0] D0:00:35 2001-01-01
"System coldStart notification.™

6, function: 1, and event no.: 1
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3-8-4 SMTP

POP IMAP

Admin Status ( )
SMTP /
Email Source Address (E-mail

From
e-mail

Severity ( )

e-mail

7
SMTP Server List (SMTP )
SMTP

New SMTP Server ( SMTP )
)
Email Destination Address List (E-mail
e-mail
New E-mail Destination Address (
Add/Remove ( / )

)

syslog

E-mail

SMTP

Enabled (

e-mail

SMTP
-mail

)

(p.57

Add/Remove (

/
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WEB

System( )-»Log( )-SMTP
SMTP (enable) e-mail
SMTP IP SMTP Server
(SMTP ) IP Add( ) 1P
SMTP Remove (
) e-mail 5
Apply ()

SMTP

{Admin Status | ¥ Enabled

EEmaiI Source Addmsséljuhn@aune.cum

ESeverily | 4 -"Warning ;_I

SMTP Server List: New:

192.168.1.20 SO
192.168.1.22 4' ]smp senver]|
Remove |

Email Destination Address List MNew:

<< Ad |

d
|Emai| Destination Addless"
Remove

geoff@acme.com
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CLI

SMTP IP 1
e-mail syslog (syslog severity level
( )e-mail
5 login sendmail SMTP
SMTP logging
sendmail
Console({config) #logging sendmail host 19%2.168.1.200 4-49
Console({config) #logging sendmail level 4 4-50
Console(config) #logging sendmail source-email johnBacme.com 4-51
Console(config) ##logging sendmail destination-email geofflacme.com  4-51
Console{config) #logging sendmail 4-52
Console(config) fexit
Console#show logging sendmail 4-52

SMTP servers

1. 192.168.1.200
SMTP minimum severity level: 4
SMTP destination email addresses

1. gecff@acme.com

SMTP source email address: john@acme.com
SMTP status: Enabled
Console#

63



3-8-5

WEB
System ( ) - Reset ( )
Reset
. |
Reset the switch by selecting Reset’ J
Reset
=
CLI
Reload
Console#reload 22
System will be restarted, continue <y/n>? vy
POST( )
3-8-6
SNTP( )
(SNTP NTP)
CLI
p.303 calendar set
SNTP
IP
3
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3-8-6-1 SNTP

SNTP Client (SNTP )
SNTP SNTP Server Field(SNTP
) 1
Disabled ( )
SNTP Poll Interval (SNTP )

16 16284 16
SNTP Server (SNTP )

3 IP
1

WEB
SNTP - Configuration( ) Apply( )

SNTP Configuration

ISNTP Client | ¥ Enabled

ISNTP Poliing Interval (16-16384) [60

|SNTP Server 101019 1378214080  [128.250.36.2




CLI

SNTP
Console (config) #sntp server 10.1.0.19 137.82.140.80 128.250.36.2 4-54
Console(config) #sntp poll 60 4-55
Console(config) #sntp client 4-53

Console(config) #exit

Consolefshow sntp

Current time: Jan 6 14:56:05 2004

Pocll interval: 60

Current mode: unicast

SNTP status : Enabled

SNTP server 10.1.0.19 137.82.140.80 128.250.36.2
Current server: 128.250.36.2

Console$
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3-8-6-2
SNTP UTC( )
UTC 1) east 2)

Current Time ( )

Name ( )

1 29
Hours(0-12) ( (0-12))
uTC
Minutes (0-59)( (0-59)
uTC
Direction ( )

uTC

WEB

SNTP - Clock Time Zone( ) uUTC
Apply( )

(west)

Clock Time Zone

Current Time_|Jan 2 02.08:13 2001
MName EITamran

Hours (0-12) Iod

Minutes (0-59) [0

Direction | © Before-UTC & After-UTC

CLlI

Conscle (config) #clock timezone Taiwan hours 6 minute 0
Conscle (config) #

after-uTC

4-56
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3-9 SNMP

SNMP
SNMP
SNMP
SNMP
HP OpenView
IP
3-9-1
5
IP Trap Managers(IP )
SNMP Community Capability (SNMP )
5
Community String ( )
SNMP
- public ( ) private ( / )
- 1 32 /
Access Mode ( )
- Read-Only ( )
MIB
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- Read/Write ( / )

MIB
WEB
SNMP - Configuration ( )
Access Mode( ) Add(
)
SNMP Configuration
SNMP Community:
SNMP Community Capability: 5
Current N
private B .
public RO << Add Community S!rmgglsprdermnn
Remaove Access Mode | Readfnte "I
=
CLlI
/ spiderman
Conscle(config) #snmp-server community spiderman rw 4-103

Conscle(config)#
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3

9-2

Trap Manager Capability (
5
Current ( )

Trap Manager IP Address (
IP
Trap Manager Community String (

/
Trap Version ( )

SNMP v1 v2c

Enable Authentication Traps (

SNMP

Enable Link-up and Link-down Traps (

/
Enabled ( )

HP OpenView

Enabled ( )
/

Version 1
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WEB

SNMP - Configuration ( ) IP
SNMP
trap type Add( )

Trap Managers: =
Trap Manager Capability: 5

Current Mew

(none) Trap Manager IP address |l‘32.l 6E.1.19
<< Add |
Trap Manager Community String |private
Trap Yersion |2': '|

Enable Authentication Traps: 13
Enable Link-up and Link-down Traps. ¥

Remove

=
CLI

/
Console (config) #snmp-server host 19%2.168.1.19 private version Z2c 4-105
Console (config) #snmp-server enable traps 4-106
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3-10

User Accounts ( )
Authentication Settings ( )

HTTPS Settings (HTTPS )
WEB
SSH Settings (SSH )
Telnet
Port Security ( )

802.1X

IEEE802.1X

IP Filter (IP )
WEB SNMP Telnet
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3-10-1

(quest)
guest guest
admin admin
Account List ( )
admin guest

New Account ( )

- User Name ( )

8
- Access Level ( )
Normal Privileged
- Password ( )
0 8
/

Change Password

Add/Remove ( / )
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WEB

Security - User Accounts(
Add( )
Apply( )
User Accounts
Account List New Account
admin (Privileged) User Name |bob
guest (Normal)
«Add | |accesslevel  [Nomal |
Remove ] Password | s
Confirm F'asswordﬂ"‘""“

Change Password

User Name I

New Password ||

Confirm Password| Change l

CLI

15(

Conscle(config)#username bob access-level 15

Console(config)#username bob password 0 smith
Console(config)#

4-26
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3-10-2 /

Authentication Settings (

)

RADIUS/TACACS+

RADIUS( ) TACACSH
)
RADIUS/TACACS
/
o === . =3
() I3
Web console
Telnet o
AN —
1. Client attempts management accass.
o 2. Switch contacts authentication server.
RADIUS/ 3. Authentication server challenges client,
TACACS+ | 4. Client responds with proper password or key.
sarver 5. Auiﬁem.icaﬁnn SBFVEr approves access,
6. Switch grants management access.
1.
2.
3.
4.
5.
6.
RADIUS UDP TACACS+ TCP UDP
TCP
TACACS+

RADIUS

75



WEB
Telnet
RADIUS TACACS+ /
privilege

3
(1RADIUS (2)TACACS (3)Local

RADIUS RADIUS
TACACS+

Authentication

- Local ( )

Radius(RADIUS)
RADIUS

TACACS
TACACS+
- [authentication sequence ( )

RADIUS Settings (RADIUS )
- -Global ( )
RADIUS
- Serverindex( )
5 RADIUS 1

- Server IP Address ( IP )

- Server Port Number ( )

UDP
1 65535 1812
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- Secret Txt String( )

20
- Number of Server Transmits ( )
1 30 2
- Timeout for a reply ( )
RADIUS
1 65535 5
TACACS
- Server IP Address ( IP )
TACACS+ IP ( 10.11.12.13)
- Server Port Number ( )
TACACS+ (TCP)
1 65535 49
- Secret Text String ( )
20
CLI
p.264  username ( )
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WEB

Security - Authentication Settings (

RADIUS TACACS*

Apply
Authentication Settings
[Authentication [tocal B
RADIUS Settings:
[ @ Global | Serverindex €1 €2 €3 €4 Cs
|$emr Port Number (1-65535) 1812
Secret Text String |
Number of Server Transmits (1-30)  ||2
Timeout for a reply (1-65535) lE (sec)
TACACS Settings:
ESemr IP Address f10111213
ESewev Port Number (1-55535) |43
ISeclet Text String |
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CLI

Server IP address: 10.20.30.40

Communication key with tacacs server: green
Server port number: 200

Console(config)#

Console (config) $authentication login radius 4-71
Console (config) #radius-server port 181 4-74
Console (config) #radius-server key green 4-74
Console (config) #radius-server retransmit 5 4-75
Console (config) #radius-server timeout 10 4-75
Console (config) #radius-server 1 host 192.168.1.25 4-7
Console (config) #end

Console$#show radius-server 4-76
Remote RADIUS server configuration:

Global settings:

Communication key with RADIUS server: **#*%*

Server port number: 181

Retransmit times: 5

Request timeout: 10

Server 1:

Server IP address: 192.168.1.25

Communication key with RADIUS server: #*+***%

Server port number: 1812

Retransmit times: 2

Request timeout: 5
Consolefconfigure
Console (config) #authentication login tacacs 4-71
Console(config) #tacacs-server host 10.20.30.40 4-77
Console (config) #tacacs-server port 200 4-77
Console{config) #tacacs-server key green 4-78
Consolef#show tacacs-server 4-78
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3-10-3 HTTP

SSL( ) HTTPS( )
WEB

HTTPS HTTPS

UDP
HTTPS URL
https:// [: 1
HTTPS
Internet Explorer
5.X
HTTPS 0OS
3-4 HTTPS
WEB 0s( )
Internet Explorer 5.0 Windows 98 Windows NT( 6a)
Windows 2000 Windows XP
p.82
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HTTPS Status (HTTP )

HTTPS / Enabled( )
Change HTTPS Port Number (HTTPS )
WEB HTTPS/SSL UDP
( 443)
WEB
Security - HTTPS Settings(HTTPS ) HTTPS
Apply( )
HTTPS Settings
HTTPS Status  Enabled

(Change HTTPS Port Number (1-65535) 443

CLI

da o
i
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3-10-3-1

SSL(

HTTPS

WEB
Internet Explorer

SSL

TFTP

Consoletfreload
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3-10-4
Unix
Microsoft Windows
rlogin( ) rsh( ) rep ( )

SSH8 )
/ SSH Telnet
SSH

SSH SSH

SSH
SSH

SSH 1.5 2.0

SSH
SSH
Authentication Settings ( p.75)
RADIUS/TACACS+

SSH Host Key
Settings(SSH ) SSH
(Authentication Settings( )

SSH
1.

SSH Host Key Settings(SSH ) /
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SSH

10.1.0.54 1024 35 15684995401867669258333946775054617325313674890836547254
15020245593199868544358361651999923320781766065830956 10825913212890233
76546801726272571413428762941301196195566782 595664 10486957427888146206
51941746772984865468615717739390164779355942303577413098022737087794545
24083971752646358058176716709574804776117

copy tftp public-key SSH
User Accounts ( )
p.73
UNIX
RSA 1

1024 35 1341081685609893921040944920155425347631641921872958921143173880
05553616163106177594083868631109291232226828519254374603100937187721199
69631781366277414168985132049117204830339254324101637997592371449011938
00609025394840848271781943722884025331159521348610229029789827213532671
31629432532818915045306393916643 steve@192.168.1.19

SSH Settings (SSH )

SSH

SSH Settings (SSH ) SSH

SSH SSH
a
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1. SSH

2. SSH

Telnet

SSH
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3-10-4-1

SSH

Public-Key of Host-Key (

- RSA( 1)
1

- DSA( 2)

1 SSH
)

Host-Key Type ( )

/
RSA( 1) DSA(

DES(56 ) 3DES(168 )
Save Host-Key from Memory to Flash (
RAM

RAM
Generate ( )

) SSH

Clear ( )
RAM

SSH
)
1024 2
65537
DSS(
2) RSA
SSH RSA DSA

SSH Server Settings(SSH
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WEB

Security( ) - SSH - Host-Key Settings( )
Save
the host key from memory to flash (
) Generate ( )
SSH Host-Key Settings
PublicKey of Host Key ‘I
1024 65537 :1
1308176872 67T4T69616152111712764079196256211 '1:“'E-EI' EJ‘T’S\L*BGFQSS 382763561 9069884 1935742187566
7 : 7 151081589

2B004845007

s

FARTx/ $42 7 1AW 1/ AEO4 108 ThOd
U'bov?u.n ad+r

AEXGIARAAFCCY
FLGH4ZCAVV ids
1B UPDIOTIpIXSep
cgeF Ir AwSGI0T41AR

DA

GV TEHANFGF nTEOGS M,‘PS vC 'lr:t)bJJd] J|."|:1..
(GUALRIBSNEI JeMadpACTI 60xIHIA G SEVUx NG HPSulvw 155wliencheCaRpGIo,
gl 9p IvLAnVax hRdeS02 H1 Vil kRS HOFVHECvI FLEp T BERPLINEGT v Y INTEX S RAqVO 2KE LEnnGHQe=

|
Host-key Type EIn\‘hE
W Save Host-Key from Memory to Flash
CLI
RSA DSA
Console#ip ssh crypto host-key generate 4-36
Console#ip ssh save host-key 4-36
Console#show public-key host 4-36
Host:
RSA:

1024 65537 127250922544926402131336514546131189679055192360076028653006761
B2409690947448320102524878965977592168322225584652387791546479807396314033
B692573310510576521224305280768658854857689272602937866089236841423275912127
6032591968369705343933643844522333518682871738966894511729290510813919642025
190932104328579045764891

DSA:

ssh-dss ARAAB3NzaClkc3MAARCBANGzwIQCqDL3869 3 YVXIMELsHLOECE/Re6hlasfEthIwm]
hLY400jgJZpcEQUgCEY1lum0Y2uoLka+Py2ieGWQE f2gobUZKIICuKg6vi09XTsTXKe05xEfzkBl
KviDa+20rIz6UK+6vFOgvUDFedlnixYTVo+h5vBrlea2rpnO6 Dk ZAAAAFQCNZN /21T dwpWBREV
DOnSWw4Qk+60AARIEADLkGeBEBShwagH4gUOCYE11TmrmSi Jg fwOI0gRPUMbCAKCCHuzxatOo?
drnIZypMx+Sx5RUdAMGgKS+9ywsalcWgHeFY5ilc31DCNBueeLykZzVS+RS+azTKIk/zrJhBGLG
Ng375R55yRiFvmeGIn/Q7IphPay T30 IMKELFDEMIEAAACALBAGLES iswP20FgX TVGoEbzVDSOI
RTMFy3iUXtvGyQROVSYETMEc31MtggPRUOYXDiwIBpSN¥gi1CgSz7 VgbmRm2 BmWcSa/ / £8TUAG
PNWKVEWOhgmshQdotVzDR1e+XKNTZj 0uTwWf jOSKytdndMdoTHgrbl/DMdAf jnte8MZZs=

Consoled
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3-10-4-2 SSH

SSH
SSH Server Status(SSH )
SSH / Disabled( )
Version ( )
Version 2.0 SSH
1.5 2.0
SSH Authentication Timeout(SSH )
SSH
1 120 120
SSH Authentication Retries (SSH )
1
3
SSH Server-Key Size (SSH )
SSH 512 896 768
- SSH 1024
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WEB
Security ( ) - Settings( )

SSH
SSH

Apply( )
SSH Host-Key Settings(SSH

SSH Server Settings

SSH Server Status I™ Enabled
Version 20
SSH Authentication Timeout (1-120) |1 20 seconds
SSH Authentication Retries (1-5) |3
SSH Server-Key Size (512-896)  (|768
CLI
SSH
SSH
Console (config) #ip ssh server -36
C e(config) #ip ssh timeout 100 4-37
e(config) #ip ssh authentication-retries 5 4-37
Console (config) #ip ssh server-key size 512 4-38
Console (config) $#end
Console#show ip ssh 4-40
SSH Enabled - wversion 2.0
Negotiation timeout: 120 secs; Authentication retries: 5
Server key size: 512 bits
Console#show ssh 4-41
Connection Version State Username Encryption
0 2.0 Session-Started admin ctos aesl28-chbe-hmac-md5
stoc aesl2B-chbe-hmac-md5
Consocle#disconnect 0 4-18
Console#
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3-10-5

1 MAC

MAC

MAC

source MAC address, VLAN(

VLAN)>

Address Table ( p.156)

MAC

- VLAN

MAC

(p.121)

MAC

MAC

1 1024

Static
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Port ( )

Name ( )

P )
- Action ( )

- None( )

- Trap ( )
SNMP
- Shutdown

- Trap and Shutdown
SNMP
Security Status(

/ Disabled( )
Max MAC Count( MAC )
MAC 0 1024 0=
Trunk ( )
(p.125-126)
WEB
Security - Port Security( )
Status( )
MAC Apply(
)
Configuration: 2l
Port [Name Action Security Status [Max MAC Count {0-1024) Trunk J
1 | None =l| ™ Enabled o
2 [ None >l| M Enabled o
3 |Nnne "'l " Enabled |0
4 | Nane || I Enabled lo
5 [ Trap end Shutdown >|| ™ Enabled 20
B | None =|| T Enabled [ =
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CLI

MAC

trap-and-shutdown
ac-count 20

Console{config-if)#
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3-10-6 802.1X

pPC

IEEE802.1X(  1X)

RADIUS

server -

EAPOL
RADIUS
EAPOL
EAPOL
RADIUS
RADIUS
MD5
802.1X
IP
RADIUS
802.1X

e

b

N

1. Client attempts to accass a switch port

2. Switch sands client an identity requast

3. Client sends back identity information.

4. Switch forwards this to authentication sarvar.
5, Authentication sarver challanges cliant.

6. Client responds with proper credentials.

7. Authentication sarver approves access.

8. Switch grants client accass to this port.

EAP

RADIUS

RADIUS

RADIUS IP
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1X (auto)

1X
RADIUS 802.1X EAP
EAP
RADIUS EAP
Windows

1X

EAPOL

(MD5)
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3-10-6-1 802.1X
802.1X

802.1X System Authentication Control (802.1X

802.1X

WEB

Security( ) - 802.1X - Information( )
802.1X Information

|202.1X System Authentication Control Disabled|

CLI
802.1X
Consolef#show dotlx 4-8¢
Global €802.1X Parameters
system-auth-control: enable
§02.1X Port Summary
Port Name Status Operation Mode Mode Authorized
1/ disabled Single-Host ForceAuthori n/a
1/2 disabled Single-Host ForceRuthoriz n/a

802.1X Port Details

802.1X is disabled on port 1/1

.1¥% is disabled on port 1/26
onsoled
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3-10-6-2 802.1X

802.1X
802.1X System Authentication Control (802.1X )
802.1X Disabled( )

WEB

Security( ) - 802.1X - Configuration 802.1X

Apply( )

802.1X Configuration

802.1% System Authentication Control| ¥ Enabled

3-10-6-3 802.1X
802.1X 1)

Port ( )

Status ( )
Disabled(
)
Operation Mode ( )

802.1X 1 (
Single-Host ( ) Multi-Host( )
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Single-Host

Max Count ( )
Multi-Host( )
1 1024 5
Mode ( )
- Auto ( )
1X
1X
- Force-Unauthorized ( )
1X
Re-authen ( )
Re-authentication Period( )
Re-authentication( )
Disabled( )
Max-Req ( )
1 10
Quiet Period ( )
Max Request Count( )
1 65535
Re-authen Period ( )
1 65535 3600
TX Period ( )
EAP
1 65535 30
Authorized ( )
- Yes( )
- No( )
1X
Supplicant ( / )
MAC

60

EAP
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Trunk ( )

WEB
Security ( ) - 802.1X - Port Configuration
Apply( )

802.1X Port Configuration

m Statws Oparation Mode] ‘;&":‘ Made \Re-authen| u.u.q| e ; P‘.‘m" Tx Perlod Autharized  Supplicant
IV oesabied ﬁmmv;j = lFmannru :l I Enable {—Eﬁﬁi—r— Yer | 000000000000 | |
| 2 Disthes [Sogorion ] IFo-u-mnm :| |"Er|lH| 3 r'—r-—r"_' | wo-ooo0000m0 | |
:_:l [r—— Mem_j _' ]mem-u _| I'Embh 1 _;no—nmnusme |
|3 [Cesabies [§n¢e+ha_| ]thmum J I'E-qu | 00-00-00-06-06-00 | |
'S Ipuaatied| !s-va-muj [Force-sumanzea =) T Enatle | --jﬁt- ']aenn % — nn.nn-nn-uwwo!'_-i
| & Dnatied [SegetionZ] [ [FoeAmoned I ’W—Wm—i | on-0e00-000000 | |
| 7 [Dasied [Srgleris 7] | Err—— Iz_l_W{_ .nonnwnanom
a m:ﬂ;djgnwﬂl IFo-crA-mun--a 2] Enabie 7 ]W_an_ : nmnnnnnmn nn |
9 Diatled [Segotion =] | [Forcemonzea  =]| I~ Enabie 2 o pem | | nmnmnbnnnnnn |
| 10 [Drsstied [Sogortont =] | [Forcemumonzes 3], T Enatis FB_W}N_ nwwu-nwuno |
: 1] Mimﬂl _:Imexn _-J;r"Emu- j’ao r—fn I nMwuuo—uu—nu |
| 12 Dusadited [Sngrerion 7] [Force-mimanzea =] T Enabie J2 e | | [oeocorooonon| |

Ir
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CLI

2 802.1X
p.337  show dotlx( 1X )

Console (config)#interface ethernet 1/2

Console (config-if) #dotlx port-contrel aute
Console(config-if) #dotlx re-authentication
Console(config-if) #dotlx max-reg 5

Console (config-if) #dotlx timeout gquiet-period 30
Console(config-if) #dotlx timeout re-authperiod 1800
Console (config-if) #dotlx timeout tx-period 40
Console (config-if) fexit
Console(config) #exit
Consolefshow dotlx
Global 802.1X Parameters

system-auth-control: enable

802.1X Port Summary

Port MName Status Operation Mode Mode
1/1 disabled Single-Host ForcePuthorized
;I2 enabled Single-Host auto
1/26 disabled Single-Host ForcePuthorized

802.1X Port Details
B02.1X is disabled on port 1/1

B02.1X is enabled on port 1/2
reauth-enabled: Enable
reauth-period: 1800
gquiet-period: k]

tx-peried: 40
supplicant-timeout: 30
server-timeout: 10
reauth-max: 2
max-req: 5
Status Authorized
Cperation mode Single-Host
Max count 5
Port-control Auto
Supplicant 00-90-cc-49-5e-dc

Current Identifier 3

Authenticator State Machine

State Buthenticated
Reauth Count 0

Backend State Machine

State Idle

Request Count 0

Identifier (Server) 2
Reauthentication State Machine
State Initialize

B02.1X is disabled on port 1/26
Console#

4-108
4-82
4-84
4-82
4-84
4-85
4-85

Authorized
n/a
yes

n/a
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3-10-6-4 802.1X

1X

3-5802.1X
Rx EAPOL Start Authenticator( ) EAPOL Start
Rx EAPOL Logoff Authenticator( ) EAPOL Logoff
Rx EAPOL Invalid Authenticator( ) EAPOL
Rx EAPOL Total Authenticator( )

EAPOL
Rx EAP Resp/Id Authenticator( ) EAP Resp/Id
Rx EAP Resp/Oth Authenticator( ) EAP Response
Resp/Id
Rx EAP LenError Authenticator( ) EAPOL
Packet Body Length
Rx Last EAPOLVer EAPOL
Rx Lst EAPOLSrc EAPOL
MAC

Tx EAP Reg/Id Authenticator( ) EAP Reg/Id
Tx EAP Reg/Oth Authenticator( ) EAP Request

Reg/Id
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WEB

Security( ) - 802.1X - Statistics ( )
Query( )
Refresh( )
802.1X Statistics

ol
Query |

Rx EXPOL Start 0|Rx EAP LenError 0
Rx EAPOL Logoff 0|Rx Last EAPOLVer 0
Rx EAPOL Invalid 0|Rx Last EAPOLSrc{ 00-00-00-00-00-00
Rx EAPOL Total 0{Tx EAPOL Total 1
Rx EAP Respfld 0|Tx EAP Reg/ld 0
R EAP Resp/Oth 0|Tx EAP Reqg/Oth 0
Refresh I
CLI
4 802.1X
Consolefshow dotlx statistics interface ethernet 1/4 4-86
Eth 1/4
Rx: EAPOL EAPOL EAPOL EAPOL EARP EAP EAP
Start Logoff Invalid Total Resp/Id Resp/Oth LenError
2 0 0 1007 672
Last Last
EAPOLVer EAPOLSrc
1 00-90-CC-3B-73-21
Tx: EAPOL EAFP EAP
Total Req/Id Reg/Cth
2017 1005 0
Console#
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3-10-6-5
WEB SNMP

IP SNMP  WEB

WEB IP Filter (WEB IP
WEB P

SNMP IP Filter (SNMP IP
SNMP IP
Telnet IP Filter( Telnet IP
Telnet IP

IP Filter List (IP

Start IP Address ( IP
P
End IP Address ( IP
IP

IP

Telnet
16

Telnet

(SNMP WEB

)

)

)

Telnet)
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Add/Remove Filtering Entry ( / )
IP /
WEB
Security( ) - IP Filter(IP )
IP Add IP Filtering Entry (IP
)
IP Filter F

Web IP Filter

(none)

Web IP Filter
List

Start IP ﬁ
‘Address

End IP Address |

Add Web IP Filtering Entry

Remove Web IP Filtering Entry |
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CLI
SNMP

Console (config) #fmanagement snmp-client 10.1.2.3
Console (config) #end
Console#show management all-client
Management IP Filter
HTTP-Client:
Start IP address End IP address

SNMP-Client:
Start IP address End IP address

TELNET-Client:
Start IP address End IF address

Console#

3-10-7 ACL( )

ACL IP (
TCP )
(MAC
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3-10-7-1 ACL

ACL P MAC /
/ ACL
ACL
ACL 32
ACL 88
20
(ingress) ACL
IPACL 1
MAC ACL 1 1
ACL 1) IP ACL 2) MAC ACL
2
ACL
1. MAC ACL
2. IP ACL
3. IP ACL Explicit (permit any any: any
any)
4. MAC ACL Explicit (permit any any:
any any)
5. implicit permit all (
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3-10-7-2 ACL

ACL Configuration (ACL ) ACL
Name ( )
ACL 16
Type ()
3
- Standard ( )
P IP ACL
- Extended ( )
P
IP ACL TCP
TCP
- MAC
MAC (RFC
1060) MAC ACL
WEB
Security ( ) - ACL - Configuration ( )
Name ( ) ACL IP Standard (IP ) Extended( )
MAC Add( )
ACL Configuration

Type Name Remove Edit

Name Id@‘-ﬂd
Type | Standard > !

]
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CLlI

IP ACL

ip standard david
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3-10-7-3

IP ACL(Standard IP ACL)

Action( )
(permit) (deny) ACL
Address Type ( )
(P Any(
) Address( )
Host( ) )
SubMask( ) P
Any Host( ) Any
P Address(IP )
IP
Subnet Mask( )
0 255 4 1
0
(ANDed)  ACL IP
WEB
(Permit( ) Deny( ) ) Host( )
1P) Host(
IP
Add( )

Standard ACL
Name: david
Action IP Address| Subnet Mask | Remove
Permit 10.1.1.21 [255.255.255.255| Remave
Action | Permit _:I
Address Typel|IP =]
IP Address |153.92.18.D
Subnet Mask [[255.255 2400
Add |
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CLlI

10.1.1.21 1
168.92.16.x  168.92.31.x

ocnfig-std-acl)#permit 168.92.16.0 255.255.:2
le{config-std-acl)#
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3-10-7-4  (Extended) IP ACL

Action( )
(permit) (deny) ACL
Source/Destination Address Type ( / )
() 1P
Any( ) Address( )
Host( ) Address( )
SubMask( ) IP
Any Host( ) IP Any
Source/Destination IP Address( / IP )
IP
Source/Destination Subnet Mask( / )
p.108
Service Type ( )
- Precedence ( )
IP 07
- TOS
TOS( ) 0 15
- Dscp
DSCP 0 63
Protocol ( )
TCP UDP Others( )
Others( ) 0 255 ( TCP
UDP Others( ) TCP)
Source/Destination Port ( / )
/ 0 65535
Control Code ( )
Control bitmask(
( )
1 0
- 1(fin) - Finish ( )
- 2(syn) — Synchronize ( )

- 4(rst) — Reset ( )
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- 8(psh) — Push ( )
- 16(ack) — Acknowledgement ( )
- 32(urg) — Urgent pointer ( )

- SYN flag valid, use control-code 2, control bitmask 2
- Both SYN and ACK valid, use control-code 18, control bitmask 18
- SYN valid and ACK invalid, use control-code 2, control bitmask 18

WEB
(Permit( ) Deny( ) /
(Any( ) Host( ) IP) Host( )
IP
TCP
Add( )
Extended ACL B
Name: Tom
Source IP Source Desti D Source Destination Control ool

ACHON s daress SubnetMask IP Address SubnetMask 0o DSCPProtocol "port |~ port | Code |giode | Remove

Ay Ay 6 Amy  Amy Any  |Any Rarmove

2550010345

(L1
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CLlI

@) 10.7.1.x

(10.7.1.0 & 255.255.255.0) =
(10.7.1.2 & 255.255.255.0)

@ TCP 80 ( HTTP) C 192.168.1.0
TCP

(3) C 192.168.1.0 TCP TCP SYN
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3-10-7-5 MAC ACL

Action( )
(permit) (deny) ACL

Source/Destination Address Type ( / )

Any( ) Address( )
MAC Host( )
Address( ) Bitmask( )
MAC Any Host( )
MAC Any

Source/Destination MAC Address( / MAC )
MAC
Source/Destination Bitmask( / )
MAC 16
VID
VLAN ID 1 4094
Ethernet Type ( )
I
0 65535
RFC1060
0800(IP) 0806(ARP) 8137(IPX)
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WEB

Action ( ) Permit( ) Deny( ) /
(Any( ) Host( ) MAC)
Host( )
11-22-33-44-55-66 MAC
16 VID Ethernet type (
) Add( )
MAC ACL
Mame: joe
Iiﬂhni‘Snum‘lﬂ.C‘M‘l‘dl:in-S.;mru Biﬂnlﬁ" stination MAC Address Destis Bitmask|VID Euﬁm!l."l'.'pa: Aemove |
‘Permit :Any lany 10090-c0-94.38-de lEsaann fm;_fm, |_Remow |
jus [Pema ]

|Source Address Type : Ay 'F
Sowce MAC Address
‘Sowce Bitrmask .

b-eéllnal.mnum;i.;;;r: Tﬂ;!; Ay vi

Destination MALC Murussé 00
Destination Btmask | I
VIO (1-4094) | @ Range. | -[ _

Ethemnet Type [E5535) I # Range: I -I
Mote: Ethemet Type 0x08000P packst) dont suppon for MAC ACL

..

CLI

MAC
0800 00-e0-29-94-34-de

Console({config-mac-acl) fpermit any host 00-90-cc-9%4-34-de
ethertype 0800 4
Console{config-mac-acl) #

98
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3-10-8 ACL
ACL ACL

MAC 1

(ingress) ACL
IPACL 1
MAC ACL 1

SFP 1 26

MAC
IN
(ingress) ACL
ACL
ACL
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WEB

Security ( ) - ACL - Port Binding(
ACL Enabled ( )
ACL Apply (

)

ACL Port Binding

MAC (N)| I Enabled [(n0ne) =] |

Port IP (IN)
¥ Enabled | david x|
I Enabled | david =]
F Enabled | david |
I™ Enabled | david =]
I™ Enabled | david 7|
I Enabled | david %]
I Enabled | david =]

~N ||| e W |-

CLI

1 IP MAC IP
Console (config) #interface ethernet 1/1 4-108
Console (config=-if) #ip access-group david in 4-94
Console{config-if) #mac access-group jerry in 4-99

Console(config-if) #exit

Console{config) #interface ethernet 1/3
Console(config-if)#ip access-group david in
Console(config-if)#
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3-11

3-11-1

Port Information Trunk Information( )

(WEB)
Name ( )

Type ()
100BASE-TX 1000BASE-T SFP
Admin Status ( )

Oper Status ( )
UP/Down
Speed Duplex Status ( / )
(Auto( ) Fixed ( )
)
Flow Control Status ( )
IEEE802.3x Back Pressure
( ) None ()

Autonegotiation ( )
Trunk Member (*1)( )

Creation (*2) ( )
1) 2)LACP

*1
*2
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WEB

Port ( ) - Port Information( ) Trunk Information( )
Port Information B
SR el e e

1 100Base-TX | Enabled Up 100full None Enabled
2 100Base-TX | Enabled Down 100full None Enabled
3 100Base-TX | Enabled Up 100full None Enabled
4 100Base-TX | Enabled Dewin 100full None Enabled
5 100Base-Tx | Enabled Diovwm 100full None Enabled g
3 100Base-TX | Enabled Down 1001ull None Enabled
7 100Base-TX Enabled Diown 100full MNone Enabled
8 100Base-TX | Enabled Daown 100full None Enabled
9 100Base-TX | Enabled Diovwn 100full None Enabled
10 100Base-TX | Enabled Down 100full Mone Enabled
11| 100Base-TX | Enabled Diovwn 100full None Enabled
12 | 100Base-TX | Enabled Down 100full None Enabled
13 | 100Base-T¥ | Enabled Down 100full None Enabled =l
(CLI)
Basic Information(
Port type ( ) (100BASE-TX 1000BASE-T
SFP)
MAC address (MAC ) WEB
p.39 IP
Configuration ( )
Name ( )
Port admin( )
(up) (down)
Speed-duplex( / )
Auto( ) fixed(
Capabilities( )
advertise
WEB p.175
- 10half (10
10Mbps
- 10full (10
10Mbps
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- 100half (100 )
100Mbps

- 100full (100 )
100Mbps

- 1000full (2000 )
1000Mbps

- Sym( )

- FC( )

Broadcast storm ( )

Broadcast storm limit( )
64 95232000 /
Flow Control ( )

LACP
LACP /
Port Security ( )
/
Max MAC count ( MAC )
MAC (0 1024 )
Port security action ( )

Shutdown( )
trap( ) trap-and-shutdown( ) none(

)

Current Status ( )

Link Status ( )
/
Port Operation Status( )

Operation speed-duplex( / )

Flow control type ( )
IEEE802.13x
Back-Pressure( ) none( )
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CLI
5

Information of Eth 1/5
Basic information:
Port type:
Mac address:
Configuration:
Name :
Port admin:
Speed-duplex:
Capabilities:
Broadcast storm:
Broadcast storm limit:
Flow control:
Lacp:
Port security:
Max MAC count:
Port security action:
Current status:
Link status:
Operation speed-duplex:
Flow control type:
Console$

Conscle#show interfaces status ethernet 1/5

100TX
00-90-CC-12-34-61

Up

Auto

10half, 10full, 100half, 100full
Enabled

32000 octets/second

Disabled

Disabled

Disabled

0

None

Down
100full
None

4-115
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3-11-2
Port Configuration ( ) Trunk Configuration ( )
/

Name ( )

Admin( )

Speed/Duplex( / )

Flow Control ( )

Autonegotiation( )

- 10half (10 )
10Mbps

- 10full (10 )
10Mbps

- 100half (100 )
100Mbps

- 100full (100 )
100Mbps

- 1000full (1000 )
1000Mbps

- Sym( )
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Trunk (

FC( )

IEE802.3x

100BASE-TX
10half(10 ) 10full(10

)
1000BASE-T

10half(10 ) 10full(10
) 1000full(1000

1000BASE-SX/LX/LH
1000full (1000 )
)

p.123

) 100half (100

) 100half (100
)

) 100full(100

) 100full(100
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WEB

Port( ) - Port Configuration( ) Trunk Configuration(
Apply ()

Port Configuration

Portt MName | Admin -Sned Duplex Flow Control A i [ Trunk

 Enabled ¥ 10n I 100h 7 1000k 7 Sym
F10f P00 71000t T FC

¥ Enabled I 10h F 100h 7 1000h T Sym
F10f Foof F1000f CFC

F Enabled F 10h B 100h 7 1000k T Sym
10f 100 F1000f T FC

| ¥ Enabled| [10001 =] | I Enabled

2  Enabled| |1000ull =] | 7 Enabled

3  Enabled| [10001 =] | I7 Enabled

F Enabled I 10h F 100h 7 1000k T Sym

4 100full ¥ [ ]
| @ Ensbled| | u Enabled " 10f F100f I 1000f FC

CLI

Console (config) #interface ethernet 1/13
Console (config-if) #description RD SW#13
Console(config-if)#shutdown

Console(config-if}#no shutdown
Console({config-if) #no negotiation
Console(config-if) #speed-duplex 100half
Console(config-if) #flowcontrol

Console(config-if) #negotiation

Console (config-if)#capabilities 100half
Console(config-if) #capabilities 100full
Console(config-if) #capabilities flowcontrel

4-108
4-109
4-113

4-110
4-109
4-112

4-111

3-11-3

LACP(Link Aggregation Control Protocol)

Cisco EtherChannel
LACP LACP
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LACP 8
1
1
CLI
4
EtherChannel
) VLAN
VLAN
STP VLAN IGMP

CoS

VLAN

LACP

Cisco

WEB

124



3-11-3-1

Cisco EtherChannel

statically
configured
| pmpmEm |
active
links — >
BEEEEE
statically configured (
active links
Member List ( )(Current )
ID
New ( )
- Trunk ( )
ID 1 4
- Unit( )
1 8
- Port( )
ID 1 26
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WEB

Port ( ) - Trunk Membership( )
1 4 ID
Add ( )

Apply( )

Trunk(

Trunk Membership

Member List:
Current ey

TrunkZ, Unitl Portl
Trunk2, Unitl Pon2

e | Trunk (1-4) |
Unit 18

Remove
Enewss] T E

Port

CLI

1 2 2
2

2

Console (config) #interface port-channel
Console (config-if) fexit
Console (config) #interface ethernet 1/1
Console (config-if) #channel-group 2
Console(config-if) #exit
Console(config) #interface ethernet 1/2
Console (config-if) #channel-group 2
Console (config-if) fend
Console#show interfaces status port-channel 2
Information of Trunk 2
Basic information:
Port type:
Mac address:
Configuration:

100TX
00-90-CC-12-34-84

Name:

Port admin: Up

Speed-duplex: Auto

Capabilities: 10half, 10full, 100half, 100full
Flow control: Disabled

Port security: Disabled

Max MAC count: o]
Current status:

Created by: User
Link status: Up

Consolef

Port operation status: Up
Operation spesed-duplex: 100full
Flow control type: None

Member Ports: Ethl/1, Ethl/2,

4-108

4-108
4-124

4-115
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3-11-3-2 LACP

LACP LACP
LACP
LACP ID
dynamically
enabled

active
links —

configured
members

dynamically enabled
active links
backup link

configured members

LACP 8
9
1
LACP
(forced mode)
LACP Trunk Membership( )
Member List( p.126)

Member List( )(Current( )
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New ( )

- Unit ( )
18
- Port( )
ID ( 1 26)
WEB
Port - LACP - Configuration( )
Add(
Apply( )
LACP Configuration
Member List:

Current: New.

ccAdd | unit[1 2]
Remove | Por[1 =]
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CLI

1
LACP

6 LACP

Console (config-if) #lacp
Console (config-if) #exit

Console (config-if) #lacp
Console (config-if) #end

Information of Trunk 1
Basic information:

Port type:

Mac address:
Configuration:

Name:

Port admin:

Speed-duplex:

Capabilities:

Flow control status:

Port security:

Max MAC count:
Current status:

Created by:

Link status:

Port operation status:

Flow control type:
Member Ports: Ethl/1,
Console#

Operation speed-duplex:

Conscle (config) #interface ethernet 1/1

Conscle (config) #interface ethernet 1/6

Conscle#show interfaces status port-channel 1

100TX
00-90-CC-12-34-89

Up

Auto

10half, 10full, 100half, 100full
Disabled

Disabled

100full
None

Ethl/2, Ethl/3, Ethl/4, Ethl/5, Ethl/6,

4-108
4-125

4-115
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3-11-4 LACP

3-11-4-1

LACP System Priority(LACP
LACP port Admin Key (LACP

port channel( ) Admin Key ( )
port Admin Key(
)
(lacp admin key) CLI
0
p.388 lacp admin key(LACP )
Set Port Actor ( )
Port ( )
( 1 26)
System Priority (
LAG( ) LACP
1)LAG 2)
0 65535 32768
- MAC LAG ID
LACP ID
LAG
Admin Key ( )
LAG LACP
0 65535 1
Port Priority ( )
LACP
0 65535 32768

Set Port Partner(
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WEB
Port ( ) - LACP - Aggregation Port (

Apply(

)

LACP

LACP

Aggregation Port

Set Port Actor:

Port System Priority Admin Key Port Priority

{065535) | (0-65535) | (065535)

1] [120 [32768
2|3 [120 [32768
3|03 [t20 [32768
4103 [120 [32768
53 [120 32768
6|3 [120 [32768
710 [120 [32768
B3 120 [32768
9|3 [120 |512
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CLI

1 4 LACP 1
LAG

Console(config)#interface ethernet 1/1
Console{config-if) #lacp acter system-priority 3
Console(config-if) #lacp actor admin-key 120
Console{config-if) #lacp acter peort-pricrity 128
gonsole(config-if}#exit

Console (config)#interface ethernet 1/4
Console{config-if) #lacp acter system-priority 3
Console(config-if) #lacp actor admin-key 120
Console (config-if) #lacp acteor pert-pricrity 512
Console(config-if) #end

Console#show lacp sysid

Console#show lacp 1 internal
Port channel : 1

Cper Key : 120
Admin Key : 0
Eth 1/1

LACPDUs Internal: 30 sec
LACP System Priority: 3
LACP Port Priority: 128

Admin Key: 120

COper Key: 120

Admin State : defaulted, aggregation, long timeout, LACP-activity
Oper State: distributing, collecting, synchronization,

aggregation, long timeout, LACP-activity

Port Channel System Priority System MAC Address
1 3 00-90-CC-31-31-31
2 32768 00-90-CC-31-31-31
3 32768 00-90-CC-31-31-31
4 32768 00-90-CC-31-31-31

4-108
4-126
4-127
4-129
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3-11-5 LACP

LACP
3-6 LACP
LACPDUs Sent ( LACPDU )
LACPDU

LACPDUs Received ( LACPDU )

LACPDU
Market Sent ( )

Market PDU

Market Received ( )

Marker PDU
LACPDUs Unknown Pkts (LACPDU

) 1)Slow Protocols Ethernet Type
PDU
2)Slow Protocols MAC
Slow Protocols Ethernet

Type

LACPDUs lllegal Pkts (LACPDU Slow Protocols
) Ethernet Type
PDU
Protocol Subtype

WEB
Port ( ) - LACP - Port Counters Information( )

LACP Port Counters Information

[Member Port |1 =]|

Trunk ID : 2

ILACPDUs Sent 307 |LACPDUs Receive | 296 |

| | 0 [Marker Receive | 0
0 |Marker lllegal Pkts | 1]
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CLI
LACP

4-129

Conscle#show lacp counters
Port channel : 1

LACPDUs Sent: 91
LACPDUs Receive: 3

4
Marker Sent: ]
Marker Receive: 0
LACPDUs Unknown Pkts: 0
LACPDUs Illegal Pkts: O
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3-11-6 LACP

3-7 LACP

Oper Key
( )
Admin Key
( )
LACPDUs Internal LACPDU
(LACPDU )
LACP System Priority LACP
(LACP )
LACP Port Priority
(LACP ) LACP
Admin State, Oper State
( )

- Expired ( )

- Defaulted ( )

( Defaulted
)
- Distributing ( )
- Collecting ( )
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- Synchronization ( )

IN_SYNC
LAG(
)
Aggregator ( )
LAG
- Aggregation ( )
- Long timeout ( )

LACPDU

- LACP-Activity(LACP )

(activity)

Passive ( ) 1 Active(

WEB

Port ( ) - LACP - Port Internal Information( )

LACP Port Internal Information

Imeﬂ’ace!Pon |3 'I

Trunk ID : 1

LACP System Priority | 32768 |LACP Port Priority 32768

Admin Key | 3 |Oper Key 3

LACPDUS Interval (secs) | 30 seconds

Admin State : Expired | Oper State - Expired

Admin State : Defaulted | o | Oper State - Defaulted

Admin State | Distibuting | Oper State - Distributing [ 4
Admin State : Colecting | Oper State : Collecting v
Admin State |

Synchronization | Oper State - Synchronization L 4
Admin State : Aggregation | «F | Oper State | Aggregati L
Admin State : Timeout Long|Oper State - Timeout Long|
Admin State | LACP-Actiity !| ” |Oper State - LACP-Activity 0'.
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CLI

Console#show lacp 1 internal
Port channel : 1

Oper Key : 120
Admin Key : 0
Eth 1/1

LACPDUs Internal: 30 sec
LACP System Priority: 3

LACP Port Pricrity: 128
Admin Key: 120
Cper Key: 120

aggregation, long timeout, LACP-activity

Admin State : defaulted, aggregation, long timeout, LACP-activity
Oper State: distributing, collecting, synchroenization,
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3-11-7 LACP

3-8 LACP

Partner Admin System ID LAG
( ID) ID

Partner Oper System ID LACP LAG
( ID) ID

Partner Admin Port Number

( )

Partner Oper Port Number

( )

Port Admin Priority
( )

Admin Key ( )

Oper Key ( )

Admin State( )

Oper State ( )
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WEB

Port ( ) - LACP - Port Neighbors Information( )

LACP Port Neighbors Information

Interface

TrunkID: 1

Partner Admin System ID 32768, 00-00-00-00-00-00 |Partner Oper System |D 32768, 00-90-CC-D3-26-00
Partner Admin Pot Number 3 |Partner Oper Port Number 13
Part Admin Priority 32768 [Port Oper Prionity 32768
\Admin Key 0 |Oper Key 3

\Admin State | Expired

Oper State | Expired

Admin State : Defaulted «# |Oper State - Defaulted

LAdmin State : Distnbuting & (Oper State : Distributing L4
\Admin State ; Collecting & |Oper State : Col L
\Admin State : Synchroni & |Oper State - Syncl &
Admin State | Aggs Oper State - Aggregali L4
tAdmin State : Timeout Long|Oper State : Timeout Long
\Admin State : LACP-Actiaty Oper State © LACP-Activity L

CLI
1 LACP
Conscle#show lacp 1 neighbors 4-129

Port channel 1 neighbors

Partner Admin System ID:
Partner Oper System ID:
Partner Admin Port Number:
Partner Oper Port Number:
Port Admin Priority:

Port Oper Priority:

Admin Key:

Cper Key:

Admin State:

Cper State:

32768, 00-00-00-00-00-00

3, 00-%0-CC-CE-2A-20

5

3

32768

128

0

120

defaulted, distributing, collecting,
synchronization, long timeout,
distributing, collecting, synchronization,
aggregation, long timeout, LACP-activity
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3-12

(Broadcast Storm Control)

IP
Port ( )(*1)
Trunk ( )(*2)
Threshold ( )

(
) 64 95232000 32000
/
Protect Status( )
(

Enabled( )

140



WEB

Port ( ) - Port/Trunk Broadcast Control (

Apply( )

/

Enabled(

Port Broadcast Control

[Threshold (64-95232000) [500 octetsisec|
Port] Type Protect Status Trunk
1 |100Base-TX| W Enabled
2 |100Base-TX| W Enabled
3 [100Base-TX|  Enabled
4 [100Base-TX| [ Enabled
5 [100Base-TX| [ Enabled
6 [100Base-TX| [ Enabled
7 [100Base-TX| [ Enabled
*1
*2
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CLI

1
2

600 / 2

Console (config) #interface ethernet 1/1 4-108
Console (config-if) #no switchport broadcast 4-114
Console(config-if) #exit

Console (config) #interface ethernet 1/2

Console (config-if) #switchport broadcast octet-rate 600 4-114
Console({config-if)#end

Console#show interfaces switchport ethernet 1/2 4-117
Information of Eth 1/2

Broadcast threshold: Enabled, 600 octets/second

Lacp status: Enabled

Ingress rate limit: disable, Level: 30

Egress rate limit: disable, Level: 30

VLAN membership mode: Hybrid

Ingress rule: Disabled

Acceptable frame type: All frames

Native VLAN: 1

Priority for untagged traffic: 0

Gvrp status: Disabled

Allowed Vlan: 1{u),

Forbidden Vlan:

Private-VLAN mode: NONE

Private-VLAN host-association: NONE

Private-VLAN mapping: NONE

Console#
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3-13

( )
ROM
| E N
Source 4+ Single
port(s) target
port
Source ports ( )
Single target port ( )
VLAN
Mirror Sessions ( )
Source Unit ( )
Source Port ( )
Type ()
Rx( ) Tx( )
Target Unit ( )
Target Port ( )
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WEB

Port ( ) - Mirror Port Configuration (

/
Add( )

Mirror Port Configuration

Mirror Sessions:

Source: 1/10 Rx Destination: 1/4

Remaove

CLI

interface

MNew:

[Suurce Unit |ﬁ_

Source Port [ 'l

Type

[Px =]

Target Unit m
Target Port [i1 'I

port monitor

Console(config-if) #

Console (config) f#interface ethernet 1/10
Console (config-if) f#port monitor ethernet 1/13 tx

4-108
4-119
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3-14

3-14-1 (Rate Limit Granularity)

(rate limit granularity)
(rate limit level)

512Kbps 1Mpbs

3.3Mbps
33.3Mbps
WEB
Port ( ) - Rate Limit( ) - Granularity( )
Apply( )

Rate Limit Granularity

Fast Ethernet Granularity [33Mbps =]
Gigabit Ethemet Granularity |33 IMbps -|
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CLI

Conscle (config) #rate-1imit fastethernet granularity 512
Console (config) frate-limit gigabitethernet granularity 33300
conscle#show rate-limit

Fast ethernet granularity: 512

Gigabit ethernet granularity: 33300
Conscle#

146




3-14-2 (Rate Limit Configuration)

(rate limit configuration)

/ /
Port/Trunk ( / )
Rate Limit Status( )
/
Rate Limit Level ( )
1 30 30
X
WEB
Port ( ) - Rate Limit ( ) - Input/Output Port/Trunk Configuration(
/ ) Rate Limit Status(
) Apply( )
Output Rate Limit Port Configuration
Port|Output Rate Limit Status|Output Rate Limit Level (1-30)|Trunk
1 I Enabled |"-I'f
2 I™ Enabled [30
3 ¥ Enabled |25
4 ™ Enabled 30
5 I Enabled f30
6 I™ Enabled 30
7 I Enabled |?.|.'§
8 I™ Enabled [30 |
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CLI

3
Console(config)#interface ethernet 1/3 4-108
Console{config=if) #rate-limit input level 25 4-121
Console(config-if) frate-limit output level 25 4-121
Console{config=-if) #
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3-15

MIB
RMON MIB
RMON
60
RMON 23 9  HP OpenView SNMP
3-9
Interface Statistics ( )
Received Octets ( )

Received Unicast Packets
( ) -
Received Multicast Packets

( )

Received Broadcast Packets

( )

Received Unknown Packets

( )
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Received Errors (

Transmit Octets (

Transmit Unicast Packets

(

Transmit Multicast Packets

(

Transmit Broadcast Packets

(

Transmit Discarded Packets

( )

Transmit Errors (

Etherlike Statistics (

Alignment Errors (

Late Collisions (

512

FCS Errors (FCS )

FCS

frame-too-long/short(

)

Excessive Collisions (
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Single Collision Frames

( )

Internal MAC Transmit Errors
( MAC )

MAC

Multiple Collision Frames

( )

Carrier Sense Errors

( )

SQE Test Errors (SQE

PLS SQE
TEST ERROR

Frames Too Long

( )

Deferred Transmissions (

Internal MAC Receive Errors
( MAC )

MAC

RMON Statistics (RMON )

Drop Events ( )

Jabbers ( )

1518
FCS
FCS

Received Bytes ( )

Collisions

Received Frames (

Broadcast Frames

( )
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Multicast Frames

(

CRC/Alignment Errors
(CRC

CRC

Undersize Frames (

64
FCS

Oversize Frames

1518
FCS

Fragments (

FCS

64
FCS

64 Bytes Frames (64

64 (

FCS

65-127 Byte Frames
(65-127

128-255 Byte Frames
(128-255

256-511 Byte Frames
(256-511

512-1023 Byte Frames
(512-1023

1024-1518 Byte Frames
(1024-1528

1519-1536 Byte Frames
(1519-1536

FCS
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WEB

Port ( ) - Port Statistics ( )
Query( )
Refresh( )
Zl
Port Statistics
Interface. & Pmli 'l " Trunk E_;”
Cuery |
Interface Statistics: Ll
Received Octets 15020 Recenved Unicast Packets
Received Multicast 177 |Received Broadcast
Packets Packets
Received Discardad Recewad Unknown 0
Packets Packets |
Received Ermors 0/ Transmit Octets 168067
; Transmit Multicast
Transmit Unicast Packetsf Packets 2420
Transmit Broadcast a7 Transmit Discarded 0
Packets Packets
Transmit Errors 1] =|
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Etherlike Statistics:

Alignment Errors

D/Late Collisions

\FCS Emors

0E e Gl

Single Collision Frames

Internal MAC Transmit
Ermars

Multiple Collision Frames |

|SGE Test Erors

(=]

Carrier Sense Emors
Frames Too Long

o

Deferred Transmissions

Internal MAC Receive
Erors

=]

o ool o oo

RMON Statistics:

Drop Events 0 Jabbers 0
Received Bytes 188155|Collisions 0|
Recaived Frames 04 Bytes Frames | 24
Broadcast Frames 47|65-127 Bytes Frames 459
Multicast Frames 2672|128-255 Eiytes Frames 11|
CRC/Algnment Errors 0[256-511 Bytes Frames 0l
\Undersize Frames 0/512-1023 Bytes Frames o|
Cversize Frames 0/1024-1518 Bytes Frames 0
"F“r.agmenls U B | 1

Rﬂhnhl

Ll
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CLI
13

Console#show interfaces counters ethernet 1/13 4-116
Ethernet 1/13
Iftable stats:
Octets input: 868453, Octets output: 3492122
Unicast input: 7315, Unitcast output: 6658
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 17027
Broadcast input: 231, Broadcast output: 7
Ether-like stats:
Alignment errors: 0, FCS errors: 0
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors: 0
Frame too longs: 0, Carrier sense errors: 0
Symbol errors: 0
RMON stats:
Drop events: 0, Octets: 4422579, Packets: 31552
Broadcast pkts: 238, Multi-cast pkts: 17033
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets: 25568, Packet size 65 to 127 octets: 1616
Packet size 128 to 255 octets: 1249, Packet size 256 to 511 octets: 1449

Packet size 512 to 1023 octets: 802, Packet size 1024 to 1518 octets: 871
Console#
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3-16

3-16-1

Static Address Counts (*1) (

Current Static Address Table (

Interface ( )
MAC Address (MAC )
VLAN
VLAN ID 1 4094
*1 WEB
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WEB

Address Table( ) - Static Addresses ( )
MAC VLAN Add Static Address (
)
Static Addresses

Static Address Counts |

00-90-CC-94-34-DE. VLAN 1,Unit 1, Port 1. Permanent

Cumrent Static Address Table

Interface & Port |T vi i
IMAC Address I— I
ORI !
VAN |'I 'l i

Add Static Address | Remove Stalic Address

CLI

Conscle (config) #mac-address-table static 00-%0-cc-9%4-34-de interface
ethernet 1/1 vlan 1 delete-on-reset 4-134
Console (config) #
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3-16-2

MAC

Interface ( )
MAC Address (MAC )
VLAN
VLAN ID 1 4094

Address Table Sort Key (
MAC VLAN

Dynamic Address Counts (

Current Dynamic Address Table (

158



WEB
Address Table ( ) - Dynamic Addresses(
MAC VLAN
Query(

Dynamic Addresses

Query by:
| Interface

@ ron[1 =) € Tiuok [ =]
™ MAC Address |

|FviAN [1=]
\Address Table Sont ey |Mdress '|
Query |

l)ynam ic Address Table

Dynamic Address Counts j

00-30-CC-23-CO-60, VLAN 2,Unit 1. Port 1. Dynamic

Curent Dynamic Address Table

|»

=
CLI
1
Console#show mac-address-table interface ethernet 1/1 4-135
Interface Mac Address Vlan Type

Eth 1/ 1 00-90-CC-94-34-DE 1 Delete-on-reset
Eth 1/ 1 00-90-CC-23-CD-60 2 Learned
Conscle#
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3-16-3

Aging Status ( )
/
Aging Time ( )
1
10 30000 300
WEB
Address Table ( ) - Address Aging ( )
Apply( )

Address Aging

Aging Status W Enabled

Aging Time (10-30000): 300 seconds
CLlI

300
Console (config) #mac-address-table aging-time 300 4-136

Console (config) #
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3-17

(STA)
STA
STA

STP (IEEE 802.1D)

RSTP (IEEE802.1w)
STA

STA
STA ( )
STA LAN (designated bridging

device) LAN

(designated port)
STA

Designaled
Root

' e —_—

B4 Designated X Egzl
ey Port T

x O O e I.FF[ m[E]

Designated Root
Designated Bridge
Designated Port

Root Port )

Hello BPDU ( )
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Maximum Age Hello BPDU

RSTP STP RSTP
STP 30 RSTP 1

3)
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3-17-1
STA Information(STA )

STA
Spanning Tree State( )
STA
Bridge ID ( ID)
MAC ID
Max Age ( )
STA
LAN
Hello Time ( )
Forward Delay ( )
discarding( ) — learning( ) - forwarding( )
discarding( )
Designated Root ( )
MAC
- Root Port ( )
- Root Path Cost ( )
Configuration Changes ( )
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CLlI

Spanning tree mode ( )

- sTP

(IEEE 802.1D)
- RSTP
(IEEE802.1w)
Priority ( )
STA
MAC

Root Hello Time ( )
Root Maximum Age ( )
Root Forward Delay ( )

discarding( ) - learning( ) - forwarding( )

discarding(

Transmission limit ( )
RSTP BPDU
Path Cost Method ( )

STA
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WEB

Spanning Tree (

9 - STA - Information( )

STA Information

Spanning Tree:

Spanning Tree State Enabled  |Designated Rool 32768, 0000ABCOO000)
Bridge ID 32768.0000ABCDO00 Rest Port 1] '
Max Age 20 iﬁopl Path Cost !D |
Hello Time 2 iCnnﬁguratlon Changes§2
Forward Delay 15 |Last Topology Change 0 d0 h 0 min 35 s |

CLI

STA

Console#show spanning-tree
Spanning-tree information

4-147

Spanning tree mode :RSTP
Spanning tree enable/disable :enabled
Priority 132768
BEridge Hello Time (sec.) 2
Bridge Max Age (sec.) 20
Bridge Forward Delay (sec.) +1%5
Root Hello Time (sec.) 74
Root Max Age (sec.) 120
Root Forward Delay (sec.) +156
Designated Root :32768.0.0000ABCDOOOO
Current root port +1
Current root cost :200000
Number of topology changes 11
Last topology changes time (sec.):13380
Transmission limit +3
Path Cost Method :long
current root port (
) current root cost( ) 0
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3-17-2

Spanning Tree Protocol ( )
(internal state machine) RSTP 802.1D
BPDU
Rapid Spanning Tree Protocol ( STP) (*1)
RSTP RSTP
STP RSTP

- STP Mode (STP )
(migration) 802.1D BPDU
(STP BPDU) 802.1D
802.1D BPDU

- RSP Mode (RSTP )

RSTP 802.1D BPDU
RSTP BPDU RSTP
RSTP BPDU

Basic Configuration of Global Settings ( )
Spanning Tree State ( )
STA / (enabled)
Spanning Tree Type ( )

- STP

(IEEE 802.1D)
STP RSTP

- RSTP
(IEEE 802.1w) RSTP
Priority ( )

STA
MAC

- 32768
- 0 61440 (4096 )
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- 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768,

36864, 40960, 45056, 49152, 53248, 57344, 61440

Root Device Configuration ( )
Hello Time ( )
- 2
- 1
- 10  [(Max. Message Age (
N/2]-1]
*1 STP RSTP BPDU
Maximum Age ( )
LAN
- 20
- 6 [2x( +1)]
- 40 [2x( -1)]
Forward Delay ( )

discarding( ) - learning( ) - forwarding( )

discarding(

- 15
- 4 [(Max. Message Age(

- 30

VLAN

STA

)/2)+1]
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Configuration Settings for RSTP(RSTP )

Path Cost Method ( )
- Long ( )
32 1 200,000,000
- Short( )
16 1 65535
Transmission Limit ( )
BPDU
1 10 3
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WEB

Spanning Tree ( ) - STA - Configuration( )
Apply( )
STA Configuration
Switch:

Spanning Tree State| ¥ Enabled
Spanning Tree Type | RSTP x|

Priority (0-61440)  ||32768

When the Switch Becomes Root:

Input Format: 2 * (hello time + 1) <= max age <= 2 * (forward delay - 1)

Hello Time (1-10) |2 seconds
Maximum Age (6-40) [20 seconds
Forward Delay (4-30) |15 seconds
Advanced:

Path Cost Method [Long =]

Transmission Limit (1-10)[[3

CLI
STP RSTP STA RSTP
Console (config) #spanning-tree 4-137
Console(config) #spanning-tree mode rstp 4-138
Console (config) #spanning-tree pricrity 45056 4-141
Console (config) #spanning-tree hello-time S 4-139
Console (config) #spanning-tree max-age 38 4-140
Console(config) #spanning-tree forward-time 20 4-139
Console (config) #spanning-tree pathcost method long 4-141
Console (config) #spanning-tree transmission-limit 4 4-142

Console(config)#$
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3-17-3

STA Port Information (STA ) STA Trunk Information (STA
Spanning Tree ( )
STA
STA Status (STA )

- Discarding ( )
STA
- Learning ( )
Forward Delay( )

- Forwarding ( )

- STA
STA ID
Forward Transitions ( )
Designated Cost ( )
Designated Bridge ( )
MAC
Designated Port ( )

170



Oper Link Type (

LAN
P.173 Admin Link Type ( )
Oper Edge Port ( )
p.175 STA Admin Edge Port (
) true false
BPDU false
Port Role ( )
Role( )
(root)
LAN (designated)
LAN
(alternate) (backup)
(disabled)
|
Alternate port receives more R: Root Port

useful BPDUs from another
bridge and is therefore not
selected as the designated
port.

A: Alternate Port
D: Designated Port
B: Backup Port

a

Backup port receives more
useful BPDUs from the same
bridge and is therefore not
selected as the designated
port.

Alternate.... port

BPDU

171



D
B

Backup.... port

Trunk Member(

) )
cLl

Admin status (

Path cost( )
STA

Priority ( )
STA
cost( )

STA

Designated root (

Fast Forwarding (
Admin Edge port (

priority(

BPDU

(STA Port Information(STA

Path cost

port priority (

path

MAC
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Admin Edge Port ( )
LAN LAN
STA
Admin Link Type ( )
- Point-to-Point (
- Shared (
2
- Auto( )
WEB
Spanning Tree ( ) - STA - Port Information ( ) STA Trunk
Information(STA )
STA Port Information H
Spanni F i Designated i 0 Trunk
Part P e STA Status y L vs  Cost Bridge | Pont u_-g;f;ga_ _ ;gﬁf‘p'o.. Port Rolelyy i ber|
1 | Enabled |Forwarding | 7 200000 (327600 0080CC552000 | 128.24 p;“o':;:’ Disabled | Root
2 | Enabled |Discarding Q 200000 IEHIID.CI 0080CC313131 | 128.2 p;‘ﬂ“‘:‘:o Enabled | Disabled
3 | Enabled |Discarding 0 200000 huw.umumzl 1283 P;:::u' Enabled | Disabled
4 |Enabled |Discarding | O 200000 Braoooomcenzt | 1284 | FRIT | Enabied |Disabled
5 | Enabled |Discarding o 200000 Fmo_nmcmam 1285 p;:::o' Enabled | Disabled .:l
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CLI

5 STA

Console#show spanning-tree ethernet 1/5

Eth 1/ 5 information

Admin status

Role

State

Path cost

Priority

Designated cost

Designated port

Designated root

Designated bridge

Fast forwarding

Forward transitions

Admin edge port

Oper edge port

Admin Link type

Oper Link type

Spanning Tree Status
Console#

enabled

designate

discarding

10000

128

0

128.5
61440.0.0090CC313131
61440.0.0090CC313121
disabled

0

disabled

disabled

auto

point-to-point
enabled

4-147
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3-17-4
RSTP

STA State (STA )
p.170  Displaying
Interface Settings ( )
- Discarding ( )
STA
- Learning ( )
Forward Delay( )

- Forwarding ( )

Trunk ( )
STA Port Configuration(STA
)
Spanning Tree ( )
STA / Enabled ( )
Priority ( )
STA path
cost( ) priority( )
ID
- 128
- 0 240 16

175



Path cost ( )

STP
port priority (
) Path Cost Method ( ) short( )
65,535
- 200,000 20,000,000
- 20,000 2,000,000
- 2,000 200,000
- - /2,000,00 /1,000,000 /500,000
- - /200,000 /100,000
/50,000
- - /10,000 /5,000
Admin Link Type ( )
- Point-to-Point ( )
- Shared ( )
2
- Auto ( )
(
)
Admin Edge Port ( ) )
LAN LAN
STA
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Migration (
BPDU

Protocol Migration(

)

BPDU

STP BPDU

BPDU RSTP STP
WEB
Spanning Tree ( ) - STA - Port Configuration ( ) Trunk
Configuration( ) Apply( )
STA Port Configuration
Port Spanning Tree| STA State | 2401?2?» ofiit “'MMM Link Twll:m::’:“’?:] Migration Trunk
1 | FEnabled |[Forwarding 5 [100000 | Auto =l| MEnabled | Enabled
2 | F Enabled |Discarding |m 100000 | Auto =l| Enabled | Enabled
3 | F Enabled |Discarding [E] [voo000 [Auto =]l TEnabled | Enabled
4 | FEnabled |Discarding 128 [1o0000 [0 2]l TEnabled | Enabled
5 | W Enabled |Discarding [E] [1o0000 m =]l TEnabled | Enabled
6 | W Enabled |Discarding ] [100000 [uto =]l TEnabled | Enabled =
CLI
7 STA
Console(config)#interface ethernet 1/7 4-108
Conscle(config-if)#spanning-tree port-pricrity 0 4-143
Conscle(config-if)#spanning-tree cost 50 4-142
Conscle(config-if)#spanning-tree link-type auto 4-145
Console(config-if) #no spanning-tree edge-port 4-144

Conscle(config-if)#
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3-18 VLAN

3-18-1 IEEE802.1Q VLAN

IEEE802.1Q VLAN VLAN

VLAN
e-mail
VLAN
IP
VLAN
VLAN
VLAN
IEEE802.1Q VLAN
GVRP
VLAN
VLAN
VLAN VLAN
3-18-1-1 VLAN
VLAN
VLAN

VLAN

255

VLAN

VLAN
VLAN

IP
VLAN

VLAN

VLAN
VLAN
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VLAN

GVRP
VLAN
VLAN VLAN
VLAN
VLAN VLAN /VLAN
VLAN
VLAN
:_| f"!__"l' tagged frames ' IL 2
: A -. VA
WA VLAN Aware
VU: VLAN Unaware
Iﬁ fagged untagged F
_.——.?_—,;.,hl frames Smmme | frames -P._.-_..._

VA VA vu
tagged frames
VA: VLAN
VU VLAN
untagged frames

m VLAN
VLAN ID VLAN
VLAN ID
[ ] Port Overlapping
VLAN
VLAN VLAN VLAN
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[ VLAN

VLAN
VLAN
VLAN
VLAN
VLAN
IEEE802.3 VLAN GVRP
VLAN
[ VLAN
GVRP(GARP VLAN ) VLAN
IEEE802.1Q VLAN
VLAN
VLAN
GVRP
VLAN
VLAN
GVRP
GVRP VLAN (ON]
VLAN
GVRP
GVRP
VLAN
GVRP
VLAN

p.189  Adding Static Members to VLANs (VLAN Index) VLAN/VLAN

GVRP
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| o e e o o o s s e s
(wiwlwiwlwiwlwiwivleislvl Port-based VLAN

0 2]
]

9]
,Eﬁ_ﬁ_ﬁ_ﬁ_ﬁ‘f [
B L

E

AN

Ls]ls] E

i d
SRAESS SRRRRE

28\ _ls

Port-based VLAN (

VLAN)>
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3-18-1-2 /

VLAN
VLAN
VLAN VLAN
VLAN
VLAN
VLAN VLAN
VLAN
VLAN VLAN
VID VLAN
3-18-1-3 GVRP /
GVRP (GARP VLAN ) VLAN
VLAN VLAN
join
VLAN GVRP
VLAN
Disabled ( )
WEB
VLAN - 802.1Q VLAN - GVRP Status (GVRP )
GVRP / Apply( )
GVRP Status
GVRP ¥ Enable
CLI
GVRP
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3-18-1-4 VLAN
VLAN Basic Information (VLAN )

VLAN Version Number (*1) (VLAN )
IEEE802.1Q

Maximum VLAN ID( VLAN ID)
VLAN ID
(*1) WEB
WEB
VLAN - 802.1Q VLAN - Basic Information( )

VLAN

VLAN

VLAN Basic Information

VLAN Version Number 1
Maximum YLAN 1D 4094
Maximum Number of Supported V0LANs 255

CLlI

¥
IVL
Yes
No

Enabled
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3-18-1-5 VLAN
VLAN Current Table ( VLAN ()]
VLAN
VLAN

VLAN 1 2

VLAN
WEB

VLAN ID
VLAN ID 1 4094
Up Time at Creation( )
VLAN System Up Time
Status ( )
VLAN
- Dynamic GVRP ( GVRP)
GVRP
- Permanent ( )
(static)
Egress Ports ( )
VLAN
Untagged Ports ( )
VLAN

VLAN
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WEB
VLAN - 802.1Q VLAN - Current Table ( ( )
ID

VLAN Current Table

VLANID:[T=]

Up Time at Creation/0 d0hOmin 18
Status Pemanent
Egress Ports

Unitl Pon?
Unitl Pori8 =

Untagged Ports

Unitl Port8 = §
=l
(CLI)
VLAN
VLAN ID 1 4094
Type ()
VLAN
- Dynamic ( )
GVRP
- Static ( )
(static)
Name ()
VLAN 1 32
Status ( )
VLAN /
- Active ( )
VLAN
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- Suspend (
VLAN

Ports/Channel groups (
VLAN
CLI

VLAN

/

Console#show vlan id 1
Vlan ID:

Type!

Name

Status:

Ports/Port Channel:

Consolef#

1

c

aultVlian

Active

Ethl/ 1(S)
Ethl/ 6(S)
Eth1/11(S)
Ethl/16(S)
Ethl/21(S)
Ethl/26(S)

Ethl/ 2(8)
Ethl/ 7(S)
Ethl/12(8)
Ethl/17(S)
Ethl/22(8)

Ethl/ 3(S)
Ethl/ 8(S)
Ethl/13(S)
Ethl/18(S)
Ethl/23(S)

Ethl/ 4(S)
Ethl/ 9(S)
Ethl/14(S)
Ethl/19(S)
Ethl/24(S)

Ethl/ 5(S)
Ethl/10(S)
Ethl/15(S
Ethl/20(S)
Ethl/25(S)
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3-18-1-6 VLAN
VLAN

Current ( )

VLAN 255
VLAN 1

New ( )
VLAN

VLAN ID
VLAN ID
VLAN Name (VLAN )
VLAN 1 32
Status ( )(WEB)
VLAN /
- Enabled ( )
VLAN
- Disabled ( )
VLAN
State( )(CLI)
VLAN /
- Active ( )
VLAN
- Suspend (
VLAN
Add ( )
VLAN
Remove ( )
VLAN

VLAN Static List (VLAN

VLAN
VLAN ID
VLAN
ID
VLAN
1 4094
VLAN

(VLAN

)

VLAN
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WEB
VLAN - 802.1Q VLAN - Static List ( )

VLAN VLAN ID VLAN Enable (
VLAN Add( )

VLAN Static List

Current: New:
1, Defauitvian. Enabled /] I—
cAdi .\.LANID114094}2
VLAN Name RaD
Remave
Status F Enabled
CLI
VLAN
Console{config) #vlan database
Console(config-vlan) #ivlan 2 name R&D media ethernet state active
Console(config-vlan) fiend
Consoled#ishow vlan
Vlan ID: 1
Type: Static
Name: DefaultVlan
Status: Active
Ports/Port Channel: Ethl/ 1(S) Ethl/ 2(5) Ethl/ 3(S) Ethl/ 4(s)
Ethl/ &(S) Ethl/ 7(5) Ethl/ 8(S5) Ethl/ %(5)
Ethl/11(S) Ethl/12(S}) Ethl/13(S) Eth1l/14(S)
Ethl/16(S) Ethl/17(S) Ethl/18(S) Eth1l/19(S)
Eth1/21(S5) Ethl/22(35) Ethl/23(S) Ethl/24(s)
Ethl/26(S)
Vlan ID: 2
Type: Static
Name: R&D
Status: Active
Ports/Port Channel:
Console#

tn s
o w

ts
|
=
in
~J

Ethl/ 5(S)
Ethl/10(S)
Ethl/15(S)
Ethl/20(S)
Ethl/25(5)
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3-18-1-7 VLAN

VLAN

VLAN Static Table (VLAN ) VLAN
802.1Q VLAN
VLAN
GVRP
VLAN
VLAN forbidden ( )
1. VLAN Static Membership by Port ( VLAN )
VLAN
VLAN
2. VLAN 1 VLAN
VLAN ID  Configuring VLAN Behavior for
Interfaces( VLAN )(p.193)
VLAN
VLAN ID 1 4094
Name ( )
VLAN 1 32
Status ( )
VLAN
- Enable ( )
VLAN
- Disable( )
VLAN
Port ( )
ID
Membership Type ( )
VLAN
- Tagged ( )
VLAN
VLAN
CoS
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- Untagged ( )

VLAN
CoS

- Forbidden ( )

GVRP VLAN
p.180

- None( )

VLAN
Trunk Member( )

VLAN Static Table (VLAN

WEB
VLAN - 802.1Q VLAN - Static Table (
VLAN ID

VLAN
1

VLAN
VLAN
VLAN

)
)
VLAN
Apply( )

VLAN Static Table

VLAN: |2 ¥

Mame |RAD

Status| ¥ Enable

Port Tagged Untagged Forbidden None Trunk Member

i O (o &
2 c & c c
3 « & e "
4 T, c c 3
5 L3 ! & i
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CLI
VLAN2

Conscle{config) #interface ethernet 1/1
Console{config-if) #switchport allowed vlan add
Console(config-if) #exit

Console(config) #interface ethernet 1/2
Console{config-if) #switchport allowed vlan add
Console (config-if) #exit

Conscle{config) #interface ethernet 1/13
Conscle{config-if) #switchport allowed vlan add

"

"

tagged

untagged

tagged
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3-18-1-8 VLAN

VLAN Static Membership by Port ( VLAN
VLAN
VLAN
Interface ( )
/ ID
Member( )
VLAN
Non-Member( )
VLAN
WEB
VLAN - 802.1Q VLAN - Static Membership by Port( )
Query( )
VLAN ID Add( )
Remove ( )
VLAN Apply( )
VLAN Static Membership by Port 7l
Interface. & pPont |3 'i e Trun|-.|_;|
Query
Member MNon-Member
Vian 1 Vian 2
<< Add
Remove >> | i &
=
CLI
VLAN1 3 VLAN2
3
Console (¢ _\nLJ.r.;J ulnf .Lfa e ethernet 1/ 4-108
vlan add 1 tagged 4-155

vlan remove 2




3-18-1-9 VLAN
VLAN ID(PVID)

GVRP GARP VLAN
GVRP
GVRP (GARP VLAN ) VLAN
VLAN
GARP
GVRP  GARP( )
LAN
GARP
GVRP
PVID
VLAN ID
1
- VLAN 1 PVID  VLAN
VLAN 1
VLAN PVID
Acceptable Frame Type ( )
VLAN All( ) Tagged (
)
Ingress Filtering ( )
VLAN
Disabled( )
VLAN
VLAN
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VLAN

- GVRP STP VLAN
GMRP VLAN

GVRP Status (GVRP )
GVRP /
GVRP

GVRP GVRP
Disabled( )

GARP Join Timer (*1) (GARP )

VLAN /
1000 1/100 20

GARP Leave Timer (GARP )(*2)

VLAN
) 2
LeaveAll( )

( 60 3000x 1/100 60)
GARP LeaveAll Timer (*3) (GARP )
VLAN LeaveAll

500 18000x 1/100 1000
Mode ( )
VLAN

- 1Q Trunk (1Q )
VLAN

- Hybrid ( )

(

BPDU
BPDU

(p.37

20

join(

Leave(

Leave Time (

Hybrid(

2
)VLAN
VLAN(

)

PVID
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VLAN

Trunk Member ( )
VLAN
VLAN Static Table (VLAN )
WEB
VLAN - 802.1Q VLAN - Port Configuration VLAN Trunk
Configuration(VLAN )
Apply( )
VLAN Port Configuration
GARP
GARP  GARP
Join Leave L?r?:,'i?"
Acceptable  Ingress GVRP Timer  Timer | Trunk
Port) PVID Frame Type Filtering  Status (Centi (Centi S(C“:s Rode Member
Seconds) Seconds) EWE )
{20-1000)  {60-3000) 1B(IIJI.:|]

1 [ [AL =]/ Enabled I Enabled| [20 [0 oo [ryora =]
2 [ AL =]/ Enabled I Enabled| [20 [e0 [1oo0 [Hybnd =]
3 5 [Teaged =]| ™ Enabled I Enabled| [20 [e0 o0 [Fybrid ]|
4 [ [AL =]/ Enabled I Enabled| [20 [eo [f000  [Fybnd =]
s [ [AL =]/ ¥ Enabled ¥ Enabled| [30 E 2000 [Hybnd =]|
6 [ AL =] Enabled I Enabled [20 [e0 000 [Fybria ]| #
*1
2 X (join timer) < leave timer < LeaveAll timer
@2x( )< < )
*2

2 x (join timer)< leave timer < LeaveAll timer
2x( )< <

*3
2 x (join timer)< leave timer < LeaveAll timer

2x( )< <

CLI
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1) 3
2)PVID 3
3)GVRP
4)GARP
5)

VLAN ID

VLAN Port Configuration

Acceptable  Ingress GVRP

Port) PVID Frame Type Filtering  Status

;o ;| e |w| W

' I|ALL. 'l M Enabled W Enahled. ET
ih |AL|. *l I~ Enabled [ Enabled |20

“1 _|ALL :l ”f_ Enab!edhf_ Enahled“ IZO

1 [ALL =]/ Enabled I Enabled, [20

3 |T&qged 'l I~ Enabled ™ Enabled |21J

1 [ALL "l.I_Enah!ed I~ Enabled| [20

GARP | GaRp | SARD

Join Leave Timer

Tirnel_‘ Timer (Centi Mode

(Centi (Centi Seconds)

Seconds) Seconds) . n.

@O0 GOS0 reoopy
|60 ftlocn [Hybrd =
|60 oo [Hyond =]
|60 ftoon [Hybrid =]
|60 [toon [Hybrd =]
E [2000  [Hybnd =]
|60 oo [Hybrid =]

Trunk
Member
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3-18-2 VLAN
VLAN VLAN
1) / VLAN
2) VLAN 2 VLAN
VLAN VLAN
(promiscuous)
VLAN VLAN VLAN
VLAN
1 1
VLAN
VLAN VLAN
VLAN 1 VLAN
VLAN VLAN
/
1. p.201 Private VLAN Configuration ( VLAN ) 1
VLAN VLAN
VLAN
2. p.201 Private VLAN Association ( VLAN )
VLAN VLAN
3. p.206 Private VLAN Port Configuration ( VLAN )
1) (promiscuous)( VLAN
) 2) (host)( VLAN
)
VLAN
VLAN
VLAN
1. p.201 Private VLAN Configuration ( VLAN )
(isolated)VLAN
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2. p.206 Private VLAN Port Configuration( VLAN
1) (promiscuous)(
) 2 (isolated)( VLAN

VLAN
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3-18-2-1 VLAN

Private VLAN Information( VLAN )
VLAN
VLAN VLAN VLAN VLAN
VLAN ID
VLAN ID(1 4094) VLAN
Primary VLAN ( VLAN)
VLAN ID VLAN VLAN
ID VLAN VLAN
VLAN
Port List ( )
VLAN
WEB
VLAN - Private VLAN( VLAN) - Information( )
VLAN ID
Private VLAN Information

VLAN ID: |5, Primary VLAN =

I_!:rlm ary VLAN i-\_-"L.ﬂN 5

Paorts List

Uit 1, Port 3, Promiscuaus
Urit 1, Port 4 Host
Unit 1, Port 5, Host

VLAN
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CLlI

VLAN 5 VLAN 6

VLAN 5
VLAN 6

Conscle#show vlan private-vlan

4-15
Primary Secondary Type Interfaces
5 primary Ethl/ 3
5 & community Ethl/ 4 Ethl/ 5
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3-18-2-2 VLAN

Private VLAN Configuration ( VLAN ) VLAN
VLAN VLAN
VLAN ID
VLAN ID 1 4094
Type ()
VLAN 3
- Primary VLANS ( VLAN)
( )VLAN
- Community VLANs( VLAN)
VLAN
- Isolated VLANs( VLAN)
VLAN VLAN
Current ( )
VLAN
WEB
VLAN - Private VLAN( VLAN) - Configuration( )
VLAN ID Primary( ) Isolated( ) Community( )
Add( ) VLAN
Current
Remove ( ) VLAN
Private VLAN Configuration
Current: New:

6. Community VLAN <<hdd | fvian 10 (1-4004) |
7. Community VLAN - —L =
Remove I Type Im
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CLI

VLAN 5 VLAN VLAN 6
VLAN VLAN 7 VLAN
Console(config) #vlan database 4-149
Console(config-vlan) #private-vlan 5 primary 4-159

Console({config-vlan) $private-vlan 6 community
Console(config-vlan) #private-vlan 7 isolated
Ceonsole(config-vlan)#
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3-18-2-3 VLAN

VLAN VLAN
Primary VLAN ID( VLAN ID)
VLAN ID 1 4094
Association( )
VLAN VLAN
Non-Association ( )
VLAN VLAN
WEB
VLAN - Private VLAN( VLAN) - Association ( )
VLAN Non-Association( )
VLAN 1 Add( )
VLAN
VLAN VLAN 1
Private VLAN Association [t
Primary VLAN ID: [ *]
Associalion Mor-Association
{none)
=
CLI
VLANG 7 VLAN 5
4-149
an 5 6 4-160
! onfig-vlan) fprivate-vlan ¢ 4-160
Console(config)#
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3-18-2-4 VLAN

Private VLAN Port Information( VLAN ) Private VLAN Trunk
Information( VLAN )
VLAN
Port/Trunk ( / )
PVLAN Port Type ( VLAN )
VLAN
- Normal( )
VLAN
- Host ( )
VLAN
(promiscuous)
VLAN
- Promiscuous( )
LVAN
Primary VLAN VLAN
VLAN
Community VLAN ( VLAN)
Isolated VLAN( VLAN)
VLAN VLAN
Trunk ( )
ID Port Information( )
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WEB

VLAN - Private VLAN( VLAN) - Port Information( ) Trunk
Information ( )
Private VLAN Port Information
PortPVLAN Port Type Primary VLAN Community VLAN Isolated VLAN Trunk
1 Mormal
2 Mormal
3 Promiscuous g
4 Host &
5 Host ]
6 Normal
7 Marmal
] MNormal ll
CLI
VLAN 5 VLAN 6
3 VLAN 5 4
5 VLAN 6 4 5
3
Consolefshow vlan private-vlan 4-163
Frimary Secondary Type Interfaces
5 primary Ethl/ 3
5 [ community Ethl/ 4 Ethl/ §
Console#
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3-18-2-5 VLAN

Private VLAN Port Configuration( VLAN ) Private
VLAN Trunk Configuration( VLAN )
VLAN
Port/Trunk ( / )
PVLAN Port Type ( VLAN )
VLAN
- Normal( )
VLAN
- Host ( )
VLAN
(promiscuous) VLAN
- Promiscuous( )
LVAN
Primary VLAN VLAN
VLAN
PVLAN
Promiscuous( ) VLAN
Community VLAN ( VLAN)
PVLAN Port Type (PVLAN ) Host(
) VLAN
Isolated VLAN( VLAN)
VLAN VLAN
PVLAN Port Type (PVLAN )
Host( ) Isolated VLAN( VLAN) VLAN
VLAN
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WEB

VLAN - Private VLAN( VLAN) - Port Configuration( ) Trunk
Configuration( ) VLAN
PVLAN Port Type(PVLAN ) VLAN
VLAN (promiscuous) VLAN
VLAN
Apply( )
=
Private VLAN Port Configuration
PortPYLAN Port Type Primary VLAN Community VLAN Isolated VLAN Trunk
1 INOI’I’I‘IBJ ‘ll i(u'_'lliF_-,-;I |i.l'|cjr|i_'—]‘:| [ il':'-l'.l.'n'a]_:'
2 ||Nomal El :jne:nr-E—kZl I(ncme‘lzl r =_'r.cme-]2| =
3 ||Promiscuous =] | |5 = [tnone) =] " |inone) =]
4 |Hosl EI [i_ncn'-ﬁj-;] IE EI r I".m»?fl;l
5 IHBsi ;I im-:n':e};l IE :I r {!‘.DHE];I
B INormul ;I iincur-r_--.;] I{ucnr'n:-];l B [{-.\.unf-_-];l
7 INDrmaI ;l [Mar:r::;j |:jnar‘.s:—_1;| [ ] fl'r.one];l
8 |N0"na| .:J IWU“Eﬂ:J huanéL:J r'[wuneyzj -
CLI
VLAN 5 VLAN 6
3 VLAN 5
4 5 VLAN 6
4 5 3
Console(config) #interface ethernet 1/3
Console{config-if) #switchport mode private-vlan promiscuous 4-161
Console(config-if) #switchport private-vlan mapping 5 4-1
Console(config-if) #exit
Console(config) #interface ethernet 1/4
Console(config=-if) #switchport mode private-vlan host 4-161
Console(config-if) #switchport private-vlan host-association & 4-161

Console(config-if) #exit

Console(confiq) #interface ethernet 1/5

Console({config-if) #switchport mode private-vlan host
Console(conf if) #switchport private-vlan host-asscciation 6
Console(conft if)#
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3-19 CoS
CoS

4 CoS

3-19-1 2

3-19-1-1

IEEE802.1Q VLAN
IEEE802.1Q VLAN IEEE802.1p User Priority (
)
VLAN
VLAN

Default Priority ( )(*1)

07 0
Number of Egress Traffic Classes ( )

*1 CLI Priority for untagged traffic (
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WEB

Priority( ) — Default Port Priority ( ) Default Trunk Priority
( )
Apply( )
Default Port Priority
f_Port?Default Priority (G-T}:Number of Egress Traffic Classes Trunk
[ 1] b 4
f 4
T 4
T 4
(T 4
b 4 =
CLI
3 5
Console(config)#interface ethernet 1/3 4-108
Console(config-if) #switchport priority default 5 4-169
Console{config-if) #end
Console#show interfaces switchport ethernet 1/3 4-117

Information of Eth 1/3

Broadcast threshold: Disabled
LACP status: Disabled
Ingress rate limit: disable, Level: 30
Egress rate limit: disabkle, Level: 30

VLAN membership mode: Hybrid
Ingress rule: Enabled
Acceptable frame type: Tagged frames only
Native VLAN: 1
Priority for untagged traffic: 5
GVRP status: Disabled
Allowed VLAN: 1{u),
Forbidden VLAN:
Private-VLAN mode: NONE
Private-VLAN host-asscciation: NONE
Private-VLAN mapping: NONE
Console#
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10

3-19-1-2 CoS  Egress( )
4 CoS
(Weighted Round Robin = WRR) IEEE802.1p
IEEE802.1p
3-10 CoS
0 1 2 3
1,2 0,3 4,5 6,7
12+ Q, /R
03+ Q I 1 Serviced
:l ' | N
45- Q, '. | round robin
Serviced by...
IEEE802.1p
3-11 CoS
1
2 ¢ )
0( )
3
4
5 100
6
7
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Priority ( )
CoS 077
Traffic Class (*1) ( )
0 33 CoS
*1 CLI Queue ID( ID)

WEB
Priority ( ) - Traffic Classes ( )

CoS
Apply( )

Traffic Classes

|»

Priority|Traffic Class
o [ o3
O
2 | o
3| o
¢ | o
5 | o
6 |B o3
7 [ e

CLI
CoS

L« |

Console(config) #interface ernet 1/1
Console (config-if) #gueus cos-map 0 0
Console{config-if) #queu
Console (config-if) #gqueue cos-map 2 2
Console(config-if) #end
Console#show gqueue cos-map ethernet 1/1
Information of Eth 1/1

CosS Value : 01234586

Priority Queue: 0 1 122 3
Consolef

4-108
4-171

* CoS
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3-19-1-3

2 WRR

WRR
246

Strict ( )

WEB
Priority ( ) - Queue Mode (
Strict( ) WRR

WRR( )

Apply ()

Queue Mode

Queve Mode iWFlFt 'I

CLI
Strict (

)

=1e mode wrl

p.210

CoS




WRR Setting Table (*1) (WRR )

Weight Value ( )

1 31
*1 CLI  Queue ID( D)
WEB

Priority ( ) - Queue Scheduling( )
Apply( )

Queue Scheduling

Traffic Class 0-weight 1
Traffic Class 1-weight 1
WRR Setting Table || Traffic Class 2 -weight 4
Traffic Class 3-weight 16

Weight Value (1-31) |

CLI
WRR

= (config) #queue bandwidth 6 9 12 4-170
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3-19-2 3/4

3-19-2-1 3/4 CoS
3/4
IP ToS( )
TCP
ToS IP (precedence) 3 DSCP(
) 6
CoS
IP Port Priority(IP ) IP
Precedence (IP ) DSCP Priority (DSCP ) Default Port Priority (
)
IP Precedence (IP ) DSCP Priority (DSCP )
3-19-2-2 IP /DSCP
IP Precedence(IP ) DSCP Priority(DSCP )
Disabled ( )
IP Precedence (IP )
IP 3/4
IP DSCP
DSCP 3/4
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WEB

Priority ( )— IP Precedence/DSCP Priority Status (IP /DSCP
) Disabled ( ) IP Precedence (IP
) IP DSCP Apply ( )

IP Precedence/DSCP Priority Status

EIP Precedence/DSCP Priority Status | IP Precedence 'i

CLI
IP

(config)#map ip precedence 4-174
(config)#
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3-19-2-3 IP

IPv4 ToS( ) 3
IP CoS
0 CoS O
7
ToS
3-12 IP

7 3
6 2
5 1
4 0

IP Precedence Priority Table (IP

IP

CoS

Class of Service Value (CoS )

IP CoS
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WEB
Priority ( ) - Ip Precedence Priority (IP )
IP Precedence Priority Table (IP )

Service Value (CoS ) Apply (

Class of

)

IP Precedence Priority

IP Precedence 0-CoS 0
IP Precedence 1-CoS 1
IP Precedence 2- CoS 2
IP Precedence 3-CoS 3
IP Precedence 4- CoS 4
IP Precedence 5- CoS 5
IP Precedence 6- CoS 6
IP Precedence 7 - CoS 7

Class of Service Value (0-7) |
Restore Default I

CLI

IP Precedence Priority Table

IP Precedence (IP )
CoS 0O( 1) P

Console(config) #map ip precedence
Console(config) # ernet 1
Console(conf if) #map ip precedence
Console {conf if) #end

Console#show map ip precedence ethernet 1/1
Precedence mapping status: enabled

iterface 1/

1
lcos O

Port Precedence COS

o e

L R
~1 G d L B

217



3-18-2-4 DSCP

DSCP 6 64
DSCP ToS (precedence)3
ToS DSCP
DSCP DSCP
CoS 0
3-13 DSCP
IP DSCP CoS
0 0
8 1
10, 12, 14, 16 2
18, 20, 22, 24 3
26, 28, 30, 32, 34, 36 4
38, 40, 42 5
48 6
46, 56 7
DSCP Priority Table (DSCP )
DSCP CoS
Class of Service Value (CoS )
CoS DSCP 0
7
IP DSCP
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WEB

Priority ( ) - DSCP Priority (DSCP
DSCP Class of Service Value (CoS )
Apply ()
IP DSCP Priority

SCP Priority Table

DSCP0-CoS0 ‘l
DSCP1-CoS0
DSCP2-CoS0
DSCP3-CoS0
DSCP4-CoS0
DSCP5-CoS0
DSCPE-CoS0 x|

[class of Semvice Value (0-7)

—

Restore Default |

CLI

1

DSCP 0 CoS 1

Console (config) fmap
Cor

Co

#show map ip

Port P COS
Eth 1/ 1 0 0
BEth 1/ 1 23 0
Eth 1/ 1 2 0
Eth 1/ 1 3 0

Eth 1/ 1 61 0
i | 0

(config) #interfac

mapping status:

ip dsc
ethernet

p ethernet 1/1

disabled

(config-if)#map ip dscp 1 cos O
Console (config-if) #end

s
[

[ R

10

~] O =

Y
|

Eth 1, 62 d

Eth 1/ 1 63 0
Console#

* IP DSCP
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3-18-2-5 1P

IP TCP/UDP
CoS
TCP HTTP:80 FTP:21 Telnet:23
IP Port Priority Status (IP )
IP /
IP Port Priority Table (IP )
IP CoS
IP Port Number (TCP/UDP)(IP (TCP/UDP)
IP
Class of Service Value (CoS )
CoS P 0 7
IP Port Priority (IP )
WEB
Priority ( ) - IP Port Priority Status(IP
P (Enabled)

POP3:110

IP Port Priority Status

EIP Port Priority Global Status? L Enahledi
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Priority ( ) - IP Port Priority (IP

IP Port Number (IP )
Class of Service (CoS)

Apply( )

CoS

IP Port Priority

(nane)

IP Port Priority Tahle

IP Port Number (TCPIUDF) |

Class of Service Value (0-7) |

Remove IP Port |

CLI
IP Port Priority (IP 5
HTTP CoS 0 IP
Console(config) #map ip port 4-174
Console(config) #interface ethernet 1/5
Console (config-if) #map ip port 80 cos O 4-175
Console{config=-if) #end
Console#show map ip port ethernet 1/5 4-175

TCF port mapping status: disabled

Fort Port no. COS

Eth 1/ 5§ 8o o]
Console#

* |P Port Priority(IP )
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3-18-2-6 CoS ACL

ACL CoS Mapping(ACL CoS ) ACL
CoS
CoS
p.210
3-14

0 1 2 3

1,2 0,3 4,5 6,7
Port ( )

ID

Name ( )(*1)
ACL
Type ()
ACL P MAC
CoS Priority (CoS )
IP ACL CoS 0 7
ACL CoS Priority Mapping (ACL CoS )
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WEB
Priority ( )— ACL CosS Priority (ACL CoS )

ACL
Add( )

ACL CosS Priority

ACL CoS Priority Configure

Port  |Name, Type %?;3) ISTiERY

[ =feie=] | | Add |

ACL CoS Priority Mapping
|Port|Name Type|CoS Priority|

b [e| 0 | Remove |

CLI

24 ACL CoS
o )
Console(config) #interface ethernet 1/24 4-108

Console (config-if) §map access-list ip bill cos 0 4-95
Console(config-if)#

*1 ACL p.105
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3-20

IGMP( )

Unicast
Flow

O
O 00 O

Multicast
Flow
Unicast Flow

Multicast Flow

(VLAN)

224
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3-20-1 2IGMP (
m |[GMP Snooping and Query(IGMP

IGMP Snooping and Query (IGMP

m Static IGMP Router Interface ( IGMP

IGMP IGMP
IGMP

m Static IGMP Host Interface ( IGMP

p.233
3-20-1-1 IGMP
IGMP

IGMP
IP /
IGMP Report

IGMP
IGMP Querier (IGMP )
LAN

IGMP

(p-230)
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LAN

DVMRP PIM

IGMP Status (IGMP )

IGMP Snooping(IGMP
) Enabled ()

Act as IGMP Querier (IGMP )

Enabled( )
IGMP Query Count (IGMP )

IGMP Query Interval (IGMP )

IGMP
60 125 125

IGMP Report Delay (IGMP )

IP IGMP (Report)
IGMP
5 25 10

IGMP Query Timeout(IGMP )

300 500
300

IGMP Version (IGMP )

2. IGMP Report Delay (IGMP ) IGMP Query Timeout (IGMP
) IGMPv2
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WEB

IGMP Snooping (IGMP ) - IGMP Configuration (IGMP )
IGMP Apply ()
IGMP Configuration
IGMP Status ¥ Enabled
Act as IGMP Querier ¥ Enabled

IGMP Query Count (2-10) ’2—

[IGMP Query Interval (60-125) |[125 seconds
[IGMP Report Delay (5-25) (|10 seconds
IGMP Query Timeout (G00-500)[300_ seconds

IIGMP Version (1 2) [

CLI

Console(config) #ip igmp snooping 4-182
Conscle(config) #ip igmp snooping gquerier 4-185
Console(config) #ip igmp snooping gquery-count 10 4-185
Console(config) #ip igmp snooping guery-interwval 100 4-186
Console(confiqg) #ip igmp snooping query-max-response-time 20 4-187
Console (config) #ip igmp snooping router-port-expire-time 300 4-187
Consocle(config) #ip igmp snooping version 2 4-183
Console(config) #exit
Console#show ip igmp snooping 4-183

Service status: Enabled

Querier status: Enabled

Query count: 10

Query interval: 100 sec

Query max response time: 20 sec

Router port expire time: 300 sec

IGMP snooping version: Version 2
Console#
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3-20-1-2

IGMP
DVMRP PIM
IP
Multicast Router Port Information ( )
/ VLAN ID
VLAN ID
VLAN ID 1 4094
Multicast Router List( )
WEB
IGMP Snooping (IGMP ) - Multicast Router Port Information (
) VLAN ID

Multicast Router Port Information

VLAN ID:[1 ¥]

Multicast Router List

Unitl Port11, Static

229




CLlI

11
Conscled#show ip igmp snooping mrouter vlan 1 189
VLAN M'cast Router Port Type
1 Eth 1/11 static
Console#
3-20-1-3
IGMP IGMP
IGMP
VLAN

Interface ( )
Port ( ) Trunk( )
VLAN ID
VLAN
Unit ( )
18
Port( )/ Trunk ( )
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WEB
IGMP Snooping (IGMP ) - Static Multicast Router Port Configuration (

VLAN
Add( ) Apply
()

Static Multicast Router Port Configuration

Curment: New.
\Vian1. Unitl Portl |Interface [Port ¥
VLAN ID

<<Add | IU
|Unit
e

i v

1 =
iT:unk” I—E
CLI
11 VLAN1
Console (config)#ip igmp snooping vlan 1 mrouter ethernet 1/11 4-188

Console(config) #exit
Console#show ip igmp snooping mrouter wlan 1
VLAN M'cast Router Port Type

1 Eth 1/11 Static

Console#

4-189

3-20-1-4
VLAN
VLAN ID
VLAN
Multicast IP Address ( IP )
IP
Multicast Group Port List( )
VLAN
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WEB

IGMP Snooping(IGMP ) - IP Multicast Registration Table (IP

) VLAN ID

IP

IP Multicast Registration Table

VLAN ID: |‘I hd
Multicast IP Addiess:l.’;‘.’.‘ﬂ 132 'I

Multicast Group Port List

CLI
VLAN 1

Type ()

Conscled#show bridge 1 multicast vlan 1
VLAN M'cast IP addr. Member ports Type

1 224.1.1.12 Ethl/12 USER
1 224.1.2.3 Ethl/12 I1GMP
Consoles$

4-154
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3-20-1-5

p.226  IGMP IGMP
IGMP

VLAN VLAN

VLAN
VLAN

Interface ( )
Port( ) Trunk( )
VLAN ID

VLAN
Multicast IP ( IP)

Unit ( )

Port ( ) Trunk ( )
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WEB
IGMP Snooping (IGMP

) - IGMP Member Port Table (IGMP

) IGMP
VLAN 1P Add ()
Apply( )
IGMP Member Port Table
IGMP Member Port List: Mew Static IGMP Member Port:

Interface  [Pon x|
vian o 1 2]
<<Add | Mutticast IP |

VLAN 1. 2241112 Unit1. Part 1

Remove | [unit [1=]
Port I'I vl
Trunk [=]
CLI
VLAN 1 VLAN1

Console{config) #ip igmp snooping vlan 1 static 224.1.1.12
athernet 1/12
Console (config) #exit

onsolefshow mac-address-table multicast vlan 1
VLAN M'cast IP addr. Member ports Type
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4-40

VLAN

interface GC 365
description IC 366
speed-duplex IC 367
negotiation IC 368
capabilities IC 369
flowcontrol IC 370
shutdown IC 371
switchport IC 373
broadcast
packet-rate
clear counters PE 373
show interfaces NE 374
status PE
show interfaces NE 375
counters PE
show interfaces NE 377
switchport PE

interface

no

365




interface

no interface port-channel D
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4)

vlan VLAN /D ( 1 4094)

Global Configuration

24

Console(config)#interface ethernet 1/24
Console(config-if)#

description

description
no description

string -
( 1 64 )

Interface Configuration (

24
366

no




Console(config)#interface ethernet 1/24
Console(config-if)#description RD-SW#3
Console(config-if)#

speed-duplex

no

speed-duplex {1000full | 200full | 100half | 10full | 10half}
no speed-duplex

1000full - 1000Mbps

100full - 100Mbps

100half - 100Mbps

10full - 10Mbps

10half - 10Mbps

367



speed-duplex
100BASE-TX 100half
1000full

Interface Configuration (
speed-duplex
no negotiation
negotiation

capabilities
/

5 100Mbps

Console(config)#interface ethernet 1/5
Console(config-if)#speed-duplex 100half
Console(config-if)#no negotiation
Console(config-if)#

negotiation (p.368)
capabilities (p.369)

negotiation

no

[no] negotiation

368



Interface Configuration (

speed-duplex

capabilities
flowcontrol

RJ-45

11

MDI/MDI-X

Console(config)#interface ethernet 1/11

Console(config-if}#negotiation
Console(config-if)#

capabilities (p.369)
speed-duplex (p.367)

capabilities

no
no

[no] capabilities {1000full | 100full | 100half | 10full | 10half | flowcontrol | symmetric}

1000full - 1000Mbps

100full - 100Mbps

100half - 100Mbps

10full - 10Mbps
10half - 10Mbps
flowcontrol -
symmetric (

ASIC

369



100BASE-TX 10half 10full 100half 100full
1000BASE-T 10Ohalf 10full 100half 100full 1000full

SFP  1000full

Interface Configuration (

negotiation

speed-duplex

capabilities

flowcontrol

100half 100full flow control

Console(config)#interface ethernet 1/5
Console(config-if)#capabilities 100half
Console(config-if)#capabilities 100full
Console(config-if)#capabilities flowcontrol
Console(config-if)#

negotiation (p.368)
speed-duplex (p.367)
flowcontrol (p.370)

flowcontrol

[no] flowcontrol

Interface Configuration (

370

no




IEEE 802.3x

flowcontrol no flowcontrol
no negotiation

negotiation
capabilities
flowcontrol

Console(config)#interface ethernet 1/5
Console(config-if)#flowcontrol
Console(config-if)#no negotiation
Console(config-if)#

negotiation (p.368)
capabilities (flowcontrol symmetric) (p.369)

shutdown
no

[no] shutdown

371



Interface Configuration (

Console(config)#interface ethernet 1/5
Console(config-if)#shutdown
Console(config-if)#

372



switchport broadcast packet-rate

no

switchport broadcast octet-rate
no switchport broadcast

- ( /)
(64 95232000)

32000 /

Interface Configuration ( )

600 /

Console(config)#interface ethernet 1/5
Console(config-if)#switchport broadcast octet-rate 600
Console(config-if)#

clear counters

clear counters

ethernet /
- - ( 18

373



- - ( 1 26)
port-channel ID( 1 4)

Privileged Exec

Consoleficlear counters ethernet 1/5
Console#

show interfaces status

show interfaces status [ ]
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4)

vian VLAN ID( 1 4094)

Normal Exec Privileged Exec

374



117

Console#tshow interfaces status ethernet 1/5
Information of Eth 1/5
Basic information:

Port type: 100TX

Mac address: 00-90-CC-12-34-61
Configuration:

Name:

Port admin: Up

Speed-duplex: Auto

Capabilities: 10half, 10full, 100half, 100full,

Broadcast storm: Enabled

Broadcast storm limit: 32000 octets/second

Flow control: Disabled

Lacp: Disabled

Port security: Disabled

Max MAC count: 0

Port security action:  None
Current status:
Link status: Up
Port operation status: Up
Operation speed-duplex: 100full
Flow control type: None
Console#show interfaces status vlan 1
Information of VLAN 1
MAC address: 00-90-CC-12-34-56
Console#

show interfaces counters

show interfaces counters [ ]
ethernet /
- - ( 18
- - ( 1 26)
port-channel ID( 1 4

375



Normal Exec Privileged Exec

149

Consoleftshow interfaces counters ethernet 1/7
Ethernet 1/7
Iftable stats:
Octets input: 30658, Octets output: 196550
Unicast input: 6, Unicast output: 5
Discard input: 0, Discard output: 0
Error input: 0, Error output: 0
Unknown protos input: 0, QLen output: 0
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 3064
Broadcast input: 262, Broadcast output: 1
Ether-like stats:
Alignment errors: 0, FCS errors: 0
Single Collision frames: 0, Multiple collision frames: 0
SQE Test errors: 0, Deferred transmissions: 0
Late collisions: 0, Excessive collisions: 0
Internal mac transmit errors: 0, Internal mac receive errors: 0
Frame too longs: 0, Carrier sense errors: 0
Symbol errors: 0
RMON stats:
Drop events: 0, Octets: 227208, Packets: 3338
Broadcast pkts: 263, Multi-cast pkts: 3064
Undersize pkts: 0, Oversize pkts: 0
Fragments: 0, Jabbers: 0
CRC align errors: 0, Collisions: 0
Packet size <= 64 octets: 3150, Packet size 65 to 127 octets: 139
Packet size 128 to 255 octets: 49, Packet size 256 to 511 octets: 0
Packet size 512 to 1023 octets: 0, Packet size 1024 to 1518 octets: 0
Console#

376



show interfaces switchport

show interfaces switchport [ 1
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4)

Normal Exec Privileged Exec

24
Consoleftshow interfaces switchport ethernet 1/24
Broadcast threshold: Enabled, 32000 octets/second
LACP status: Enabled
Ingress rate limit: disable, Level: 30
Egress rate limit: disable, Level: 30
VLAN membership mode: Hybrid
Ingress rule: Disabled
Acceptable frame type: All frames
Native VLAN: 1
Priority for untagged traffic: 0
Gvrp status: Disabled
Allowed Vlan: 1(u),
Forbidden Vlan:
Private-VLAN mode: NONE
Private-VLAN host-association: NONE
Private-VLAN mapping: NONE
Console#
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4-41

Broadcast threshold

(373 )

Lacp status

Link Aggregation Control Protocol
)

(386

Ingress/Egress rate
limit

(381

VLAN membership
mode

(Trunk

Hybrid)

(416

)

Ingress rule

(418 )

Acceptable frame type

VLAN
(417

)

Native VLAN

VLAN ID

(419 )

Priority for untagged
traffic

(435

)

Gvrp status

GARP VLAN

(430

)

Allowed Vlan

® (420

VLAN
)

(u)

Forbidden Vlan

GVRP
(421 )

VLAN

Private VLAN mode

VLAN (host (

none( (426 )

)

) promiscuous (

)

Private VLAN
host-association

(426 )

) VLAN

Private VLAN mapping

VLAN

(429

)

378




4-42

port monitor

379

show port monitor

PE

380

port monitor

port monitor
no port monitor

[rx | ]

- ethernet

rx -
> -

Interface Configuration (

(

(

1 8)
1 26)

no

RMON

379




Console(config)#interface ethernet 1/11
Console(config-if)#port monitor ethernet 1/6 rx
Console(config-if)#

show port monitor

show port monitor [ ]
- ethernet / (

- ( 1 8
- ( 1 26)

Privileged Exec

11

(RX TX)

Console(config)#interface ethernet 1/11
Console(config-if)#port monitor ethernet 1/6 rx
Console(config-if)#end

Console#fshow port monitor

Port Mirroring

Destination port(listen port):Eth1/11

Source port(monitored port) :Eth1/6

Mode ‘RX
Console#
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(382 )

4-43
rate-limit IC 381
rate-limit granularity IC 382
show rate-limit PE 383

rate-limit

no

rate-limit {input | output} level [ 1
no rate-limit {input | output}
input -
output -
- ( 1 30)

30
381



Interface Configuration ( )

Console(config)#interface ethernet 1/1
Console(config-if)#rate-limit input level 20
Console(config-if)#

rate-limit granularity

no

rate-limit {fastethernet | gigabitethernet} granularity [
no rate-limit {fastethernet | gigabitethernet} granularity

fastethernet -
gigabitethernet -

512Kbps 1Mbps 3.3Mbps
33.3Mbps

- 3.3Mbps
- 33.3Mbps

Global Configuration ( )

1Mbps
33.3Mbps

Console(config)#rate-limit fastethernet granularity 1000
Console(config)#rate-limit gigabitethernet granularity 33300
Console(config)#

382



show rate-limit

Privileged Exec

3.3Mbps

- 3.3Mbps
- 33.3Mbps

512Kbps 1Mbps

33.3Mbps

Consoleftshow rate-limit

Fast ethernet granularity: 1000

Gigabit ethernet granularity: 33300
Console#

Control Protocol (LACP)

Cisco EtherChannel
LACP
1000Mbps
4Gbps

Link Aggregation

383
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interface port-channel GC 365

channel-group IC ( 385
)

lacp LACP IC ( 386
)

lacp system-priority LACP IC ( 387
)

lacp admin-key IC ( 388
)

lacp admin-key IC ( 389

lacp port-priority LACP IC ( 390
)

show interfaces status NE PE 375

port-channel

show lacp LACP PE 391

384




) VLAN CoS
VLAN
1
STP VLAN IGMP
LACP
(
key) ( 0

lacp admin key)

LACP

channel-group

channel-group /D
no channel-group

D - ( 1 4

Interface Configuration ( )

no

)

lacp admin

385



Cisco EtherChannel

no channel-group
no interfaces port-channel

Console(config)#interface port-channel 1
Console(config-if)#exit
Console(config)#interface ethernet 1/11
Console(config-if)#channel-group 1
Console(config-if)#

lacp
802.3ad Link Aggregation Control Protocol (LACP)
no

[no] lacp
Interface Configuration ( )

LACP

LACP
ID
LACP
8 LACP
LACP 11 13 LACP

386



show interfaces status port-channel 1
Trunk 1

Console(config)#interface ethernet 1/11
Console(config-if)#lacp
Console(config-if)#exit
Console(config)#interface ethernet 1/12
Console(config-if)#lacp
Console(config-if)#exit
Console(config)#interface ethernet 1/13
Console(config-if)#lacp
Console(config-if)#exit
Console(config)#exit
Console#show interfaces status port-channel 1
Information of Trunk 1

Basic information:

Port type: 100TX

Mac address: 00-90-CC-12-34-72
Configuration:

Name:

Port admin: Up

Speed-duplex: Auto

Capabilities: 10half, 10full, 100half, 100full

Flow control status: Disabled

Port security: Disabled

Max MAC count: 0
Current status:

Created by: LACP

Link status: Up

Operation speed-duplex: 100full

Flow control type: None

Member Ports: Eth1/11, Eth1/12, Eth1/13,

Console#

lacp system-priority
LACP no

lacp {actor | partner} system-priority
no lacp {actor | partner} system-priority

actor - ( )
partner - ( )
- (LAG) LAG
( 0
65535)

387



32768

Interface Configuration ( )

LAG
MAC
ID LACP

LACP
LACP

LAG

ID

LAG

Console(config)#interface ethernet 1/5
Console(config-if)#lacp actor system-priority 3
Console(config-if)#

lacp admin-key ( )

388

LACP

lacp {actor | partner} admin-key
[no] lacp {actor | partner} admin-key

actor - ( )
partner - ( )
- (LAG)
( 0 65535)
0
Interface Configuration ( )

no




LAG (1) LACP (2) LACP
(3) LACP ( )
( lacp admin
key) ( 0 )
(
lacp admin key)
LACP
LACP
Console(config)#interface ethernet 1/5
Console(config-if)#lacp actor admin-key 120
Console(config-if)#
lacp admin-key ( )
LACP no
lacp {actor | partner} admin-key
[no] lacp {actor | partner} admin-key
- LACP
(LAG) ( 0 65535)
0
Interface Configuration ( )
LAG (1) LACP (2) LACP
(3) LACP ( )
( lacp admin
key) ( 0 )

389




lacp admin key) LAG

Console(config)#interface port-channel 1
Console(config-if)#lacp actor admin-key 3
Console(config-if)#

lacp port-priority
LACP

lacp {actor | partner} port-priority
no lacp {actor | partner} port-priority

actor - ( )
partner - ( )
- LACP

65535)
32768
Interface Configuration ( )

2
LACP
LACP

no

LACP

Console(config)#interface ethernet 1/5
Console(config-if)#lacp actor port-priority 128

390




show lacp

LACP
show lacp [ ] {counters | internal | neighbors | sysid}
- ID ( 1 4)
counters - LACP
internal -
neighbors -
sysid - MAC

Privileged Exec

Console#show lacp 1 counters

Port channel : 1

Eth1/1
LACPDUSs Sent : 21
LACPDUSs Received : 21
Marker Sent : 0
Marker Received : 0
LACPDUs Unknown Pkts : 0
LACPDUs lllegal Pkts : 0

391



4-45 show lacp counters -

LACPDUs Sent LACPDU
LACPDUs Received LACPDU
Marker Sent Marker PDU
Marker Received Marker PDU
LACPDUs Unknown (1) Slow Protocols
Pkts Ethernet Type PDU 2) Slow
Protocols MAC Slow Protocols
Ethernet Type
LACPDUEs lllegal Pkts | Slow Protocols Ethernet Type
PDU Protocol Subtype

Console#tshow lacp 1 internal
Port channel : 1

Oper Key : 4
Admin Key : 0
Eth 1/1

LACPDUs Internal : 30 sec

LACP System Priority : 32768

LACP Port Priority : 32768

Admin Key : 4

Oper Key : 4

Admin State : defaulted, aggregation, long timeout, LACP-activity

Oper State : distributing, collecting, synchronization, aggregation,
long timeout, LACP-activity
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4-46 show lacp internal -

Oper Key
Admin Key
LACPDUs Internal LACPDU
LACP System LACP
Priority
LACP Port LACP
Priority
Admin State
Oper State Expired -
Defaulted -
Distributing -
Collecting -
Synchronization - IN_SYNC
Aggregator ( )
ID ID
Aggregation -
Long timeout - LACPDU
LACP-Activity - (© 1

)
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Port channel 1 neighbors

Console#show lacp 1 neighbors

Eth 1/1

Admin Key : 0
Oper Key : 4

Partner Admin System ID : 32768, 00-00-00-00-00-00
Partner Oper System ID : 32768, 00-90-CC-00-00-01
Partner Admin Port Number : 1

Partner Oper Port Number : 1

Port Admin Priority : 32768

Port Oper Priority : 32768

Admin State : defaulted, distributing, collecting, synchronization,
long timeout,

Oper State : distributing, collecting, synchronization, aggregation,
long timeout, LACP-activity

4-47 show lacp neighbors -

Partner Admin System
ID

LAG

Partner Oper System
ID

LACP

Partner Admin
Port Number

Partner Oper
Port Number

Port Admin Priority

Port Oper Priority

Admin Key

Oper Key

Admin State

Oper State
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Console#show lacp sysid

Port Channel System Priority System MAC Address
1 32768 00-90-CC-8F-2C-A7
2 32768 00-90-CC-8F-2C-A7
3 32768 00-90-CC-8F-2C-A7
4 32768 00-90-CC-8F-2C-A7

Console#

4-48 show lacp sysid -

Channel group

System Priority 1 LACP
System MAC Address 1 MAC
1 LACP MAC LAG ID
4-49

mac-address-table static | VLAN GC 396
clear mac-address-table PE 397
dynamic

show mac-address-table PE 397
mac-address-table GC 398
aging-time

show mac-address-table PE 399

aging-time

395




mac-address-table static

VLAN
no
mac-address-table static MAC interface
1
no mac-address-table static VAC vlan VLAN ID
MAC - MAC
ethernet /
- - ( 18
- - ( 1 26)
port-channel ID( 1 4

VLAN ID - VLAN ID ( 1 4094)

- delete-on-reset -
- permanent -

permanent

Global Configuration

VLAN
MAC

no

vlan VLAN ID[

delete-on-reset
Console(config)#

Console(config)#mac-address-table static 00-90-cc-94-34-de interface ethernet 1/1 vlan 1

396




clear mac-address-table dynamic

Privileged Exec

Console#iclear mac-address-table dynamic
Console#

show mac-address-table

show mac-address-table [address MAC [ 11 [interface
[vlan VLAN /D] [sort {address | vlan | interface}]

MAC - MAC

ethernet /
- - ( 19
- - ( 1 26)
port-channel 1D ( 1 4)
VLAN ID - VLAN ID ( 1 4094)
sort - vlan

Privileged Exec

397



MAC MAC
Type
- Learned -
- Permanent -
- Delete-on-reset -
MAC XX=XX=XX=XX-XX-XX 16
( ) 16
0 1
00-00-00-00-00-00 FF-FF-FF-FF-FF-FF
(any)
8191

Console#show mac-address-table
Interface Mac Address Vlan Type
Eth 1/1 00-90-cc-94-34-de 1 Delete-on-reset
Trunk 2 00-90-cc-8f-aa-1b 1 Learned
Console#

mac-address-table aging-time

no

mac-address-table aging-time
no mac-address-table aging-time

- ( 10 30000 0 )

300

Global Configuration

398



Console(config)#mac-address-table aging-time 100
Console(config)#

show mac-address-table aging-time

Privileged Exec

Console#show mac-address-table aging-time
Aging time: 100 sec.
Console#
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STA

(STA)

4-50
spanning-tree GC 401
spanning-tree mode STP RSTP GC 401
spanning-tree GC 402
forward-time
spanning-tree GC 403
hello-time
spanning-tree max-age GC 404
spanning-tree priority GC 404
spanning-tree RSTP GC 405
path-cost method
spanning-tree RSTP GC 406
transmission-limit
spanning-tree cost IC 406
spanning-tree IC 407
port-priority
spanning-tree edge-port IC 408
spanning-tree portfast IC 409
spanning-tree link-type | RSTP IC 410
spanning-tree BPDU PE 410
protocol-migration
show spanning-tree ( ) PE 411

400




spanning-tree

no

[no] spanning-tree

Global Configuration

(STA)

(STA

Console(config)#spanning-tree
Console(config)#

spanning-tree mode

spanning-tree mode {stp | rstp}
no spanning-tree mode

stp -
rstp -

rstp

no

(IEEE 802.1D)
(IEEE 802.1w)

401



Global Configuration

802.1D BPDU

RSTP

RSTP

- STP -
802.1D BPDU
802.1D BPDU

- RSTP - RSTP

(STP)

(RSTP)

RSTP
STP

802.1D

802.1D BPDU
RSTP BPDU RSTP

RSTP BPDU

Console(config)#

Console(config)#spanning-tree mode rstp

spanning-tree forward-time

no

spanning-tree forward-time

no spanning-tree forward-time

- (
4 It

15

Global Configuration

402

4 30 )
/2)+1]




(discarding ( ) — learning (

) - forwarding (

)

discarding ( )
Console(config)#spanning-tree forward-time 20
Console(config)#
spanning-tree hello-time
no
spanning-tree hello-time
no spanning-tree hello-time
- ( 1 10 )
10 [( /2)-1]

Global Configuration

Console(config)#spanning-tree hello-time 5
Console(config)#
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spanning-tree max-age

no

spanning-tree max-age
no spanning-tree max-age

- (
6 2 x (
40 2 x (

20

Global Configuration

6 40 )
+1)]
- 1)]

STA

LAN

Console(config)#spanning-tree max-age 40
Console(config)#

spanning-tree priority

no

spanning-tree priority
no spanning-tree priority

( - 0 61440 (4096

)

0 4096 8192 12288 16384 20480

24576 28672 32768 36864 40960 45056 49152 53248 57344 61440)

404




32768

Global Configuration

STA
MAC

Console(config)#spanning-tree priority 40960
Console(config)#

spanning-tree pathcost method

no

spanning-tree pathcost method {long | short}
no spanning-tree pathcost method

long - 32 0 200,000,000
short - 16 0 65535

long

Global Configuration

(410 )

(409

)

405




Console(config)#spanning-tree pathcost method long
Console(config)#

spanning-tree transmission-limit
RSTP BPDU no

spanning-tree transmission-limit
no spanning-tree transmission-limit

- ( 1 10)

Global Configuration

BPDU

Console(config)#spanning-tree transmission-limit 4
Console(config)#

spanning-tree cost

no

spanning-tree cost
no spanning-tree cost

- (1 200,000,000)

200,000 20,000,000
20,000 2,000,000

406




2,000 200,000

- 2,000,000 1,000,000 500,000
- 200,000 100,000 50,000
- 10,000 5,000
Interface Configuration ( )
(406 ) short
65,535
Console(config)#interface ethernet 1/5
Console(config-if)#spanning-tree cost 5000
Console(config-if)#
spanning-tree port-priority
no

spanning-tree port-priority
no spanning-tree port-priority
- ( 0 240 16 )

128

Interface Configuration ( )

407




Console(config)#interface ethernet 1/5
Console(config-if)#spanning-tree port-priority 128
Console(config-if)#

spanning-tree cost (p.406)

spanning-tree edge-port

[no] spanning-tree edge-port

Interface Configuration (

LAN LAN

STA

spanning-tree portfast

408

no




Console(config)#interface ethernet ethernet 1/5
Console(config-if)#spanning-tree edge-port
Console(config-if)#

spanning-tree portfast (p.409)

spanning-tree portfast
no

[no] spanning-tree portfast

Interface Configuration ( )
Discarding ( )
Learning ( ) Forwarding ( )
STA
(
LAN LAN
)

spanning-tree edge-port

Console(config)#interface ethernet 1/5
Console(config-if)#spanning-tree portfast
Console(config-if)#

409



spanning-tree edge-port (p.408)

spanning-tree link-type

spanning-tree link-type {auto | point-to-point | shared}
no spanning-tree link-type

auto -
point-to-point -
shared -
auto
Interface Configuration ( )
1
2
RSTP 2

RSTP

no

Console(config)#interface ethernet 1/5
Console(config-if)#spanning-tree link-type point-to-point

spanning-tree protocol-migration
BPDU

spanning-tree protocol-migration

410




ethernet /

- - ( 19
- - ( 1 26)
port-channel ID( 1 6)
Privileged Exec
BPDU BPDU STP BPDU
STP
spanning-tree protocol-migration
BPDU  (RSTP STP )

Console#spanning-tree protocol-migration ethernet 1/5
Console#

show spanning-tree

show spanning-tree [ ]
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4)

Privileged Exec

show spanning-tree

411




show spanning-tree

Spanning-tree information
Configuring Global Settings

166

170

Console#show spanning-tree
Spanning-tree information

Spanning tree mode: RSTP

Spanning tree enabled/disabled:  enabled

Priority: 40960

Bridge Hello Time (sec.): 2

Bridge Max Age (sec.): 20

Bridge Forward Delay (sec.): 15

Root Hello Time (sec.): 2

Root Max Age (sec.): 20

Root Forward Delay (sec.): 15

Designated Root: 32768.0.0000ABCD0000

Current root port: 1

Current root cost: 50000

Number of topology changes: 5

Last topology changes time (sec.):226

Transmission limit: 3

Path Cost Method: long
Eth 1/ 1 information
Admin status: enabled

Role: root

State: forwarding

Path cost: 100000

Priority: 128

Designated cost: 200000

Designated port: 128.24

Designated root: 32768.0.0000ABCD0000

Designated bridge: 32768.0.0030F1552000

Fast forwarding: enabled

Forward transitions: 1

Admin edge port: enabled

Oper edge port: disabled

Admin Link type: auto

Oper Link type: point-to-point

Spanning Tree Status: enabled

Console#
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VLAN

VLAN
VLAN
VLAN VLAN
4-51 VLAN
VLAN VID VLAN 413
VLAN / PVID 415
GVRP VLAN
VLAN VLAN MAC 421
VLAN / VLAN 423
VLAN
4-52 VLAN
vlan database VLAN VLAN GC 413
vlan VID VLAN VC 414

vlan database
VLAN

Global Configuration

413




VLAN VLAN
show vian VLAN

VLAN
interface vian
show running-config

Console(config)#vlan database
Console(config-vlan)#

show vlan (p.422)

vlan
VLAN VLAN

vlan VLAN /D [name VLAN ] media ethernet [state {active | suspend}]
no vlan VLAN /D [name | state]

VLAN ID - VLAN ID ( 1 4094

name - VLAN

- VLAN -1 32 ASCII

media ethernet -

state - VLAN

- active - VLAN

- suspend - VLAN VLAN

VLAN 1

VLAN Database Configuration (VLAN )

414



no vlan VLAN /D - VLAN
no vlan VLAN /D name - VLAN

no vlan VLAN /D state - VLAN (active)
VLAN 255
VLAN ID 105 VLAN RD5 VLAN VLAN
Console(config)#vlan database
Console(config-vlan)#vlan 105 name RD5 media ethernet
Console(config-vlan)#
show vlan (p.422)
VLAN
4-53 VLAN
interface vlan VLAN IC 416
switchport mode VLAN IC 416
switchport IC 417
acceptable-frame-types
switchport IC 418
ingress-filtering
switchport native vlan PVID ( VLAN) IC 419
switchport allowed vlan VLAN [IC 420
switchport gvrp GVRP IC 431
switchport forbidden VLAN IC 421
vlan
switchport priority IC 436

default

415




interface vlan
VLAN VLAN

interface vlan VLAN /D
VLAN ID - VLAN ID ( 1 4094 )

Global Configuration

VLAN 1 IP VLAN

Console(config)#interface vlan 1
Console(config-if)#ip address 192.168.1.254 255.255.255.0
Console(config-if)#

shutdown (p.371)

switchport mode
VLAN no

switchport mode {trunk | hybrid | private-vian}
no switchport mode

trunk - VLAN
VLAN
VLAN (PVID
hybrid - VLAN

416



private-vlan - 426
private-vlan
PVID VLAN 1
Interface Configuration ( )
1

switchport mode

Console(config)#interface ethernet 1/1
Console(config-if)#switchport mode hybrid
Console(config-if)#

switchport acceptable-frame-types (p.417)

switchport acceptable-frame-types

no

switchport acceptable-frame-types {all | tagged}
no switchport acceptable-frame-types

all -
tagged -

Interface Configuration ( )

VLAN

417



Console(config)#interface ethernet 1/1
Console(config-if)#switchport acceptable-frame-types tagged
Console(config-if)#

switchport mode (p.416)

switchport ingress-filtering

[no] switchport ingress-filtering

Interface Configuration ( )
VLAN
( VLAN )
VLAN
GVRP STA VLAN BPDU
GMRP  VLAN BPDU
1

418

no




Console(config)#interface ethernet 1/1
Console(config-if)#switchport ingress-filtering
Console(config-if)#

switchport native vilan
PVID ( VLAN ID)

switchport native vlan VLAN /D
no switchport native vlan

VLAN ID - VLAN ID (

VLAN 1

Interface Configuration (

VLAN 1 PVID

VLAN 1
VLAN

all
hybrid PVID

1 PVID VLAN3

no

1 4094 )

VLAN

PVID

Console(config)#interface ethernet 1/1
Console(config-ify#switchport native vian 3
Console(config-if)#

419




switchport allowed vian
VLAN

no

switchport allowed vlan {add VLAN [tagged | untagged] | remove VLAN

no switchport allowed vian

add VLAN - VLAN ID

remove VLAN - VLAN ID

VLAN - VLAN ID
VLAN 1

Interface Configuration (

(

hybrid
VLAN
trunk (1Q
VLAN
VLAN
tagged/untagged
VLAN
VLAN
VLAN 1
VLAN
VLAN
VLAN
VLAN1 2 5 6 1 VLAN

)

(

ID
1 4094)

}

Console(config)#interface ethernet 1/1
Console(config-if)#switchport allowed vlan add 1,2,5,6 tagged
Console(config-if)#

420




switchport forbidden vian

VLAN VLAN no
switchport forbidden vlan {add VLAN | remove VLAN
no switchport forbidden vian
add VLAN - VLAN ID
remove VLAN - VLAN ID
VLAN - VLAN ID ( ID
( 1 4094)
VLAN
Interface Configuration ( )
VLAN GVRP
VLAN VLAN
VLAN
1 VLAN3
Console(config)#interface ethernet 1/1
Console(config-if)#switchport forbidden vlan add 3
Console(config-if)#
VLAN
4-54 VLAN
show vlan VLAN NE PE 422
show interfaces VLAN NE PE 374
status vlan
show interfaces NE PE 377
switchport

421




show vian
VLAN

show vlan [id VLAN /D | name VLAN | private-vian

id - VLAN ID

- VLANID - VLAN ID ( 1 4094

name - VLAN

- VLAN -1 32 ASCII

private-vlan - 429

private-vlan

- VLAN - VLAN
Community ( ) Isolated ( ) Primary (

VLAN

Normal Exec Privileged Exec

VLAN 1

VLAN

show vlan

]

Console#show vlan id 1

Vlan ID: 1

Type: Static
Name: DefaultVlan
Status: Active

Ports/Port channel: Ethl1/ 1(S) Eth1/ 2(S) Eth1/ 3(S) Eth1/ 4(S) Eth1/ 5(S)

Eth1/ 6(S) Eth1/ 7(S) Eth1/ 8(S) Eth1/ 9(S) Eth1/10(S)
Eth1/11(S) Eth1/12(S) Eth1/13(S) Eth1/14(S) Eth1/15(S)
Eth1/16(S) Eth1/17(S) Eth1/18(S) Eth1/19(S) Eth1/20(S)
Eth1/21(S) Eth1/22(S) Eth1/23(S) Eth1/24(S) Eth1/25(S)
Eth1/26(S)

Console#

422




VLAN

VLAN
/
VLAN 2 LAN
VLAN VLAN
(promiscuous) ( )
VLAN VLAN VLAN
VLAN
1 1 (
VLAN
VLAN VLAN
VLAN 1 VLAN (
VLAN VLAN )
VLAN
4-55 VLAN
VLAN
private-vlan VLAN VLAN VLAN vC 424
private-vlan association VLAN VLAN VC 425
VLAN
switchport mode IC 426
private-vlan
switchport private-vlan VLAN IC 427
host-association
switchport private-vlan VLAN IC 428
isolated
switchport private-vlan VLAN IC 428
mapping
VLAN

423




show vlan private-vlan VLAN NE 429
PE
/
1. private-vlan 1 VLAN
VLAN
2.  private-vlan association VLAN VLAN
3. switchport mode private-vlan ( VLAN
) ( )
4. switchport private-vlan host-association
VLAN
5.  switchport private-vlan mapping VLAN
6. show vlan private-vlan
VLAN
1. private-vian 1 1
VLAN
2. switchport mode private-vian 1 ( VLAN
) 1 ( )
3. switchport private-vlan isolated VLAN
4.  show vlan private-vian
private-vian
/ / VLAN
VLAN no
private-vlan VLAN /D {community | primary | isolated}
no private-vlan VLAN /D
VLAN ID - VLAN ID ( 1 4094 )
community - VLAN
VLAN VLAN
primary - 1 VLAN VLAN

424




VLAN

isolated - VLAN VLAN
VLAN

VLAN Configuration (VLAN )

VLAN VLAN
VLAN
VLAN ( ) VLAN
1
VLAN VLAN
GVRP VLAN
VLAN (416
switchport mode )

Console(config)#vlan database

Console(config-vlan)#private-vlan 2 primary

Console(config-vlan)#private-vlan 3 community

Console(config)#

private vlan association
VLAN ( ) VLAN
VLAN no
private-vian VLAN [D association { VLAN ID| add
VLAN ID| remove VLAN ID}
no private-vian VLAN [D association
VLAN ID - VLAN ID
( 1 4094 )
VLAN ID - ( )VLAN D ( 1 4094
)

425



VLAN Configuration

VLAN

VLAN VLAN
) VLAN

Console(config-vlan)#private-vlan 2 association 3
Console(config)#

switchport mode private-vian
VLAN

no

switchport mode private-vlan {host | promiscuous}
no switchport mode private-vian

host - VLAN

promiscuous - VLAN
VLAN

Normal VLAN

Interface Configuration ( )

switchport private-vlan mapping

VLAN private-vlan host association

VLAN
426

VLAN




switchport private-vlan isolated
VLAN

Console(config)#interface ethernet 1/2
Console(config-if)#switchport mode private-vlan promiscuous
Console(config-if)#exit

Console(config)#interface ethernet 1/3
Console(config-if)#switchport mode private-vlan host
Console(config-if)#

switchport private-vlan host-association
VLAN
no

switchport private-vlan host-association
no switchport private-vlan host-association

VLAN ID - VLAN 1D (

Interface Configuration (

( ) VLAN

VLAN

VLAN ID

2 4094)

Console(config)#interface ethernet 1/3
Console(config-if)#switchport private-vlan host-association 3
Console(config-if)#

427



switchport private-vlan isolated
VLAN

switchport private-vlan isolated VLAN ID
no switchport private-vlan isolated

VLAN ID - VLAN D ( 1 4094)

Interface Configuration (

VLAN

Console(config)#interface ethernet 1/3
Console(config-if}#switchport private-vlan isolated 3
Console(config-if)#

switchport private-vlan mapping
VLAN
no

switchport private-vlan mapping VLAN ID
no switchport private-vian mapping

VLAN ID - VLAN D (

Interface Configuration (
428

1 4094




VLAN VLAN
VLAN

Console(config)#interface ethernet 1/2
Console(config-if)#switchport private-vlan mapping 2
Console(config-if)#

show vlan private-vlan
VLAN

show vlan private-vlan [community | isolated | primary]

community - VLAN
VLAN
isolated - VLAN
Primary Secondary
VLAN ID
primary - VLAN

Privileged Executive

Console#show vlan private-vlan

Primary ~ Secondary Type Interfaces
5 primary Ethl/ 3
5 6 community  Ethl/ 4 Ethl/ 5
0 8 isolated

Console#
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GVRP

GARP VLAN VLAN
VLAN
GVRP
MIB
4-56 GVRP
bridge-ext gvrp GVRP GC 430
show bridge-ext PE 431
switchport gvrp GVRP IC 431
switchport forbidden vlan VLAN IC 421
show gvrp configuration GVRP NE PE 432
garp timer GARP IC 433
show garp timer GARP NE PE 434
bridge-ext gvrp
GVRP no
[no] bridge-ext gvrp
Global Configuration
GARP VLAN
VLAN VLAN
VLAN

430




Console(config)#bridge-ext gvrp
Console(config)#

show bridge-ext

Privileged Exec

182 Enabling or Disabling GVRP
(Global Setting) 37 Displaying Bridge Extension Capabilities
Console#show bridge-ext
Max support vlan numbers: 255
Max support vlan ID: 4094
Extended multicast filtering services: No
Static entry individual port: Yes
VLAN learning: IVL
Configurable PVID tagging: Yes
Local VLAN capable: No
Traffic classes: Enabled
Global GVRP status: Enabled
GMRP: Disabled
Console#
switchport gvrp
GVRP no

[no] switchport gvrp

431



Interface Configuration (

Console(config)#interface ethernet 1/6
Console(config-if)#switchport gvrp
Console(config-if)#

show gvrp configuration
GVRP

show gvrp configuration [ 1

ethernet /

- - ( 19
- - ( 1 26)
port-channel ID( 1 4)

Normal Exec Privileged Exec

Console#show gvrp configuration ethernet 1/6
Eth 1/ 6:

GVRP configuration: Enabled
Console#

432



garp timer

join ( ) leave ( ) leaveall (

no

garp timer {join | leave | leaveall}
no garp timer {join | leave | leaveall}

{join | leave | leaveall} -

join 20 1000
leave 60 3000
leaveall 500 18000

(17100 )

join 20
leave 60
leaveall 1000

Interface Configuration (

(GARP)
LAN
GARP

VLAN

- leave >= (2 x
- leaveall > leave

join)

GMRP

GVRP GMRP

GVRP

GVRP

2 GVRP

GVRP

Console(config)#interface ethernet 1/1
Console(config-if)#garp timer join 100
Console(config-if)#

433



show garp timer (p.434)

show garp timer
GARP

show garp timer [ ]

ethernet /

- - ( 19
- - ( 1 26)
port-channel ID( 1 4

GARP

Normal Exec Privileged Exec

Console#tshow garp timer ethernet 1/1
Eth 1/ 1 GARP timer status:
Join timer: 100 centiseconds
Leave timer: 60 centiseconds
Leaveall timer: 1000 centiseconds
Console#

garp timer (p.433)

4 CoS

434



4-57

( 2) 435
CoS
( 3 TCP IP IP DSCP CoS 442
4)
2)
4-58 ( 2)
queue mode GC 436
(WRR)
switchport priority IC 436
default
queue bandwidth GC 437
queue cos map CoS IC 438
show queue mode PE 439
show queue bandwidth PE 440
show queue cos-map | CoS PE 440
show interfaces PE 377

switchport

435




queue mode
(CoS)
(WRR)

queue mode {strict | wrr}
no queue mode

strict -

wIT -
46

Global Configuration

(WRR)
WRR

no

1

Console(config)#queue mode strict
Console(config)#

switchport priority default

switchport priority default

no switchport priority default

436

no




D -

07 7
Interface Configuration ( )
IP Port (IP ) IP Precedence (IP )
IP DSCP
( )

IEEE 802.1Q VLAN
IEEE 802.1Q VLAN

IEEE 802.1p User Priority ( )
8
show queue bandwidth
VLAN
0 ( VLAN
VLAN )
3 5
Console(config)#interface ethernet 1/3
Console(config-if)#switchport priority default 5
queue bandwidth
4 (CoS) (WRR)
no
queue bandwidth 1. 3
no queue bandwidth
1.. 3- 0 3 WRR
0 1

437



( 1 31

1246 0 3

Global Configuration

WRR

1 3 WRR

Console(config)#queue bandwidth 6 9 12
Console(config)#

show queue bandwidth (p.440)

queue cos-map

(CoS) ( 0 3)
CoS no

queue cos-map ID [cos1 ... cosn)
no queue cos-map

D - 1D

0 3 3

cosl .. cosn - ID CoS
CoS 0 7 7
4 CoS

IEEE 802.1p 8
IEEE 802.1p

438



4-59 CoS

1,2 0,3 4,5 6,7

Interface Configuration (

CoS
CoS

CoS 01 2 0 3

Console(config)#interface ethernet 1/1
Console(config-if)#queue cos-map 0 0 1 2
Console(config-if)#queue cos-map 1 3
Console(config-if)#queue cos-map 2 4 5
Console(config-if)#queue cos-map 3 6 7
Console(config-if)#end

Console#show queue cos-map ethernet 1/1
Information of Eth 1/1

CoS Value 101234567
Priority Queue: 00012233
Console#

show queue cos-map (p.440)

show queue mode

Privileged Exec

439



Console#show queue mode

Queue mode: wrr
Console#

show queue bandwidth
4 (WRR)

Privileged Exec

Console#tshow queue bandwidth
Queue ID  Weight

Console#

show queue cos-map
CoS

show queue cos-map [ |

ethernet /

- - ( 18
- - ( 1 26)
port-channel ID( 1 4

440



Privileged Exec

Console#show queue cos-map ethernet 1/1
Information of Eth 1/1

CoS Value 101234567
Priority Queue: 00012233
Console#
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4-60 ( 3 4

map ip port Enables TCP/UDP class of service mapping GC 443
map ip port Maps TCP/UDP socket to a class of service IC 444
map ip port TCP CoS GC 444
map ip port TCP CoS IC 450
map ip precedence IP CoS GC 443
map ip precedence IP CoS IC 445
map ip dscp IPDSCP CoS GC 447
map ip dscp IP DSCP CoS IC 447
show map ip port Shows the IP port map PE 448
map access-list ip ACL CoS IC 348
map access-list mac | ACL CoS IC 365
show map ip port IP PE 448
show map ip IP PE 449
precedence

show map ip dscp IP DSCP PE 450
show map access-list PE 348
ip CoS

show map access-list PE 355
mac CoS

442




map ip port (Global Configuration)
IP (TCP/UDP CoS ) IP
no

[no] map ip port

Global Configuration

IP Port (IP ) IP Precedence (IP )
IP DSCP

TCP/UDP

Console(configy#map ip port
Console(config)#

443



map ip port (Interface Configuration)
IP (TCP/UDP )

map ip port cos CoS
no map ip port

-16 TCP/UDP
coS -CoS ( 0 7

Interface Configuration (

IP Port (IP
IP DSCP
P

HTTP CoS 0

( 1 65535)

) IP Precedence (IP

no

Console(config)#interface ethernet 1/5
Console(config-if)#map ip port 80 cos 0
Console(config-if)#

map ip precedence (Global Configuration)
IP (1P )
no

[no] map ip precedence

444




Global Configuration

IP Port (IP ) IP Precedence (IP

IP DSCP
IP IP DSCP

IP

Console(config)#map ip precedence
Console(config)#

map ip precedence (Interface Configuration)

IP (IP )
no
map ip precedence /P cos CoS
no map ip precedence
-3 ( 07

CoS -CoS ( 0 7)

4-61 IP
IP 0 1 2 3 4
CoS 0 1 2 3 4
Interface Configuration ( )
IP Port (IP ) IP Precedence (IP
IP DSCP

445



IP IEEE 802.1p CoS
8

IP 1 CoS 0

Console(config)#interface ethernet 1/5
Console(config-if)#map ip precedence 1 cos 0
Console(config-if)#

446



map ip dscp (Global Configuration)
IP DSCP ( )
no

[no] map ip dscp

Global Configuration

IP Port (IP ) IP Precedence (IP
IP DSCP
IP IP DSCP

IP DSCP

Console(configy#map ip dscp
Console(config)#

map ip dscp (Interface Configuration)
IP DSCP ( )
no

map ip dscp DSCP  cos CoS
no map ip dscp

DpScP -8 DSCP ( 0 63)
CoS -CoS ( 0 7)
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DSCP

4-62 IP DSCP  CoS

IP DSCP CoS
0 0
8 1
10, 12, 14, 16 2
18, 20, 22, 24 3
26, 28, 30,32,34,36 |4
38, 40, 42 5
48 6
46, 56 7

Interface Configuration (

IP DSCP
DSCP

IPDSCP 1 CoS O

IEEE 802.1p
4

DSCP

) IP Precedence (IP

CoS O

Console(config-if)#

Console(config)#interface ethernet 1/5
Console(config-ify#map ip dscp 1 cos 0

show map ip port
IP
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show map ip port [ ]

ethernet /

- - ( 19
- - ( 1 26)
port-channel ID( 1 4

Privileged Exec

HTTP CoS O

Console#show map ip port
TCP port mapping status: disabled

Port Port no. COS
Eth 1/ 5 80 O
Console#

map ip port (Global Configuration) (p.443)
map ip port (Interface Configuration) (444)

show map ip precedence
IP

show map ip precedence [ 1
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4)
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Privileged Exec

Consoleftshow map ip precedence ethernet 1/5
Precedence mapping status: disabled

Port Precedence COS
Eth1/5
Eth1/5
Eth1/5
Eth 1/ 5
Eth 1/ 5
Eth 1/ 5
Eth 1/ 5
Eth 1/ 5

Console#

~N o o s wWwNE O
~No s wWwNE O

map ip port (Global Configuration) (p.443)
map ip precedence (Interface Configuration) (p.445)

show map ip dscp

IP DSCP
show map ip dscp [ ]
ethernet /
- - ( 18
- - ( 1 26)
port-channel ID( 1 4)
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Privileged Exec

Console#show map ip dscp ethernet 1/1
DSCP mapping status: disabled

Port DSCP COS
Eth1/1 0 0
Eth1/1 1 0
Eth1/1 2 0
Eth1/1 3 0

Eth1/1 61 O

Eth1/1 62 0
Eth1/1 63 0
Console#

map ip dscp (Global Configuration) (p.447)
map ip dscp (Interface Configuration) (p.447)

IGMP (
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4-63

IGMP IGMP 452
IGMP
IGMP 2 IGMP 456
460
IGMP (Layer 3) Configures the IGMP protocol used with multicast 442
routing
IGMP
4-64 IGMP

ip igmp snooping IGMP GC 452
ip igmp snooping vlan GC 453
static

ip igmp snooping version IGMP GC 454
show ip igmp snooping | IGMP PE 454
show mac-address-table | IGMP MAC PE 455
multicast

ip igmp snooping
IGMP

no

[no] ip igmp snooping

452




Global Configuration

IGMP

Console(config)#ip igmp snooping
Console(config)#

ip igmp snooping vlan static

[no] ip igmp snooping vlan VLAN /D static /P
VLAN ID - VLAN ID ( 1 4094)

P - 1P
ethernet /
- - ( 19
- - ( 1 26)
port-channel ID( 1 4

Global Configuration

no

Console(config)#ip igmp snooping vlan 1 static 224.0.0.12 ethernet 1/5
Console(config)#

453




ip igmp snooping version
IGMP

ip igmp snooping version {1 | 2}
no ip igmp snooping version

1 - IGMP 1
2 - IGMP 2
IGMP 2

Global Configuration

1
1

ip igmp query-max-response-time ip igmp query-timeout

IGMP 1

no

IGMPv2

Console(config)#ip igmp snooping version 1
Console(config)#

show ip igmp snooping
IGMP

Privileged Exec

226 IGMP
454




IGMP

Console#show ip igmp snooping

Service status: Enabled
Querier status: Enabled
Query count: 2

Query interval: 125 sec

Query max response time: 10 sec

Router port expire time: 300 sec

IGMP snooping version:  Version 2
Console#

show mac-address-table multicast

show mac-address-table multicast [vlan VLAN /D] [user | igmp-snooping]

VLAN ID - VLAN ID (1 4094)
user -
igmp-snooping - IGMP

Privileged Exec

IGMP  USER

VLAN1 IGMP

Console#show mac-address-table multicast vlan 1 igmp-snooping
VLAN M‘cast IP addr. Member ports Type
1 224.1.2.3 Eth1/11 IGMP
Console#
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IGMP ( 2

4-65 IGMP 2)

ip igmp snooping querier IGMP GC 456
ip igmp snooping GC 457
query-count

ip igmp snooping GC 457
query-interval

ip igmp snooping GC 458
query-max-response-time

ip igmp snooping GC 459
router-port-expire-time
ip igmp snooping querier

IGMP ( no

[no] ip igmp snooping querier

Global Configuration

Console(config)#ip igmp snooping querier
Console(config)#
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ip igmp snooping query-count
no

ip igmp snooping query-count
no ip igmp snooping query-count

10)

Global Configuration

ip igmp snooping
query-max- response-time

10

Console(config)#ip igmp snooping query-count 10
Console(config)#

ip igmp snooping query-max-response-time (p.458)

ip igmp snooping query-interval
no

ip igmp snooping query-interval
no ip igmp snooping query-interval
- IGMP ( 60 125)
457



125

Global Configuration

100

Console(config)#ip igmp snooping query-interval 100
Console(config)#

ip igmp snooping query-max-response-time

no
ip igmp snooping query-max-response-time
no ip igmp snooping query-max-response-time

- IGMP ( 5 25)

10

Global Configuration

IGMPv2

ip igmp snooping query-count

20

Console(config)#ip igmp snooping query-max-response-time 20

458



Console(config)#

ip igmp snooping version (p.454)
ip igmp snooping query-max-response-time (p.458)

ip igmp snooping router-port-expire-time
no

ip igmp snooping router-port-expire-time
no ip igmp snooping router-port-expire-time

- (
)
(300 500)

300

Global Configuration

IGMPv2

300

Console(config)#ip igmp snooping router-port-expire-time 300
Console(config)#

ip igmp snooping version (p.454)
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4-66

ip igmp snooping vlan GC 460
mrouter
show ip igmp snooping PE 461
mrouter

ip igmp snooping vlan mrouter
no

[no] ip igmp snooping vlan VLAN /D mrouter
VLAN ID - VLAN ID ( 1 4094)

ethernet /
- - ( 18
- - ( 1 26)
port-channel 1D ( 1 4)
Global Configuration
IGMP IGMP
IGMP

11 VLAN1

460




Console(config)#ip igmp snooping vlan 1 mrouter ethernet 1/11
Console(config)#

show ip igmp snooping mrouter

show ip igmp snooping mrouter [vlan VLAN /D]

VLAN ID - VLAN ID ( 1 4094)

VLAN

Privileged Exec

Static (

VLAN 1 11

Console#tshow ip igmp snooping mrouter vian 1
VLAN M'cast Router Ports Type

1 Eth 1/11 Static
2 Eth 1/12 Static
Console#
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IP
IP DHCP IP
BOOTP DHCP
4-67 IP
ip address IP IC 462
ip default-gateway GC 463
ip dhcp restart BOOTP DHCP PE 464
show ip interface IP PE 465
show ip redirects PE 465
ping ICMP NE 466
PE
ip address
VLAN IP IP
no
ip address {/P | bootp | dhep}
no ip address
P -IP
- IP
bootp - IP BOOTP
dhep - IP DHCP

462



DHCP

Interface Configuration (VLAN)

IP
DHCP
IP 0 255 4
bootp dhcp
BOOTP DHCP
DHCP IP
)
BOOTP DHCP
IP VLAN
VLAN 1) VLAN
VLAN
IP IP
VLAN 1

BOOTP

IP
(BOOTP

ip dhcp restart

VLAN IP
VLAN

Console(config)#interface vlan 1
Console(config-if)#ip address 192.168.1.5 255.255.255.0
Console(config-if)#

ip dhcp restart (p.464)

ip default-gateway

no

ip default-gateway
no ip default-gateway

463



Global Configuration

Console(config)#ip default-gateway 10.1.1.254
Console(config)#

show ip redirects (p.465)

ip dhcp restart
BOOTP DHCP

Privileged Exec

ip address BOOTP
IP BOOTP
DHCP

BOOTP DHCP

464

DHCP

DHCP




Console(config)#interface vlan 1

Console(config-if)#ip address dhcp

Console(config-if)#end

Consoletfip dhcp restart

Consoleftshow ip interface
IP address and netmask: 192.168.1.54 255.255.255.0 on VLAN 1,
and address mode: DHCP.

Console#

ip address (p.462)

show ip interface
IP

Privileged Exec

Consoleftshow ip interface
IP address and netmask: 192.168.1.54 255.255.255.0 on VLAN 1,
and address mode: User specified.

Console#

show ip redirects (p.465)

show ip redirects

Privileged Exec

465



Console#show ip redirects
IP default gateway 10.1.0.254
Console#

ip default-gateway (p.463)

ping
ICMP
ping [size ] [count 1
- P P
- ( 32 512
- ( 1 16
Normal Exec Privileged Exec
ping
ping
ping Esc

466

10

32)

timeout




Console#ping 10.1.0.9
Type ESC to abort.
PING to0 10.1.0.9, by 5 32-byte payload ICMP packets, timeout is 5 seconds
response time: 10 ms
response time: 10 ms
response time: 10 ms
response time: 10 ms
response time: 10 ms
Ping statistics for 10.1.0.9:
5 packets transmitted, 5 packets received (100%), O packets lost (0%)
Approximate round trip times:
Minimum = 10 ms, Maximum = 20 ms, Average = 10 ms
Console#

interface (p.365)
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IEEE802.3 10BASE-T
IEEE802.3u 100BASE-TX
IEEE802.3ab 1000BASE-T
IEEE802.3z 1000BASE-SX/LX
IEEE802.3x

IEEE802.1Q TagVLAN
IEEE802.1p QoS

IEEE802.1d STP

IEEE802.1w Rapid Spanning Tree
IEEE802.1ad LACP

IEEE802.1X
RJ-45 x 24 10BASE-T 100BASE-TX
RJ-45 x 4 10BASE-T 100BASE-TX 1000BASE-T

Auto-MDI/MDI-X
MiniGBIC  x 2

512KB

12.8Gbps

MAC
8,000

(64Byte)
469



10BASE-T 14881 /

100BASE-TX 148810 /
1000BASE-TX/SX/LX 1488095 /
IEEE802.3

9212Bytes without CRC

VLAN
TagVLAN PrivateVLAN
TagVLAN PVID 1 4094
VLAN 255 IP VLAN 1

Trunk
8 4

QoS
4

Strict WRR
QoS CoS ToS DiffServ

STP/MSTP

SNMP
vl/v2c
Trap v1/v2
MIB 1l / Interface MIB /Ether-Link MIB/Bridge MIB
Extended Bridge MIB/ Entity MIB/ RADIUS MIB/PrivateMIB

RMON
Statistics/History/Alarm/Event (1 2 3 9 )

Tx RX

470



IGMP snooping(vl/ 2)

L4(TCP UDP etc) L3(IP) L2 MAC)
ACL 88

DHCP Client NTP RateLimit Syslog

LED
Power Diag RPS Stack Master Link/ACT

MTBF

81000

AC100V 50/60Hz

35W

440(W)x 44(H)x 230(D)mm

2.8kg

0 40
35 85%(
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-40 70
5 95

CE FCC Class A VCCI Class A

0S
Telnet SSH WEB HTTPS
( 1)
]
RJ-45 10BASE-T 100BASE-TX 1000BASE-T
RJ-45 10BASE-T 100BASE-TX 1000BASE-T 2

IEEE802.1X EAP-MD5
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B-1
Telnet WEB
SNMP
VLAN
IP
IP
IP
VLAN IP
Telnet Telnet/SSH
SSH Telnet/SSH
SSH
SSH
SSH
SSH (
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VT100
9600bps

8
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SNMP

O~ 0N e

Console(config)#logging on
Console(config)#logging history flash 7
Console(config)#snmp-server host 192.168.1.23
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(ACL)

1P MAC ( 2)
(BOOTP)
IP TFTP
(CoS)
(VLAN ) TCP/UDP IP
DSCP
(DSCP)
6 64
DSCP CoS
(DNS)
IP

Dynamic Host Control Protocol (DHCP)

TCP/IP
DHCP Bootstrap Protocol (BOOTP)

Extensible Authentication Protocol over LAN (EAPOL)

477



(RADIUS ) EAPOL

GARP VLAN Registration Protocol (GVRP)

VLAN
VLAN

Generic Attribute Registration Protocol (GARP)

Group Address Registration Protocol

Generic Multicast Registration Protocol (GMRP)

GMRP
GMRP
IEEE 802.1p

Group Attribute Registration Protocol (GARP)
Generic Attribute Registration Protocol

IEEE 802.1D
MAC
IEEE 802.1Q
VLAN VLAN
VLAN
IEEE 802.1p
(Qos)
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IEEE 802.1X
VLAN
LAN
IEEE

LAN



IEEE 802.1X

IEEE 802.3ac
VLAN

IEEE 802.3x

( IEEE 802.3-2002 )

Internet Group Management Protocol (IGMP)

IGMP
1 IGMP
IP
IP
IGMP
IP IP
IGMP IGMP IP
IP
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IPv4 (ToS)
3
Class of Service 11
2

ISO 7-Layer Data Communications Protocol

Link Aggregation Control Protocol (LACP)
LACP

(MIB)
Management Information Base

MD5

MD4

Network Time Protocol (NTP)

480

32

MD5

VLAN

MAC



IEEE 802.1X

RMON

VLAN
VLAN

Remote Authentication Dial-in User Service (RADIUS)
RADIUS

(RMON)

SNMP
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(RSTP)

IEEE 802.1D STP 10%
(SSH)
Telnet
SSH
Simple Network Management Protocol (SNMP)
Simple Network Time Protocol (SNTP)
SNTP Network Time Protocol (NTP)
NTP

NTP

(STA)

Telnet
TCP/IP

Terminal Access Controller Access Control System Plus (TACACS+)
TACACS

Transmission Control Protocol/Internet Protocol (TCP/IP)
TCP P
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Trivial File Transfer Protocol (TFTP)

User Datagram Protocol (UDP)

UDP

IP

UDP

LAN (VLAN)

XModem

TCP

128

TCP/IP

VLAN
LAN
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http://www.planex.co.jp/user/
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PLANEX DIRECT

<PLANEX DIRECT>
http://direct.planex.co.jp/

< / >
http://www.planex.co.jp/lan.shtml

< >
http://lwww.planex.co.jp/support/techform
< >

0120-415-977
10 12 13 17

<FAX>
03-5766-1615
24

Windows XP/Me

http://www.planex.co.jp
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2 FAX

FAX 03-5766-1615

FAX

E-MAIL

24
Product name

Product No. SF_0224FS

Serial No

(ON)

0Ss
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