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BABNBIHER =S E

Link/Act PoE LAN/-R— b

{\ sPort Web Smart PoE Switch
=) s 5Fs

-)

Reset A1 vF Power

LED | Status | AR
Power =4 BREONADTVET,
B BEDADTCWVE A,
AT ZETAHESDIAN K=V 7y TLTVET,
Link/Act B ZETBESDIAN K- RV IT7 v TLTVERA,
Y ZETAHESD LAN K= b DABELTCVET,
PoE =4 ?2%1?%) LAN R— h T PoE#aB%Z{To L& T,
B %29 % LANK— T PoE#EBZETT O L&A

ABGE TIBHERSREICRLE T,
Reset 1. ABRICEREANETT,
2. TReset A1 wF | HSHUEMLTHLET,
3. AESHBEE L. THHEROREICRY ET,

BIRAANYTF BIRIRT 2
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AREDISHEPRRE T [192.1682.1] D IP 7 FLADREETNTVE T, HFEVDRY T —7ICTEAT 2RI, [
CIP7 RLRZFED TV BHEEHMBICHEWNT EZHEERL TLIEEL,

ICECIP 7 FLRAZEO TV 2 HELN DD EEIF. ARRDIP 7 FLRAZZBLTHS. HEVDRY FT—
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AHEBDOWEB A V2 —T T —ADSRELZTOAICIE REMR/NVAVDIP T FLRAZRE@mOYHRE
[192.168.2.1] LBETEAME (192.1682.2 ~ 192.168.2.254) |ICEE T HMELHVET,
REAR/NYAVDIP 7 KLAEEREE. HEVD/ Y 2V OEIREAEZ SRR L EL,
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STEP1

SRER/NYIVDIP 7 KL A% 19216822 ~ 192.168.2.254 DEHEWICEE L. A&GHE LAN 77— T IV T
l‘}:‘l:1 ngg—o

REAHREIERDBY) TT,

P7FLR :192.168.2.1
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STEP2

RER/NY OYDOWEB 72 7% (Internetkxplorer &) Zi#E# L. 7 FL AMICAKHRDIP 7 FL X
1192168211 ZANLET,

STEP3

UROELSEOTA VEEHARRENETDTC, D) & TPassword] #ASIL. [OK] 22w o LET,
WIEAEIE. ID A Fadminl. Password A fadmin] T3,

USER LOG IN

Site: 192.168.2.1

D |

Password:

51% CIP 77 KL A, ID. Password Z#ZE LT2BEIE. TNEFNEBELAEZASI LTS :
: Ffeo ZBELIIP 7 RLXAL ID. Password ZHJHMEICR T HmAIE/ \— K7 = 77D Reset R :
\ ZUEFBL T L TEEL, BIERAEIE P2 ESRBLTIZEL, )




STEP4

Q54 VNCHINT HE. UTOR—IBEEET,

 Administrator
* Port Management 8-Port 10/100Mbps Ethernet Switch
 VLAN Setting
> Per Port Counter Advanced Features Basic Features
# QoS Sefting
+ Bandwidth control + Embedded HTTP web management
* Security + Portbased & 802.1Q based VLAN + UploadDownload configuration
» Spanning Tree « Statistics counter « Upgrade
* Trunking « Firewall « Security management

« POE Power onfofffunction = Password security
# Backup/Recovery

* Miscellaneous.
# Logout

AHEGETIEUTO 1 IHEDREZTOCENTEET,

AEGBDREBE ClE. ERICKREERBZRT L. ARIDA 1M VEEICKREBZANT DT LT ARMERE L

ESES

@ Administrator
AEGMDIP 7 FLARIDGZE, BIEMEEICRET AREZTVET,
@ Port Management
AEFDR— MREE, PPEBHNA > 2— 71— AT HREEATVET,
@ VLAN Setting
ABED VLAN #EEICRIT AR ERTTVE T,
@ Per Port Counter
BHLTWAR— bDEE - RE/\TY FDAT—RZADHR TCEXT,

@ QoS Setting
AEGOBAEEHEEICRET 2RELITVET,
@ Security

AEGEOHINT 2LF 1) T HEEICRET 2REEXITVE T,
@ Spanning Tree

FKEGDRINZ2 7V ) —HEEICBE T 2REZTVE T,
@ Trunking

AEED Trunk HEEICREIT 2REZITVE T,
@ Backup/Recovery

REBERD/INY 77y T A EITONE T,
@ Miscellaneous

ZTOMDOREICEET 2REETVE T,
@ Logout

AEURBDWEB AV Z—T 11— 7T M LET,

TNTNOREEEZERT 5L EOICHFMLBEREBEEIRTINE T, TNTNOREREICEHL I XA

Mg LT EEW,




Administrator
AHUBDIP 7 RLUARID%GE. EEEEEICET A2REATVET,

. EOIUTD 6 THEDEEL DY &9,
@ Authentication Configuration

@ System IP Configuration

@ System Status

@ Load Default setting

@ Firmware Update

@ Reboot Device

Authentication Configuration

ZTTIROSA VEETANTS D PSR T— REBET BT EATEET,

® [Username] (CiEO7 4 VEE CHERT S [ID) EASILET,
(#ERERE & Tadmin) TY)

@ [Password Confirm] (TIEA Y A VEE CHERT 2/\AT—REAHDLET, /AT — RIZHEEDIzH. 2
DDAIMBICE CEDEASILET,
(#DERERE 1 Tadmin) T9)

@ HEZZELfcS. [Update] #7Jv o7 LET,
@ TUpdate Successfullyll] BRI ENTz5, Reboot] BV U v LARREBREH LT, BEEBRICETE
HRMENE T,

 Administrator Authentication Configuration

* Contguraton

: ?:fr:;;;::ﬂnn Setting Value

0 SEEIEET Username admin max.15

3 Load default setting

s Fimware Update Password | seeee max15

@ RebootDevice Confirm | sssse
 Port Management
* VLAN Setting ]
% Per Port Counter Note:
. Username & Password can only use "a-z","A-Z","0-9","_","+","-""=".
> Security
* Spanning Tree
* Trunking
 Backup/Recovery
# Miscellaneous
% Logout
' #B © D, Password ZBLIBAI. TRENEBLLBEANLTILEL, }




System IP Configuration

CCTIEAHRDIP T FLRAEEET 5T ENTEET,

O FBHREICTBEE. [Static) RO, P7 FLR - HTXy hIRY

L&Y,

BEEUSICT 2 & EIE [DHCP) Z&UE Y,
TR EITUT DL SICREENTLET,

- IP Address

- Subnet Mask
- Gateway

- IP Configure

192.168.2.1
255.255.255.0
192.168.2.254

Static (FFENFRE)

@ EEBEZEANHE. [Update] 271 v o LTLEEL,
®

cTIAIKNT =TT A "EAS

Update Successfullyll] BNERRENTZ5. TReboot] &V 1w o LABREBEH L ET, BESNRICHTE
HREEENE T,

< Administrator

@ Authentication
Configuration

System IP Configuration

System IP Setting Value
Configuration
System IP Address [1oz [les o .[I
L it setting
Firmware Update Subnet Mask 5 [ B o
Reboot Devic Gateway ez e .0
# Port Management
% VLAN Setting IP Configure @ Static © DHCP
* Per Port Counter
% QoS Setting hlote:
» Security Invalid [P Address
5 1270017,
¥ Spanning Tree NoTar
¥ Trunking “0000°,
EET T
 Backup/Recovery k0TS
# Wiscallaneous and Greater than 223 %3+
# Logout
o m Em mm mm mm mm mm o mm Em mm mm mm mm mm m Em mm mm mm mm mm e mm Em mm mm mm mm e Em mm mm mm mm mm e m mm mm mm mm mm -—
[ e e N N i . 1
| EE P77 FLAZZEBLILHZEIE. BT ATREITHEZTLEEY |
e e o m Em mm mm mm mm mm m Em mm mm mm mm mm e Em Em mm mm mm mm e Em Em mm R mm mm e Em mm mm M mm mm e Em mm Em -

System Status

CZTIEMACT RLARYRT LDIN=D 32 ZWERT 2 ENTETR T, RRENDBRIIABERBDT V=7
IWIR— bz CHBIES EERBICBYET,

< Administrator

 Authentication
Configuration

a System P
Configuration

@ System Status
@ Load default setting
@ Firmware Update
@ Reboot Device

# Port Management

# VLAN Setting

% Per Port Counter

¥ Qos Setting

% Security

% Spanning Tree

% Trunking

» Backup/Recovery

¥ Miscellaneous

¥ Logout

System Status

MAC Address

Number of Ports

8

Bystem Version

[ Idle Time Security

Idle Time® (1730 Minutes)
Auto Logout(Default)

Back to the last display




Load Default setting
T T TIHRARRBORES TREFROREICRT C LA TEET,

@ [Load] Z7Uw o L&,
@ TUpdate Successfullyll] BFRRENTz5. Reboot] BV U v U LARREBREH LT, BEBRICEE
DB OIREICR Y £,

L3 0 ZEELRIPT7RLALID. Password Z{IEHEICR S BAI \— KD T 70 Reset RE > & :
1 LT LT REEW, BIEARIE P2 #BRBLTIIEEL, )

-+ Administrator

s Authentication Load Default Setting

Configuration

@ system P
Configuration

°  System Status
Load
© Load default setting (Ee=d)

@ Firmware Update
@ Rebaot Device

# Port Management

# VLAN Setting

 Per Port Counter

¥ QoS Setting

¥ Security

 Spanning Tree

 Trunking

# Backup/Recovery

& Miscellaneous.

# Logout

Firmware Update

CCTIRAHMDT 7 — LV I T ZEHTHENTEET, V7 —LV T T7EHZRTI HEEE. ABMITR
EENTWB/INAT— & 2 DDANMICASN L. [Update] #2271 wv o L&ET,

LB [Update] REVES s TRE. AADTS YT I ATYENES. T7—LYITT )
! 7w T T — k ORHEREEIC AU E T, :
. v TITF— R CEBTF— LI I THENEE, WEB AV 8—7 1 —ADBEEICRST & 1
! RTERBEYETDT. TB5DEMEE LENTREL, !
- Fh—. WEB A2 4—7 T —AOBEICRESE Eofed £id. P2 ICRBENTOSEM 1
: HR— bt B —E TTEE FEE L, :

* Administrator Firmware Update

@ Authentication
Configuration

@ systemIP
Configuration Password

s System Stalus

Pleass input the password to continue the
Firmware Update process

ReCenfirm
9 Load default setfing

9 Firmware Update

8 Reboot Device Motice
After clicking the “UPDATE” button, IF the firmwars update webpage is not redirected corractly or is shown as “Webpage not found”

* Port Mal it
nagemen Please connect to http://182.1682.1

¥ VLAN Setting

# Per Port Counter
* QoS Setting

* Security

% Spanning Tree

# Trunking

* Backup/Recovery
* Miscellaneous

* Logout




Reboot Device

TR EBEFLET,
Biicgd 5L EF [Confirm] 22U v L% T,

Reboat Device
GClick “Gonfirm” to Reboot the Device [ Oenfirm |




Port Management

ABGDR— PREE, 42— T 1 —XICEITEHHREHNTEXT,
ARERERBICIE. ETHIUATDS5BEEOEEL DY £7,

@ Port Configuration

@ Port Mirroring

@ Bandwidth Control

@ Broadcast Storm Control

@ PoE

Port Configuration
T TIERARED LAN K— FOBESTEET, REELFET & U TOFIBETOES,

fAuto (F—hxd¥T—3>) ) &V TEnable (B%h) )  [Disable (%)) HBOUE Y,
[Speed] Z T100M] /" MMOMJ H5EUVET,

MDuplex GBEE—K)J & [Full) / THalf] HhSEUEY,

Pause] &t TEnable (B%h) 1  [Disable (#&%h) ] &ZEUEXT,

IBackpressure] & [Enable (B%h)] ./ [Disable (#3h) | Z#EUE T,

[Tx Capability] &% [Enable (B%h)J  [Disable (#xh)] ZEU &9,

FAddr. Learning] & TEnable (B%h)1  [Disable (#%h)] ZE&U XY,
BETBR—MIFTVIEANKET,

[Update] #21)v 7 LET,

CRORCRONOCNORONONS

# Adminisirator Port Configuration
“+ Port Management
5 Port Configuration
@ Port Mirroring Aute Speed Duplex Pause Backpressure Tx Capability Addr. Learning
. Bandwidth Control Function . S — . . .
 Broadcast Storm
Control Select
» POE Port No otm @ @E O os@ 80 070 08E
 VLAN Setting
% Per Port Counter
“ QoS Setting
LSy Current Status Setting Status
* Spanning Tree Port T
ST [ (= Duglls FlowGtr] Auto-Nego S Dugler || Feause Baclaressuie T @ e m:ng
“ Backup/Recovet
& 1 -— -— -— -— Auto 100mM Full On On On On
# Miscellaneous.
» 2 -— -— — -— Auto 100M Full On Qn On On
Logout
] -— -— -— -— Auto 100M Full On On On Qn
4 [ ] 100 Full Off Auto 100mM Full On On On On
g -— -— — -— Auto 100M Full On On On On
8 -— -— -— -— Auto 100M Full On On On On
7 -— -— -— -— Auto 100mM Full On On On On
g -— -— -— -— Auto 100M Full On On On Qn

10



Port Mirroring

CZTIRR=—bDIZ—UVIDRED TEE T, AERTIIFFEDR— h CREXITEE LT/ 7w b ZEfD
R—hcaE— (25—U27) BTEET, ABBTIERx (RE). Tx (XE). Rx&Tx (x2f5) £— FicxH

L TWET,

@® TDestPort)] &KW/\7rv bDOAE—HbmadR— b EIBELE T,

@ [Monitored Packets| &, 25—V TDE— REEUVET,

(IDisable (#E%h) 1. Rx (5) 1. [Tx GXfE) J. [Tx&Rx (X=ME) 1)
® T[SourcePort] &W/rw bOOAE—méE2R—bEIEELE T,

@ [Update] Z271)wv o LEYd,

* Administrator Port Mirroring

< Port Management

Port Configuration

Port Mimoring
Bandwidth Control

Dest Port

Broadcast Storm _
Gontrol Monitored Packets

® POE

- Source Port
% VLAN Setting

% Per Port Counter
¥ QoS Setting

Multi to Multi Sniffer function

& security

 Spanning Tree

& Trunking

# Backup/Recovery
# Miscellaneous

# Logout

Bandwidth Control

CCCIRIRARROTEGIR (HH) ST E2RENTEET,

©®e ©®© 00

[Update] &2 1) w7 LEd,

[Port NoJ K WG HKR— b No. ZEUET,

[Tx Rate Value] T#EIRLTeR— FDEEREZFRELET,
(EEHIEIE 1~255 TY, ZILAE—RDEEE 0] #ASLET,)
[Rx Rate Value] TEIRLTzR— FDZRERER
(EEHIEIE 1~255 TY, ZILAE—RDEEE 0] #ANLET,)
lResolution] & [Low (32kbps)J. THigh (512kbps) | H5FEUE T,

=L

X AE

L&,

* Administrator

Bandwidth Control

+ Port Management

@ PorGonfouration Port No T Rate Value R Rate Value
@ Port Mirroring
@ Bandwidth Control o - Bardwidth = X resolution. (0718/185/255) Bardwidth = X reselution. (0718/185/255)
a Broadeast Storm 0: Full sneed. 1718/195/255: Specified bandwidth. ©: Full speed. 1718/195/255: Specified bandwidth
Control
° POE Low ~
) Low32Kbps
# VLAN setting (1) Rate value: 17255
 Per Port Counter Resolution | HighS12Kbps )
. (1)ihen link speed iz 10M and the resclution is 512Khne, the Rate value should ke 1719,
(2)When link speed is 100M and the resolution is 512Kbps, the Rate value should be 17195
# Security All ports use the same handwidth resolution
" Spennnatree
# Trunking

» Backup/Recovery

If the link speed of selected port is lewer than the rate that you setting. this system will use the value of link speed as your setting rate

* Miscellaneous

¥ Logout
Plj; T Rate(Kbns) Rx RatelKhbps) Sfe”e“d p;j: Tx Rate(Khbps) R Rate(Kbps) st::u
1 Full Speed Full Speed -— 5 Full Speed Full Speed -
2 Full Speed Full Speed -— [ Full Speed Full Speed -
3 Full Speed Full Speed -— 7 Full Speed Full Speed -
4 Full Speed Full Speed | 100M 8 Full Speed Full Speed -

11



Broadcast Storm Control

ZTTIER7O—FFv A PR M—LTY bO—)LikEE

@ TThreshold) & W,

BERTEET.

LEWMEZ 1] ~ [63] OFT

AN ]

X AE

L&Y,

@ T(EnablePort] T7O—RFv X M7y b ETEET HR— FEEVET,
® [Update] 2 1) v L&Y,

 Administrator
< Port Management

Port Gonfiguration
Port Mirroring
Bandwidih Control

Broadcast Storm
Control

@ POE
¥ VLAN Setting
 Per Port Counter
# QoS Setting
& Security
& Spanning Tree
& Trunking
# Backup/Recovery
# Miscellaneous.
# Logout

Broadcast Storm Control

Threshold 1-63
1 4 5 6 T 8
Enable Port 5 ‘ ‘ I ‘ A ‘ | ‘ ] B

5000us for 10Mbps speed

This value indicates the number of broadcast packet which is allowed to enter each port in one fime unit. One time unit is 500 us for 100Mbps speed and

PoE

T Z Tl PoE S5BDEN / XD

@ PoEfREBITBHR— MEEVET,
@ [Update] #71)wv o LET,

REL. HBRRZERLET,

# Administrator
<+ Port Management
8 Port Configuration

Port Mirroring
Bandwidih Control

Broadcast Storm
Control

@ POE
% VLAN Setting

% Per Port Counter
# QoS Sefting
 Security
 Spanning Tree

# Trunking
 Backup/Recovery
# Miscellaneous

# Logout

POE Configuration

Port a1 074 03 04 05 06 a7 08
Enable
PSE Current No Load No Load No Load No Load No Load Mo Load No Load No Load

Minimun Qutput
Power

PQE Class

Enable :Power On
Enablel:Power Off

Undate: Update the power control funtien

['PSE Current] / I'Minimum Output Power |

[POE Class

DR FERERNEABENERTEINE T,
CPOER— DY S AZERELET,
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VLAN Setting

ARBED VLAN HEEICBI T 2REN TEX T,
REREFERICTIE. ESICUTD3IEEDREEND Y £,
@ VLAN Mode

@ VLAN Member

@ Multi to 2 Setting

VLAN Mode

AERICIE TPort Based VLAN & TTagged VLAN| D2 DDE— RHH Y £,
TE—REGUEZ DL EIE [Change VLANmode] =2 1) w7 LET,

' ~, W~ e . . N
AR [Port Based VLAN| HAEZHD & Eid. [Multito 2 setting] & [Tagged VLAN] A EEIRIIC
: E::39) e R
o VLAN Mode
T Y Port Based VLAN [ Oranee VAN moda )

¥ security

% Spanning Tree

% Trunking

¥ Backup/Recovery
¥ Miscellaneous

¥ Logout

-—— = -




VLAN Member

T T TIEARBFHD VLAN BEEE

BCOBEILEMEN., tF21) T ZRALEEEDIENTELT,

@ TPort] &KW VLAN J)V—T D anR— M2 RUET,

@ VLAN Z)b—FIlcB8Md 2 R— McF v 7 HEANK T,
XF Ty IHDANTWBR— MI/T Y b B LE T,

® [Update] Zz71)wv o LETd,

% [LoadDefault] Z27 U v 79 5E, REMBEPHREICRLET,

HELET, %52 VAN J)L—TITBINLTaR— by ROKR— b ICHERT L etk

# Administrator VLAN Member Setting (Port Based)
* Port Management
~+ VILAN Setting
Port 01 ~ |Read
@ VLAN Mode °
@ VLAN Member Dest PORT o1 02 03 04 05 08 o7 08
®  Multito 2 Setti
Hi EEEng Wember Selection
% Per Port Count
' ner LoadDefault
# QoS Setting
& Security
% Spanning Tree
# Trunking WLAN MEMBER:
# Backup/Recovery
Port
* Miscellaneous. 1 2 3 4 il g 7 2
# Logout 1 v v v v v v v v
2 v v v v v v v v
3 v v v v v v v v
4 v v v v v v v v
5 v v v v v v v v
8 v v v v v v v v
7 v v v v v v v v
8 v v v v v v v v
IRoRE 1 2 a 4 5 8 7 3

Multi to 2 Setting

T ZTlE Multito2 &L D VLAN BEEDEREN TEX T, T DEEBEIL. [Destination Port No| & L CIEE LTzR—

FESLUHNDR— FELOETDREZFLEESHEETT,

B AV B2—%v bV 3V CHEREOBEZE L. FMELSHEDA V2 —2 v MERZERBT 2 EE)

® T[Destination PortNoJ KWUR—rAEIBELEXT,

MK 2 DETIEENTEXT,
@ BEZEILETHR— FNEUVUED,
® [Update] #21)v o7 L%,

% Administrator

% Port Management

“# VLAN Setting
@ VLAN Mode
@ VLAN Member
o Wultito 2 Setting

* Per Port Counter

Multi to 2 Setting

Destination Porthlo

Home VLAN 1; 01 ~

Home VLAN 2; 01 ~

Current Setting Port:— & —
DEBET o1 » o 04 o 08 o 08
* Security Dicable B B B B al B il B
 Spanning Tree Port
Updare
¥ Trunking

# Backup/Recovery
# Miscellaneous
# Logout

1A sxample for Multi-to-2 structure

VLAN Configuration

2 The original sstting of the VLAN Group will be cleared and replaced by this special structure if you enable this function
On the other hand, If you set the YLAN Group again, this special structure will he cleared and replaced by vour newest setting

14



Per Port Counter

BELTWAR—MDEE - 2E/\T Y FDRT—RZADMESRTELT,
[Refresh] 7 1) w o TBERT—RADEHEINET,

* Administrator Counter Category

# Port Management

# VLAN Setting
-~ Per Port Counter Counter Mode Selection: Receive Packet & Transmit Packet  «
@ Port Counter Port Receive Packet | Transmit Packet

# QoS Sefting 01 0 o

- sesurty 02 0 0

# Spanning Tree

# Trunking 03 0 0

* Backup/Recovery 04 1622 1715

¥ Miscellaneous 05 0 0

* Logout - % 5
o7 0 0
08 0 0

Note:
If Counter Mode is switched from the old one to a new one, the counter value of the old one will be discarded. And the counter value of the new
one will be counted from zero.

15



QoS Setting

REGOBLSIEEEEICRET 2RED TEEXT,

@ Priority Mode

@ Class of Service

Priority Mode

 EOIKTD 2 EEDEENDY &,

T T ClE QoS HREDBAEZRELE T,

O BREE—RERUET,
« First-In-First-Service CERICRITE SNy b EFOEFERELET,

(QoS HMENTY)

« All-High-before-Low 2Ty bEBEEDOEWVF1— (Q2) RIFELE

DECFI— Q1) ITRIVETET,

+ 4 Queue WRR (Weight-Round-Robin) 2oy RO VAR T TWRRI ICREESNTWVWBEDLXR

IR T. Ny hEXELET,

@ [Update] 27 1)wv o L%,

% Administrator
 Port Management
¥ VLAN Setting

& Per Port Counter
*# QoS Setting

°  Priority Mode

®  Class of Sevice

* Security

# Spanning Tree

# Trunking
 Backup/Recovery
# Miscellaneous

# Logout

Priority Mode

@ First-In-First-Service
Mode o All-High-before-Low: All packets will be assigned to either Q2(High) priority or Q1(low) priority.
© 4 Queue WRR

WRR Q1:8~Q2:8~Q38&~Q48~

16



Class of Service
T T TEER— D QoS E— RORELTEET,

T COREFUTOEDITEBHEENET,
[TCP/UDP port] > [P TOS/DS| > 802.1p) > [Physical port]

@® QoS E—FEHRELET,

< TCP / UDPPort :TQ1J A5 TQ4J IHEIRENEAR— FHABRIICTIZY £,
[Drop] (F2TOR— FHABEMITHEY ET,
Iy b F 2 —I& TPriority Mode @ 4 Queue WRR) THE LfcFa1—&+= (1Q1J
< 1Q210 TQ3U TQ4)) ITEEENE T,

- IPTOS /' DS :TOSEN—RATdH B/ v FHRIICEEENE T,

- 802.1p CERINERYEY T =T IVARRENE T,

« Physical port CES%Fa2— (TQ1J TQ2. TQ3U. TQ4)) &R LIEWR— M EEUOE T,

@ [Update] #271)wv o LET,

17



Class of Service

The switch treats TCP/UDP, IP TOS/DS, 802.1p and physical port CoS scheme in the following priority.
TCP/UDP > IP TOS/DS > 802/1p > Physical port.
This means TCP/UDP CoS will override all other settings.

(1) TCP/UDP port
Note:
Protocol (1) Q1 ~ Q4 options are effective for the selected physical port only.
(2) "Drop" option is the global setting for all physical ports.
FTP Q-
SSH a1 -
TELNET a1l -
SMTP at -
DNS o -
TFTP o -
HTTP Q1 -
POP3 a1l -
NEWS ar -
SNTP o -
NetBIOS at -
IMAP a1 -
SNMP o -
HTTPS a1 -
MSN a1l -
XRD_RDP ar -
Qa -
[[o]e] ar -
Yahoo al -
BOOTP/ DHCP ar -
User-defined A a1 -
TCPUDP
User-defined B a -
TCP/UDP
User-defined C a1 -
TCPUDP
Note: These user defined TCP/UDP port are the same as that used in TCP/UDP filter
U;g?r:ﬁm"gd User-defined A User-defined B User-defined C
(05535-1) Pot  ~Pot Pot  ~Pot pot  ~Pot |
The TCP/UDP port will be checked on the following physical port
01 ‘ 02 ‘ 03 ‘ 04 ‘ 05 ‘ 06 ‘ o7 ‘ 08
] ] ] & ] m &] ]

The Class of Service for TCP/UDP port number allows the network administrator to assign the specific application to a priority queue.

(2)IP TOS/DS

IP TOS/DS Priority 6'p001010: Q1 - 6'b010010: Q1 ~ 6'D011010: Q1 ~ 6b100010: @1 ~
Setting 6'b101110: Q1 ~ &'H110000: Q1 ~ 6'D111000: Q1 ~ Other Values: Q1
IP TOSIDS Port 01 02 03 04 05 06 o7 08
Setting =] @] @] @] @] 08 08 0B
(3)802.1p
For 802.1p priority field, the switch utilizes the following priority mapping table.
6 and 7 are mapped to the "Q4" priority queue.
4 and 5 are mapped to the "Q3" priority queue.
0 and 3 are mapped to the "Q2" priority queue.
1 and 2 are mapped to the "Q1" priority queue.
Port NoiMode 802.1p Port No\Mode 802.1p
1 =} 5 =]
2 =} 6 =]
3 |} 7 o
4 o 8 o
(4) Physical port
1 Qi - 5 al -
2 al - 6 al -
3 at - 7 al -
4 a1 - 8 ar -

18



Security

FERDLF 1T A HEICET 2REDTELT,
ARERERBICIE. ETOIUATD2EEDREEL DY £7,
@ MAC Address Binding

@ TCP / UDP Filter

MAC Address Binding
CZTIEMACT FLRICK D EF 2 T4 REZTVET,
¥ MAC T FLAZEANDLIER—=ME/NT Y b &SI LE T,
@ TSelectPort] &WR—FESZED. [Read] 27 1) v I LET,

@ [Binding) &W [Enable) ZEU. MAC77 FLAZEAHNDLET,
® [Update] #21)v o7 LEd,

# Administrator MAC Address Configuration

“ Port Management
“ VLAN Setting

# Per Port Counter Port No. MAC Address
# Qos Setting
< Security

& WAC Address 1 5 .
Binding - -

@ TCPUDP Filter [[Rear |
¥ 5 T
LT Select Port 91 ~ Binding Disable -

# Trunking
# Backup/Recovery
. Port MNo. Filter Status Pert Mo,
# Miscellaneous
e 1 Disable 5
2 Disable G
] Disable 7
4 Disable 2

Filter Status

D
D
Disable
D

19



TCP / UDP Filter

T TIETCP /S UDP 74 )b a%HELE T,

@ [Function Enable] &% TEnable] A#EU. TCP / UDP 7 4 )L 2 &HBIMLE T,
@ UFEYUR=bT71IbZI—IVERELE T,
< Allow @ BERLZ7OMIADTCP /UDP 71 /L2 ZEELET,
«Deny BERLZT7OMVADTCP /UDP 74 /L2 BB LEE A,
® [SecurePort] £YAR—FEBUET,
T EFRRDT — /D RETHBH T EERERLTIEEL,
T OEEEDN VDT AEREICE B & RERISEEFRAD WAN R— D TCP /S UTP R— b /N\—&HF T v
L&Y,
@ [Protocol] KW@EAYS7AMIIEEVDET,
® [Update] #7Uv o LET,

# Admiistrator TCP/UDP Filter Configuration
» Port Management
¥ VLAN Setting
 per Port Counter Funcfion Enable | Disable ~
# QoS setting Deny »
2 Security “Deny” means the outgoing packsts to the selected port with selected protocol will be dropped
e, and other protocols will be forwarded
e Port Fitering Rule N;::\ow" means the selected protocol will be forwarded and other protoeol will be dropped |
C wEAls AR 1. The secure WAN port should be sst at the physical port which is connected o the server. 1
% Spanning Tree 2. Once this function is enabled, the switch will check the destination TCP/UDF port number at the outgeing direction of the secure WAN port.
% Trunki If the cendition matches, this packet will be dropped or forwarded
runking
“ Backup/Recovery [[Port [1Port2 [[1Port03 [ PortDd4
Secure Port
# Miscellaneous CPortcs FIPorio8 FIPorto? DPorios
# Logout
[CIFTP [188H [CITELMNET [E3MTP
[CIDNS CTFTP [CIHTTP [FIPOP3 L4
[CINEWS [CISNTP [CNetBIOS VAP
Protocol
[CISNMP [CIHTTPS [CJXRD_RDP [BoOTR/
DHCP
[ User— [JUser— [CUser—
defined A defined B defined C
TGPAUDP TCR/UDP TCR/UDR
Note:The description of wre WAN port is shown bel k.
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Spanning Tree

FERD A= T ) —HKEEICET SRED CEX T,

RRERBICTIE. EOICUTD2IBEDEEL S &,

@ STP Bridge Settings

@ STP Port Settings

STP Bridge Settings

ZZTIRINT Y POBRICK D BEREZMLET 2 ENTELT,

©@ © ® OO

[STP Mode | % [Disable] , TSTPJ / [RSTPJ H5RUKE T,
[Bridge Priority] &KW 7w I DEBIAEZHRELE T,
[Hello Time) KW/ FDHBAERELE T,

W= R Ty IERA Y=Y DORICEIRE B LT,
Max Age] ZFRELET,

WEDAV T4 T L—2a v Avt—IQEIBRENEIRNETHEINE DL DEFEERELET,
Forward Delay] BffEIZHRELE T,

FROY—ZEEDH LWVRENBITT 25107 U v Y DFEEBEDESARMELE T,
[Submit] #27Jwv o LET,

 Administrator - .
STP Bridge Settings
“~ Port Management
% VLAN Setting
% Per Port Counter STP Bridge Status
e prtge | bl Time || MaxAge || oA
* Security STP Mode Y Y
» Spauning Tres (0761400 (1710 Bec) || (6740 Sec) (430 Se0)
@ STP Bridge Seftings v - 2 20 15
@ STP Port Settings
# Trunking

# BackupiRecovery

# Miscellaneous

# Logout

Note: 2#(Forward Delay—1) >= Max Age,

Max Age >= 2¥Hollo Tima+i}

STP Bridge Status
STP Mode Bridgs ID Hello Time | Max Age F‘[’)Z‘:v'ﬂ Reot ID
RSTP 3276600 22 GF 03 4D AQ 2 20 15 I'm the root bridge!

21



STP Port Settings

CZTRANZ VT R=FDOREEITVET,

@ T[PortNo) KW AR—FEEUET,
[Priority ] KW BHEZRELET,

CCTCOREIGIIN—T = RMIFfc&EL STP/RSTP ITRBEOBEEZEH L E T,

®
® TRPCJ ZAJILE T, TAUTOL ICTHEEF T0) ZANLET,
@

[Submit] 2w LEXY,

* Administrator
-+ Port Management
¥ VLAN Setting
# Per Port Counter
¥ QoS Setting
¥ Security
# Spanning Tree
s STP Bridge Sefings

@ STP Port Seftings
¥ Trunking

# Backup/Recovery
¥ Miscellaneous

# Logout

STP Port Settings

STP Port Sattings
Priority RPC (Reot Path Cost)
Rer S (0°240) {17200000000)
[ Submit |
STP Port Status
Port No. RPC Priority State Status Designated Bridge Deﬁp‘,g;:‘e”
1 Autol200000) 080 - Disable - -
2 Auto{200000] 080 - Dizable - -
3 Autol200000] 080 - Dicable — —
4 Autol200000) 080 De?g;:‘ed Forwarding — —
5 Auto(200000] 080 — Disable — —
8 Autal200000) 080 - Disable - -
7 Auto{200000] 080 - Dizable - -
8 Auto{200000] 080 - Disable — —
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Trunking

REED Trunk HEEICB T DREZTTVE T,

Link Aggregation Settings

BR27IV—T (FIV—THV&EK4R— ) {EREIRETY,

% Administrator

Trunking

% Port Management

 VLAN Setting

# Per Port Counter System Priority 1 (1"65535)

# Qo Setting Link Agaregation Algorithm MAC SrcBDst v

* security Submit

 Spanning Tree Notice: If any trunk group is set to LACP type, each port in the trunk group will not be

- Trunking erabledicart Forward/Receive) until the port can finish LACP procedure with its link
partrer port.

@ LinkAggregation
Setiings

# Backup/Recovery
% Miscellaneous

# Logout
Link Group 1 Link Group 2
P1 P2 P3 P& P7 P3
Member
State Disable ~ Disable ~
Type LAGP - LAGP «
QOperation Key 1 (175535) 2 (1765535)
Time Out Short Time Out v Short Time Out v
Activity Passive ~ Passive ~




Backup/Recovery

HEBRD/INY 7T v T - GidrAIHZTNE T,

N7y

[Download] Z27 w7y L. RET 7 ILEREFELET,

¥ sIAY

© Nyo7vTULERET 7AIVERE L. AMRICREINTWS/ART—RZANLET,
@ [Update] #7Uv o LET,
@ [Update Successfullyll] BZRRENTZS. [Reboot] 7 1w o LABGZBFEH LTI,

“ Administrator Configuration Backup/Recovery
% Port Management

% VLAN Setting

Backup(Switch—PC)
# Per Port Counter
# Qos Setting Please check "Download" to download EEPROM contents.
¥ Security
“ Spanning Tree
* Trunkina Recovery(PG—Switch)
# BackupRecovery
% Miscellaneous Select the image file -
# Logout

Passwortd
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Miscellaneous

ZTDMDEEICE T 2REZTVET,

Miscellaneous Setting
- Output Queue Aging Time  : Fa1—DI—IYV/EBERELET,
- VLAN Striding : TVLAN Striding | #8EDE%, S aRE LE T,
+ IGMP Snooping V1 & V2 : TIGMP Snooping V1 & V2] #&seDERN, HshzRELE T,

REDEB % RRT HLEEE [Update] 27 1)y 7 LET,

# Logor nooping V1 & V2
Logout GMP S
! D‘SESME IGMP Snooping V1 & V2 function enable

% Administrator Miscellaneous Setting

* Port Management

% VLAN Setting

- Output Queue Aging Time

¥ QoS Setting Agingtime  The output queue aging function allows the administrator to select the aging time of a packet stored in the output queue. A packet stored in

3 Security Disable » ms | the oufput queue for a long time will lower the free packet buffer, resulting in the poor ufilization of the buffer and the poor switch performance.
# Spanning Tree VLAN Striding

¥ Trunking VLAN Striding | When this function is enabled, the switch will forward a uni-cast packet to the destination port. No matter whether the destination port is in the
* Backup/Recovery Disable ~ same VLAN group.
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Logout

ABGDWEB A > 2—T 1 —AH5AT7 77 ~LET,

O77 7 g 5EEL Tlogout] &7 1) v LET,

# Administrator

# Port Management
VLAN Setting
 Per Port Counter
# Qos Setting

# security

# spanning Tree

# Trunking

# Backup/Recovery
* Miscellaneous

% Logout

Advanced Features

Bandwidth control

Port based & 802.1Q based VLAN
Statistics counter

Firewall

FOE Power on/off function

8-Port 10/100Mbps Ethernet Switch

Basic Features

Embedded HTTP web management
UploadiDownload configuration
Upgrade through TFTP & HTTP
Security management

Password security
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HERE

X IGARAE

IEEE802.3 © T0BASE-T

IEEE802.3u : TOOBASE-TX

I[EEE802.3x : 7EO—2> ~E—/b

IEEE802.3at : Power over Ethernet(PoE+)

I[EEE802.3ad : Trunk(Link Aggegation)

IEEE802.1g : VLAN(Port Based and Tag Based)

I[EEE802.1p : Class of Service,Priority Protocols

IEEE802.1x : 1 —1E83

I[EEE802.1d : Spanning tree

I[EEE802.1w : Rapid Spanning Tree Protocol

R— S ER

RJ-45 0% 2 X 8 . T0BASE-T. T00BASE-TX

(F—rxId¥T— 3>, AutoMDI/MDI-X SHi5)

ALY FUIHR

ARNT7&TAT—R

Xy NI—=045—=T)b

UTP/STP LAN 77—l

10Mbps @ 77 1) 3L E. 100Mbps : A7 J1) 5 E

INTY NNy T 7

1.625Mbits

AAYVFITT7T) Wy

1.6Gbps

MAC 77 K L AE 8

400018 (2K— k&5

ZJ—Fv b (64Byte)

T0BASE-T : &£7R— 14880 /N7 ~ /#

T00BASE-TX : &7R— bk 148,800 /v ~ /#)

JO—J> ra—jb

478 [ IEEE8023x. ¥ =& . N\wv o L v v—

TagVLAN,Port-Based VLAN

VLAN TagVLAN PVID #3F :1 ~ 4094
4 LAV

QoS 5577/ 31 X s FIFO WRR High before low
St QoS AT ¢ Port Base ,Tag Base ,Diffserv , TCP Port No.

POE nﬁ?égﬁ D30W/ R— b (2KR— EEF 1 125W), 8B AT - TypeA. ON/OFF ]
BHRER"Y

Trunk BRA4R—~ 20—

R—bZ5—UT Tx. Rx. Tx &Rx

RIVFF v X b IGMP Snooping(V1/V2)

A=) — STP/RSTP

IN—=RIDTTRAYF Reset

LED Power, Link/Act. PoE

AT 7 BE

MTBF 142,918 B5fH

ES AC100V 50/60Hz

HEEN BA 130W

SIS #5266 (W) X 44 (H) X160 (D) mm

B8 #9 1.8kg
= BE 1 0~40°C

TR S 35~ 85% (RELECL)
- SBE 20~ 70°C

RERER B 10~ 90% (REAECL)

BVSAEGSFINE CE. FCCClass A. VCClClass A
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REF L WEB 7257 % Internet Explorer Z #£52
{REEHAR] 1

XEREZ(TD T T 7L Internet Explorer Z#EE L X, ZNUANDT Z 7 TIXEEAERBICRRIINGWNEG
ahb I ET,

% IEEE802.3at(Type2) AFIB T 21 aId. H7 TV 5e LLED LAN — 7 LA @R R EL,

% |EEE802.3af XfISHE2s HLFERIBE T T,

XBRAERIETFERCEBITZHENHVET, HoOHLCHTTEITZTL,

BHIERIT. BHR— L= (http//www.planex.cojp) EBBEEL,
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HHEANDHHVLEDE

BERICETSEEVEDE
RRBAFIOTHEFS. CERIFEREET NN\ AT—IcBEE e,
Y b T=UBAPY AT LBE - HRGE. BEROEF LWL ZWLCLET,
<ZEBM/BRBHLYT+—L>
http://www.planex.co.jp/lan.shtml

lﬁﬁiﬂ‘]&?’a‘ﬁ:ﬁb““bﬂ' EEICET 5L abYE
mEARDTERIE. BHYR— b2 X TERVEbE T
EELHBE L OIcYR— MEMEL. BEFROBEERANLET,
<BBWEDLET+—L>
http://www.planex.co.jp/support/techform/
BEE>
HR—F &1V 1 0570-064-707
2T B~&EH. 10~ 12K, 13~ 17K
*RA S KUEHIEEDOARZEH & PR <
< FAX >
779 A&ES : 0570-088-194
24T 24 BERE
OBBWEDLERIOBFEN
YR— b EMBICT O . BEVWEDLEFIICUTDOEDE THELZEL,
BEKERD B IBBOWELET,
- BHERORBEL DT IVF VN
- SHBONYAVOREBEEARL—T 1 VTV AT L% (Windows Vista/XP 75 &)
- SHROX Y FT—URE (EROBEL A 2 —% v bF—EXTO/\1 2475 E)
- TERHRARGREORESERGE I7— A v E—IDhRRINTVEBERIEZOFHEEE LHTZEW)

HZ0fth
ZTOMOEBNEDLEEIE. BHR—LRX=IDh LMD EEN
75Xy RAAZ1Z5—v3vkX
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