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Web Smart Switch Configure
Please follow the steps to configure this Web Smart switch.
Step 1: Use a twisted pair cable to connect this switch to your PC.

Step 2: Set your PC’s IP to 192.168.2.xx.
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Step 3: Open the web browser (like IE...), and go to 192.168.2.1
Then you will see the login screen.
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ID: admin
Password: admin



Step 4: After the authentication procedure, the home page shows up.
Select one of the configurations by clicking the icon.

- Administrator

- Port Management
- VLAN Setting

- Per Port Counter
- QoS Setting

- Security

- Spanning Tree

- Trunking

- Backup/Recovery
- Miscellaneous

- Logout
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* Administrator
 Port Management 24-Port 101100Mbps Plus 2-Port Gigabit Ethernet Switch
* VLAN Setting
 Per Port Counter Advanced Features Basic Features
QoS Setti
Lk « Bandwidth control o Embedded HTTP web Management
+ security « Porthased & Tag based VLAN « Configuration Backup/Recovery
* Spanning Tree.  Statistics Counter o TFTP Firmware upgradeable

o L2~L4 Class of Senvice
* Miscellaneous.

 Logout




Administrator: Authentication Configuration
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~+ Rdministrator
° futhentication]
\Configuratior{

o System P
Configuration
S System Status

Authentication Configuration

Setting Value

Usemame [pdoin. max15

9 Load
o Fimwars Update
o Reboot Device

* Port Management

 VLAN Setting

# Per Port Counter

# QoS Setting

* Security

* Spanning Tree

¥ Trunking

# BackupRecovery

* Miscellaneous

* Logout

Password L
Confirm I

Note:

Username & Password can only use "a-z","A-Z","0-9","_","+",".","="

1. Change the user name and the password.
2. Click “Update” to confirm the new change.

Now, you can use the new user name and the password.



Administrator: System IP Configuration
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“ Administrator
o Authentication
Configuration

o [System iP|
Configuratior|

@ System Status
@ Load default sefting
o Fimwars Update
o Reboot Device

* Port Management

 VLAN Setting

# Per Port Counter

# QoS Setting

* Security

* Spanning Tree

¥ Trunking

# BackupRecovery

* Miscellaneous

# Logout

System IP Configuration

Setting
IP Address
Subnet Mask
Gateway

IP Configure

Value
L
etz
Al

®Static ODHCP

1. Change the IP address: type the new IP address or select DHCP
IP configuration.

2.  Click “Update” to confirm the new change. Setting Process
OK!!” will be shown on the screen.

Now, the setting of “System IP Configuration” is finished.



Administrator: System Status
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L System Status
@ Authentication
Configuration
@ System IP
Conaureton MAC Address 10:f0:13:10:18:26
o [Bystem Stafis
S Load default sefing Number of Ports 24+2
o Firmware Update
Silne Comment swich T
* Port Management Contact [ICPrgwel MAX:15
* VLAN Setting Location Besd  MAX1S
# Per Port Counter
e System Version 1P1826_WebCtrl_IP210SDK2_L3.4_v104
* Securty
* Spanning Tree
¥ Trunking
easisnecony Comment name only can use "a-z""A-Z""_" "+""." "0-9"
* Miscellaneous
* Logout

MAC address and system version will be shown on the screen.

1. Change the new comment of this switch by typing the new
comment.

2. Click “Update” to confirm the new change.

Now, the setting of “System Status” is finished.



Administrator: Load Default Setting
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“ Administrator

B e Load Default Setting
i gfr::;‘il:ﬂun recover switch default setting excluding the IP address, User name and Password
@ System Status
@ Load default setting
o Firmware Updale
o Reboot Device

* Port Management

# VLAN Setting

* Per Port Counter

# oS Setting

* Security

* Spanning Tree

¥ Trunking

# BackupRecovery

* Miscellaneous

# Logout

1. Click “Load” to back to the factory default setting.

**Note: Recover switch default setting excluding the IP address,
User name and Password.

Now, the default is loaded.



Administrator: Firmware Update
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~ Administrator Firmware Update

o Authentication
Configuration

o system P
Configuration Password

o System Status

S Load defaul sefing

o Fimwars Update Tgdate

S Reboot Device.

Please input the password to continue the
Firmware Update process.

ReConfirm

Notice:

B After clicking the "UPDATE" button, IF the firmware update webpage is not redirected correctly or is shown as "Webpage not found".
* VLAN Seting Please connect to hitp://192.168.2.1

# Per Port Counter
* QoS Setting

* Security

* Spanning Tree

¥ Trunking

# BackupRecovery
* Miscellaneous

* Logout

Follow the instruction on the screen to update the new firmware.

Please contact with your sales agents to get the latest firmware
information.



Administrator: Reboot Device
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 Rdistrtor Reboot Device:
o Auertiaton Click "Confirm" to Reboot the Device
Configuration
o oystemip
Configuration

o System Status
S Load defaul sefing
o Fimwars Update
o EeboaiDevcE

# Port Management

 VLAN Setting

* Per Port Counter

# QoS Setting

* Security

* Spanning Tree

* Trunking

# BackupRecovery.

* Miscellaneous

* Logout

1. Click “Confirm” to reboot the device.

Now, the setting of “Reboot Device” is finished.



Port Management: Port Configuration
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* Administrator Port Configuration

“# Port Management
e s, | s s |l |Loee || e || e
it o — — —— — - .
a Banawidtn Cortrol - @ \ = = \ " | \ = | \ - & \ = = \ -~ &
ALt Selct oOeds0uOds0e0r0e0o0n0n 000
. Bortlo uds0s0rdeds0n0a0z20s0u0s0x0
VAN Setting
# Per Port Counter
a0 setiay Current Statos. Setting Status
# Security o e
R Lik | Spel | Dukx | Fawcel TR ity Auelero | Sl | Dupkx | Pew | Bekprewe e
# Trunking 1 oN AUTO 100M FULL oN [ OFF
# BackupRecovery 2 oN AUTO 100M. FULL on OoN OFF
# Miscellaneous 3 on AUTO 1000 FULL o on OFF
* Logout 4 on AUTO 100M. FULL oN OoN OFF
5 on AUTO 1000 FULL o o OFF
6 OoN AUTO 100M. FULL on on OFF
7 on auT0 o | mu | ow on o
b on ) e | mu | ow on o
s on auTo e | | ow on o
I on AUTO 1000 FULL o oN OFF
m on AUTO 100M FULL on on OFF
12 on AUTO 100M FULL o o OFF
I on AUTO 100M FULL o o OFF
n on AUTO 1000 FULL o o OFF
15 on AUTO 1000 FULL o o OFF
6 | @ | om | mu on on Ao | | on on on
17 on AUTO 1000 FULL o o OFF
18 on AUTO 100M FULL o o OFF
19 on AUTO 100M FULL o o OFF
B o AUTO 100M FULL on on OFF
2 on AUTO 1000 FULL o o OFF
2 on AUTO 100M FULL on on OFF
2 on AUTO 1000 FULL oN o OFF
2 on AUTO 1000 FULL o o OFF
I o AUT0 1000M FULL on on OFF
% on AUTO 10004 FULL o o OFF

Select the “Port No.” - configure the mode below:

Pause - enable/disable for the selected port.

NV AE LN -

Tx Cap Ability- enable/disable for the selected port.
Auto-Negotiation- enable/disable Auto-Negotiation.
Speed - 10M, 100M or 1000M mode for the selected port.
Duplex - Full or Half-Duplex mode for the selected port.

Backpressure - enable/disable for the selected port.
Addr. Learning - enable/disable for the selected port.

After press the “Update”, the setting of “Port Configuration” is

finished.




Port Management: Port Mirroring

* Administrator Port Mirroring

“Port Management

o Port Configuraion [ 2 3 4 s s 7 o B 10 n 12 1
o poriiging o [a] [u] 0 0o (o [a] [u] 0 m] [} m]
S Bandwidih Control Port TR T = i P u
@ Broadeast Storm
AL [a] [m] 8] o |o [a] [a] [a] [a] [a) [a] [a]

s POE Monitored o
Packets

“ VLAN Setting

# Per Port Counter
> i Source [m] m} |
Qos Setting s

* security . 2 3 z e,
* Spanning Tree
* Trunking

* BackupRecovery Mol to Mol Sniffer function
* Miscellaneous

* Logout

o®|os

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from
Source port to Destination port for analysis.

1. Select the Destination port: you can choose port 1 to port 26.

2. Select the Source port: by clicking the checking box of the
port.

3. Click “Update” to save the setting.

Now, the setting of “Port Mirroring” is finished.



Port Management: Bandwidth Control
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* Administrator Bandwidth Control

 Port Management

 VLAN Setting S TxRate ‘ Rx Rate

* Per Port Counter — —
Y [0+ ©-255|_ (oFunspees) ‘ @255 loFun speesy
* Security [Lov 19

 Spanning Tree
(1)32Kbps TRx bandwicth resolution for port 1~ port 26

* Trunking Actual TRx bandwielh =Rate valu x 32 kbps. The rate value is 1~255.

# BackupRecovery ntenBa (1)256Kbps TRx bandwidth resolution for port 1~ port 24

* Miscellaneous Actual TRX bandwisth=Rate value x 258Kbps. The rate valug is 1~255.
When link speed 5 1 0MB. The rate valus is 1-39

* Logout (2)the bangwidth resolution s 2048Kps for port 25, port 26

‘Actual TRx bandwici=Rate value x 2048Kbps. The rate value is 1-255.
When link speed is 10MB. The rate value is 14
When link speed is 100MB. The rate value is 148

Ifthe link speed of selectsd port is lower than the rate that you seting, this systern will use the valus of link speed as your setting rate
Ifthe rate field is shown in red texi it means the link speed is lower than the using bandwidth,

o Tx Rate R Rate e o Tx Rate Rx Rate e
1 Full speed Ful Speed i Full Speed Full Speed

2 Full Speed Full Speed 15 Full Speed Full Speed

3 Fullspeed FullSpeed 16 Full Speed Full Speed 100M
4 Full Speed Ful Speed 17 Full Speed Full Speed

5 Full Speed Full Speed 13 Full Speed Full Speed

6 Fullspeed FullSpeed 19 Full Speed Full Speed

7 Full speed Full Speed 20 Full Speed Fullspeed

s Full speed Full Speed 21 Full Speed Full speed

9 Full Speed Full Speed 2 Full Speed Full Speed

10 Fullspeed Full Speed 23 Full Speed Fullgpeed

1 Full speed Full Speed 24 Full Speed Full Speed

12 Ful Speed Full Speed 25 Full Speed Full Speed

13 Full speed Full Speed 2 Full Speed Full Speed

1. Select the “Port No.”: you can choose port 1 to port 26.

2. “TX Rate Value”: set the transmission rate of the selected port.
(0:Full speed; 1~255:Specified bandwidth.)

3. “RX Rate Value”: set the receiving rate of the selected port. (O:
Full speed; 1~255: Specified bandwidth.)

4. “Resolution” : Low: 32 kbps / High: 556 kbps

5. Click “Update” to confirm the setting or “LoadDefault”.
Now, the setting of “Bandwidth Control” is finished.



Port Management: Broadcast Storm Control
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* Administrator Broadcast Storm Control
“Port Management

o Port Configuration Threshold

s PortMirring

@ Bandwidth Control 1 2 3 4 5 6 7 [ ] 10 11 12 13

o Broadeast lorm| Enable (=]
Fort

1-63

i 8] m] m] m] [a] 8] [a] [a] [a] [a) [a] [a] [a]
 VLAN Setting.

Update
* Per Port Counter

the number of each portin one time unit. One time unitis 50us for Gigabit speed, 500 us for 100Mbps speed and
5000us for 10Mbps speed

# QoS Setting

* Security
 Spanning Tree

* Trunking

* BackupRecovery
* Miscellaneous

* Logout

1. “Threshold” - Set the threshold from 1~63.
2. “Enable Port” - per port to define the status of broadcast packets.
3. Click “Update” to confirm the setting.

Now, the setting of “Broadcast Storm Control” is finished.



Port Management: PoE Configuration
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* Administrator POE Configuration
 Port Management
VLA seting
* Per Port Counter = q F = 7 = F 5 E
Qs sett
- Bt
» Security
B oot o Lost Wotest o Lost o bt o Lost ot o Lost ot
 Spanning Tree
5 Tk gt
$ tuciupmecovry e
Hd
Miscellaoous FPort 09 10 1 12 13 14 15 16
* Logout
Bt
P Curent o Lost o Lost o Lost o Lost o Lost o Lost o Lost o Lost
S
Roir
208 Clos
For w 8 19 » n » » P
Bt
PSE Cument No Load No Load Mo Load No Load Ho Load No Load Ho Load No Load
e e
FPower
708 Clos
Update
Ty T Tepeuet oo
Enable P Fover On
Enablo Dl PoverOit

Remote access and monitor the attached PD (Powered Device) status
by using Enable/Disable function.
1. Enable: POE of the port is able to supply power to the attached
PD (Powered Device)
2. PSE Current & Minimum Output Power: The status of the
port current and minimum output power.
3. POE class: each POE port will detect the class of the attached

PD (Powered Device)
4. Click “Update” to confirm and finish the setting.

Now, the setting of “PoE Configuration” is finished.



VLAN Setting: VLAN Mode
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* Administrator VLAN Mode
 Port Management
“# VLAN Setting
VLAN mode
& e Mode | TagBosd vLaN [ Chang®
o VLAN Memper Fortol Pont2 Tonts Font04 Pont0s Fonts Tont7 ) Fontn Font10 Ton11
o Wulito Seting Omtiteg | Ol | Omitg | Omitg | Oatateg | Orile | Osile | Omtilg | OhtiTag | Ot | Osatt
s Ouontean | Odontown | Odontesn | Odontear | Otontewns | Oontons | Odontean | Odontears | Odontoms | Odontons | Odom
i ORenovetg | ORemoveTag | ORemoveTsg | ORemoveTag| ORemovetag | ORemoveTag | ORemoveTsg | ORemoveTng| ORemoveTag | ORemoveTag | ORemx
¥ QoS Setting Tag Mode
e Pont1s Fort1s Fort16 Yot 17 Fot1e Fort19 Ton Pon21 Fonz2 ronzs Tozt
i Onleg | Ol | Ohditee | OAtilg | Ohddilg | Ohdilee | Okdilag | Ohtdlg | Oddilg | Odail
# Spamning Tree Quonteon | Odontom | Qtontewe | Otonteon | Otontomns | Oontoms | Odontean | Odontearr | Odontoms | Oaomt
* Trunking ORempveTng | ORemoveTag | ORemoveTag | ORemoveTng| O Removetg | ORemoveTag | ORemoveTsg | ORemoveTag| ORemoveTag | OReme
* BackRecowry
* Miscellaneous
* Logout

Note:
If the link partner is a network interface card, 3
In this case, it is strongly recommended the netvork administrator to remove the VLAN tag of the corresponding port.

There are two VLAN modes: Port Based VLAN and Tag Based
VLAN.

Click “Change VLAN mode” to select the mode.

**]f the Port Based VLAN function is enabled, Tag Based VLAN
and Multi to 1 setting function will be disabled automatically.

Now, the setting of “VLAN Mode” is finished.



VLAN Setting: VLAN Member Setting (Tag Based)
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* Administrator VLAN Member Setting (Tag Based)
# Port Management
~/VLAN Setting
VLA, O wlvio:[ oy
o VUANmode
o o DestFORT o e} [ o o5 3 [3 [ ) 10 n 12 13
@ Mulito | Setting st
# Per Port Counter DextFORT u 15 1 [0 18 15 E 7 n z 2 » 3
* QoS Sett
i select
* Securty
> Index Infecvalo is1-32
> Spanning Tree
o n [ [ o [ [ [ ® 10 n 12 13
* Trunking i) I
0 Index | [0 @] o] o 3 % o] | 0 10 i) |[Z] 13
* BackupRecovery
1 15 16 [0 18 1 n 2 2 2 2 » 3
N Fort
i dex | [16 5] (pe] | 18 19 ® | ) 5 w] B =
* Logouwt
Update | [ LowdDeful
Exaple 1:
I the incorming packet does nct contan 2 VID,
IPIB25C adds a VLAN tatle index 1t ircoming packet.
The fllsoing mble shoses tvo cases.
(&) Ore port raps  cue VID; (b) Ml pors taap o VID,

You can select a port group.

1. Click the port numbers: which you want to put them into the
selected VLAN group.

2. Click “Update” to confirm and finish the setting.
3. Click “LoadDefualt” to back to the original factory setting.

Now, the setting of “VLAN Member” is finished.



VLAN Setting: Multi to 1 Setting
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* Administrator Multi to 1 Setting
“ Port Management
 VLAN Setting

“ Per Port Counter Destination Porlo [y
# QoS Setting e
 Security

Cument Seting Port-

o1 o o o o5 o o [ [ 10 i 12
# Spanning Tree Dt o fa} fa} o fa} fa} o fa} fa} o
# Trunking B 13 u 15 16 0 18 19 3 2 z g 2
# BackupRecovery O [m] [m) O (m) (m) O [m) [m) O

 Wiscellaneous

MNote: "Dissbled port”defines the switch physical port which is disabled.
* Logout

1.4 sxample for bulto- 1 stroture

Ports VLAN Groups

.
2
Destination Port/ i _
Current Setting ° o

e

24
2 The originslsetting of the VLAN Group will be cleared and replaced by this specil structure if you ensble this function.
O the other hand, If you setthe VLAN Gronp again, be cloazed end xeplaced
3 This configurstion is port base VLAN only.

This is a special design for easily setting the switch VLAN into
“VLAN per Port*.

Choose “Destination Port No”.

Choose “Disable Port”

“Disable Port” — choose the port which you don’t want to use
Click “Update” to confirm and finish the setting.

el e

After this setting, all ports can only connect to destination ports.



Per Port Counter: Counter Category
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# Administrator Counter Category

“ Port Management

 VLAN Setting T |

cnner Mode Selsotion: | Tremstit Packet & Receive Packet. v
—— E]
i Port Transmit Backet  Recedve Packet
s PaRCauRel

o1 0 0

 Qos Setting
0z 0 0

* Security
0z 0 0

* Spanning Tree
0 0 0

* Trunking

# BackupRecovery o 0 0

* Miscellaneous o v J

# Logout ar v g
08 0 0
[ 0 0
10 0 0
11 0 0
12 0 0
13 0 0
1 0 0
15 0 0
15 12588 18777
17 0 0
18 0 0
1 0 [
E 0 0
a1 0 0
22 0 0
23 0 [
2 0 0
25 0 0
E 0 0

You can read the transmitting and receiving packet of the connecting
port.

Click “Refresh” or “Clear” the data.



QoS Setting: Priority Mode
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* Administrator Priority Mode
* Port Management
 VLAN Setting
* Per Port Counter ——
s sema

©Firstin st Out

o piisiyiHas Mode | O AllHigh-before-Low . o

o Por, inszPlDS Oweight-Round-Robin.  Lowweight| 0 ¥ | High weight |0 ¥
ase == =

@ TCPUDP Port Based Update:

* Security Note: When the queue weight s sstto"0", twill be treated as *s"
§ S omoiog Tras “The “low wieght' and "high weight' means the ratio of the packet in the transrmit queue. For example,
If“low weight' and "high weight"are setto *3" and "&", the ratio of the trasmit packet for the low priorityto high priorit is 375

# Trunking

# BackupRecovery
¥ Miscellaneous

# Logout

There are three Priority Modes to select.

1. First-in-First-Out- the first receiving packet will be firstly
transmitted.

2. All-High-before-Low — All packets will be assigned to either Q2
(high) priority queue or Q1 (low) priority queue.

3. Weight-Round-Robin- set the ratio of the transmitting packet for
the low priority to high priority.

4. Click “Update” to confirm and finish the setting.



QoS Setting: Class of Service

* Administrator
# Port Management
 VLAN Setting

* Per Port Counter
+ 00 Setting

¥ Security

* Spanning Tree

* Trunking

* BackupRecovery
* Miscellaneous

 Logout
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Class of Service Configuration

[P =Enable High Priority
Fort No Mode o VTL:;N IP1DS Fort No Mode o VTL:;N IP1DS

1 o o o 14 o o o
2 O o o s O o O
3 o o o 18 o o o
F = = o v o o o
5 o o o 18 ] o o
8 o o o 19 o o o
7 O o o » O o O
8 o o o n o o o
9 o o o 2 ] o o
10 o o o pxl ] o o
1" o o o u o o o
2 o o o 2 o o o
B 0 o 0 2 | o | © 0

As long as any of three COS schemes(802.1p,IP TOS/DS or Port Base) is mapped to "high”, the data packet will be treated as the high priority.

You can set QoS mode of per port by different bases.

24Port 101100 + 2Port Giga WebSwitch

* Administrator
# Port Management
 VLAN Seting

* Per Port Counter
# 00s Setting

* Security

# Spanning Tree

# Trunking

* BackupRecovery
* Miscellaneous

# Logout

Class of Service Configuration

Pratocal Option

FTP(20,21) FIFO v
FIFO v |

88H(23)

TELNET(23)

SMTP(25)

DNS(53)

TFTPGS)

HTTP(80,3080)

POP3(110)

NEWS(119)

SNTR(123)

NetBIOS(137~138)

IMAP(143,220)

SNMP(161,162)

HTTPS(443)

MSN(1853)

XRD_RDP(3389)




QQ(000,3000) FIFO v
1cagE1en) FIFO v
Yahoo(s0s0) FIFO v
BOOTP_DHCP(E7,68) Lov [v
User_Define_a FIFO v
User_Define_b FLFO v
User_Define_c FIFO v
User_Define_d FIFO v
User_Define User_Define_a User_Define_b User_Define_c User_Define_d
L Port Port Port Port
Mask(0~255) Mask” Mask,” Mask,” Mask,”

Note:The mask defines which bitis ignared within the IP address bit 0 ~ bit 7
For example, UDPITCP port= 65535 and mask = 5 this means 65530, 65531, 5534 and 65535 are all taken into account
UDPITCP port=65535 and mask=0, this means only 65535 is taken into account.

TCPUUDP port QoS function | Not Overide v
Note:itihen the “overtide” iter is selected, the Port_based, Tag_based, IP TOS_based, CoS listed above will be ignored.

The Class of Service for TCPUDP port nurmber allows the network administrator to assign the specific application to a priotiy gueue.
F-LF-0: The incorning packetwil be forwared i firstin-first-out scheme.
:

Low: The incoming packstwill be forwarsdled with the Low priorty.

Base on different protocol, you can choose four different types of
Class of Service for each TCP/UDP port number -First-in-First-out,
Discard, High Priority or Law Priority to control the incoming
packet.

Click “Update” to confirm and finish the setting.

Now, the setting of “Class of Service” is finished.



Security: MAC Address Filter
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# Administrator MAC Address Binding

* Port Management

% VLAN Setting e

“ Per Port Counter

* Qos Setting

* Security 1

* Spanning Tree

* Trunking

# BackupRecovery Setectport 0 pinging e v | [Tk ]

* Miscellancous

¥ Luguit Note: 16 you ensbl the MAC address binding funeion, the o dresslecning funstion villbe disbled eutomatiely. Then both RSTEISTE and adres earning vill b affcted

Port Ho Binding Sttvs Fort o Binding Statvs
1 Enctle 1 Enable
2 Enctle 15 Enable
E Enstle 16 Dissble
4 Enctle 17 Enable
5 Enctle 18 Enable
3 Enctle 19 Enable
7 Enctle Y Enable
8 Enctle 21 Enable
9 Encbl 2 Enble
10 Enchle 23 Enable
1 Enatle 2 Enable
12 Encble 25 Enable
13 Enatle S Enable
ol The 1 atpor 16

Set special MAC address to activate on the selected port
1. Choose “Select Port” — port 1~26

2. Binding— Enable: allow the packet with the specified source
MAC address to enter this port.

3. Click “Update” to confirm and finish the setting.

Now, the setting of “MAC Address Filter” is finished.



Security: TCP_UDP Filter Configuration
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* Administrator

# Port Management
% ULAN Setting
 Per Port Counter
# Qos Setting

* Security
 Spanning Tree
 Trunking

# BackupRecovery
 Miscellaneous

# Logout

TCP_UDP Filter Confi

guration

Function Enable | [Dissble

segtive

Mot
PortFiltering RUle | (1)The autzning packet
@ 2

with seleeted protacol wil e either farvarded or dropped at secure W)
‘means the elected protocol willbe dropped and other pro

tocols will be o

AN port a the figuwe shwon below.
rveded.

Example: Setthe secure WAN port at P

HTTP Client Engine
P2 }——=_<
Client side.

FTP Server,

TTP Server

postive" s the ot protocol il b forverted e e pro ool vil e dropped
OFre | ClssH CITELNET Olarte Clnews | Cswre | O
@) | @ @ Osmeeas) Cowsissy O 1FTPE9) @0,2080) Ororsaie) | 175 123 e
Protocal
Clswme | Clurtes | CJxRD_RDP | C]BOOTP_DHCP
s Blirzs || B xor | Bl 0 Dot | 30 Dot | s Dion | s D 0
Orort | Cleeroz | CJrors Oportns Ororns Orort Oporto? Oortns Crora ‘ Orortio ‘ Oe
Secure WAN port | [Jport13 | CJportta | [Jportts Orortte Ororti? Orortia Crortts Orortzn Orortzt ‘ Oporzz ‘ Oe
Ozs Oz
Upkae
Wote:The descipion o Secuze WAN portis show below,
LNET Server.
FTP Server.
TELNET Client, TR server
FTP Client, Swten

You can enable or disable this function of per port.

If the “Function Enable” is “Enable”, please kindly check the
following setting:

1. “Port Filtering Rule” —

Deny: the outgoing packets to the selected port with selected
protocol will be dropped and other protocols will be
forwarded.

Allow: the selected protocol will be forwarded and other
protocol will be dropped.

2. Protocol — choose protocols which you want.



3. Secure WAN Port— choose secure ports which you want.

**Note 1:

a. The secure WAN port should be set at the physical port
which is connected to the server.

b. Once this function is enabled, the switch will check the
destination TCP/UTP port number at the outgoing direction
of the secure WAN port.

If the condition matches, this packet will be dropped or
forwarded.

**Note 2: The description of Secure WAN port is shown on the
bottom of this screen.

4.  Click “Update” to confirm and finish the setting.

Now, the setting of “TCP/UDP Filter Configuration™ is finished.



Spanning Tree: STP Bridge Settings
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This setting is to avoid the loop network.

1. Select the “STP Mode”- choose “Disable”, “STP” or “RSTP”
. Set the “Bridge Priority” — Set the priority of the Bridge

3. Set the period of “Hello Time” packet — Provides the time period
between root bridge configuration messages.

4. Set the “Max Age” — Indicates when the current configuration
message should be deleted.

5. Set the “Forward Delay” time — Provides the length of time that
bridges should wait before transitioning to a new state after a
topology change. (If a bridge transitions too soon, not all network
links might be ready to change their state, and loops can result.)

6. Click “Submit” to confirm and finish the setting.

Now, the setting of “STP Bridge Settings” is finished.



Spanning Tree: STP Port Settings
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1. Choose “Port No.” : Port 1 ~ Port 26

2. Choose “Priority”: 0~ 240

3. “RPC” =Root Path Cost: 0 = AUTO. When the loop is found,
the STP/RSTP will calculate the cost of its path.



Trunk Setting: Trunk Configuration
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There are two groups to choose and each group is 4 ports and the
third group is for 2 ports.

Click “Submit” to confirm and finish the setting.

“State” — Enable / Disable

“Type” — LACP/ Static

“Activity” — Active/Passive: Both switches use “LACP” to
configure the Trunk, at least one of them should be “Active”.



Configuration Backup/Recovery
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Backup(Switch—PC)
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Recovery(PC—Switch)

Select the image file
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Follow the instruction on the screen to update the original setting.

“Backup” - Click “Download” to confirm the setting.
“Recovery” — selects a file and key in the password = Click
“Update” to confirm the setting.



Miscellaneous: Miscellaneous Setting
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Ouplinkt | Ouplink1 | Ouplink1 | Ouplink1 | O uplink1 | Ouplink1 | Ouplink1 | Ouplink1 | Ouplink1 | O uplink1 | O uplink1 | O uplink1 | O Uplink1
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O clear Uplink 1
O clear Uplink2

Update

1. “Aging Time” - You can set queue aging time into different
milliseconds or disable this function.

2. “VLAN Striding” — You can enable/disable this function.

3. “IGMP Snooping V1 & V2” — You can enable/disable this
function.

4. “VLAN Uplink Setting” — Set “uplink1 or uplink2” or “Clear
uplink1” or “Clear uplink2”

5. Click “Update” to confirm and finish the setting.

Logout: You can click “Logout” to logout.



When you forgot your IP or password, please
use the reset button for the factory default
setting?

Please take the following steps to reset the Web Smart Switch
back to the original default:

Step 1:
Turn on the Web Smart Switch

Step 2:
Press and hold the reset button continuously for 5 seconds and

release the reset button.

Step 3:
The switch will reboot for 20 seconds and the configuration of

switch will back to the default setting.

ID: adair) |

Fassword: ‘-.--- |




Key in the wuser ID and the password to pass the
authentication; the user ID and the password are “admin”

IP: 192.168.2.1
ID: admin
Password: admin
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